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These results are beyond all expectations! There are only 8 functions slightly changing between the two versions, all in the kernel!

Among these 8 results, 2 are actually minor instructions ordering changes. In the 6 remaining ones, 5 of them have an added call fo
bzero, which make them the perfect candidates for a memory leak vulnerability involving a "memory initialization issue" :)

4| FFFFFFFO0768E164 sub_FFFFFFFO0768E164 FFFFFF 4 sub_FFFFFFFO0768E164 FrFFFFrod FFFFFF ¢
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FFFFFF FFFFFF

primary secondf feee
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T, sub_FFFFFFFO0768E164 (20 / 20)
I FRFFFFFO0768E164
i FFFFFFFO0768ETAQ
i FFFFFFFO076BE1AC
L FFFFFFO0768E1BC
I FFFFFFFO076BE1C4
L FFFFFFFO0768ETFA
i FFFFFFFO076BE1FC

4 FFFFFFFO0768E220
1 FRFFFFFO0768E244
L FRFFFFFO0768E250
Ll FFFFFFFO0768E258
L FFFFFFFO0760E26C
L FFFFFFFO0768E288
< FFFFFFFO0768€294
1 FRFFFFFO0768E31C
i FRFFFFFO0768E36C
L FFFFFFFO0768E388
1. FFFFFFFO0768E32C

@ Selection History

Added bzero call

i0S kernelcaches usually lack symbols, but some entry points such as mach traps can be easily identified, using e.g. joker tool.
Debug strings along with public XNU sources also allow renaming many functions, and we could identify the 5 patched functions

as:

* mach_msg_send

e mach_msg_overwrite

¢ ipc_kmsg_get

¢ ipc_kmsg_get_from_kernel

¢ ipc_kobject_server
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Library function [l Regular function [l Data [ Unexplored External symbol
Functions window 0@ O )= @ ([ Pseudocode-A @ (C] Hex View-1 @[A] Structures ®[E  Enums @  Imports |  Exports
text:FFFFFFF00766C930 var A0 = -0xa0
LD " text:FFFFFFF00766C930 var 90 -0x90
ub_FFFFFFF00766C544 __text:FFFFFFF00766C930 var_40 = -0x40
text:FFFFFFF00766C930
ub_FFFEEEFO0766CG80 © [Ctext:FFFFFFFO0766C930 suB SP, SP, #0x40
ub_FFFFFFF00766C930 __text:FFFFFFFO0766C934 ST1 {V0.45-V3.48}, [SP,#0x40+var_40]
ub_FFFFFFF00766CBB4 ® [_text:FFFFFFFO0766C938 sSuB SB, SP, $0x40
© text:FFFFFFFO0766C93C MoV X5, SP
ub_FFFFFFF00766CDO00 ® text:FFFFFFF00766C940 SUB sp, SP, #0x40
ub_FFFFFFFO0766D110 . [t :rrereevoTacssa MoV x1s, sp
" text:FFFFFFF00766C94 ste X20, X21, [X15,#0xCO+var_C0]
ub_FFFFFFFO0766D500 © text:FFFFFFF00766C94C stp X22, X23, [X15,#0xCO+var_BO]
ub_FFFFFFF00766D510 text:FFFFFFF00766C950 ste X24, X25, (X15,#0xCO+var A0]
text:FFFFFFF00766C954 ste X26, X27, [X15,#0xC0+var_90]
ub_FFFEEEF00766D6C0 © " text:FFFFFFF00766C958 MoV x4, x2
ub_FFFFFFF00766D740 ® __text:FFFFFFF00766C95C ADD X9, X2, #0x400
ub_FFFFFFF00766D7E4 ¢ [text:FFFFFFFO07660960 MoV X6, #0x68
text: FFFFFFF00766C964 ADD X7, X1, #0x10C
ub_FFFFFFFO0766D7F4 © text:FFFFFFFO0766C968 suB X3, X3, #0x10C
ub_FFFFFFF00766D828 . [coxt:2erREEROOTGRCOGE ADD X12, X2, $0x800
Ttext: 7 ste XIR, XZR, [X5]
ub_FFFFFFFO0766D830 text:FFFFFFFO0766C974 ADRP X10, #unk_FFFEFFF0070058608PAGE
ub_FFFFFFF00766D838 : __text:FFFFFFF00766C978 STP XZR, XIZR, [X5,#0x10]
text:FFFFFFF00766C97C ste XZR, XZR, [XS,#0x20]
ub_FFFFEFF00766D840 © " text:FFFFFFF00766C980 amp X10, X10, $unk FFEFFFF007005860€PAGEOFF
ub_FFFFFFF00766D884 © " text:FFFFFFF00766C984 ste XIR, XZR, [X5,#0x30]
ub_FFFFFFF00766D88C © " text:FFFFFFFO0766C988 ADD X11, X2, $#0x400
© " text:FFFFFFFO0766C98C MoV W20, #
ub_FFFFFFF00766D8C8 _text:FFFFFFF00766C990 MoV x21, X7
ub_FFFFFFFO0766D8F0 _texuiiiiiiigg;::gg:g Mov x22, X0
Trext: MoV x23, x12
ub_FFFFFFF00766D8F8 © text:FFFFFFF00766C99C ADD X26, X3, $0x10C
ub_FFFFFFFO0766D900 © text:FFFFFFFO0766C9A0 B loc, FEFFFEFO0T66CIBC
text: 66C9R4
ub_FFFFFFF00766D908 ® text:FFFFFFF00766COAd ADRP X16, #0xFFEFFFEF2887C000
ub_FFFFFFF00766D90C © " text:FFFFFFFO0766C9A8 ADRE X16, #0XFFFFFFEF2887C000
ub_FFFFFFF00766D910 © " text:FFFFFFFO0766C9AC ADRE X16, #0xFFFFFFEF2687C000
- text:FFFFFFF00766C9B0
ub_FFFFFFF007674000 _text:FFFFFFF00766C9B0 loc_FFFFFFF00766C9BO ; CODE XREF: sub_FFFFFFF00766C930+9013
© text:FFFFFFFO0766C9B0 STRB WS, [X4],41
ub_FFFFFFF0076753B8 | oot H
© text:FFFFFFF( B suBS X6, X6, #1
ub_FFFFFFF0076753E8 text:FFFFFFF00766C9B8 B.LE sub_FEFFFFFO0766CBBA
ub_FFFFFFF007675478 __text:FFFFFFF00766C9BC
" text:FFFFFFFO0766COBC loc FEFFFFF00766CIBC ; CODE XREF: sub_FFFFEFF00766C930+7013
ub_FFFFFFF00767559C text:FFFFFFFO0766C9BC i sub_FFFFFFF00766C930+CC1J ...
ub_FFFFFFF0076755D8 © text:FFFFFFF00766C9BC LDR WS, [X0],44
ub_FFFFFFF007675640 © " text:FFFFFFF00766C9CO cBz W1S, loc FFFFFFF00766C9BO
© text:FFFFFFF00766C9C4 UBFX WL3, W15, 40xA, 48
ub_FFFFFFF007675644 * " text:FFFFFFF00766C9C8 LDRB W8, [X10,X13]
ub_FFFFFFFO076756AC © " text:FFFFFFF00766C9CC LDR W13, [X5,%8)
® " text:FFFFFFF00766C9D0 EOR W13, W13, WiS
ub_FFFFFFF0076756CC © " text:FFFFFFFO0766C9D4 caz W13, loc FFFFFFF00766CB70
ub_FFFFFFF0076756EC text:FFFFFFF00766CID8 LsR W13, W13, #0xn
N ® text:FFFFFFFO0766CODC csz W13, loc FFFFFFF00766CE90
| ® text:FFFFFFFO0766C9ED suss X3, x3, ¥4
® ® text:FFFFFFFO0766C9EA B.LE loc_FEFFFEFO0766CB60
Line 15 of 65642 '930: sub. ized with Hex View-1)
=] Output window 0@ Q|
T
Seaa
Caching * indow'... o
FFFFEFF007668014: using guessed type _int6d _fastcall sub, QWORD) ;
Python

AU: idle  Down Disk: 57GB.

{EAbIndiIffI#1TLEX, RILENERSEEZBMES, XEBNZE
89, IDA 7.5°]IA{ERbindiff 6

REREAIZIDA 7.0, SREIbindiff 255

7 Workspace | . sub_FFFFFFFO076BE438 vs sub_FFFFFFFO076BE470 X

'/ Single Function Diff Views (0) | Overview
D001 vs 00 2 Basic Blocks 98.1% Jumps 97.5% Instructions -159.7% Similarity 0.99
& release.iphone7 vs rele ) ) 2016 ”
1 Call Graph (65810/65810) ) 128:0% 5
BN Matched Functions (65810) 5 g
<2 Primary Unmatched Functions (0/65810) &0 = loax, [ ] z
<4 Secondary Unmatched Functions (0/65810) 2% 6 £
2% 5
v o *
130.1%
65810/ 65610 Matched Function:
007¢3fd88 s 4 @ show structural changes @ Show only instructions changed € Show identical

Confidence Address Secondary Name Basic Blocks

nFFFFFFFQD7E4F45C sub_FFFFFFFOO7E4F46C Normal FFFFFFF@@7EAF4AC sub_FFFFFFFOO7E4F4AC Normal 0 12 00 20 0
0 D7442C  sub._| D7442C Normal D7447C  sub._| D7447C  Nomal [0 13 00 18 0
100 0% 8D6C36  sub_ 8D6C3@8  Normal 8D6C80  sub_ 8D6c8e  Normal 0 51 00 77 0
s a0 [ 0% 97E3BC  sub._| 97E38C  Normal 97E46C  sub_| 97E40C  Normal [0 33 00 49 0
%0100 | 099 FFFFFFFO@81ASCCO  sub_FFFFFFFO@81A8CCE Normal 1A8D80  sub_| 1A8D68 Normal 0 8 00 n 0
%0100 || 099 FFFFFFFe08749144 sub_FFFFFFFE08749144 Nomnal 749184 sub_ 749184 Normal 0 120 00 188 [}
T FC35B4  sub_l FC3584 Normal FC35F4 sub._| FC35F4 Normal 0 9 00 13 0
S T 61AC  sub._| 61AC Normal 61EC sub._| 61EC Normal 0 40 00 63 0
100 088 FFFFFFFO@7DEAD28  sub_| DEAD28  Normal DEAD78  sub_ DEAD78 Normal 0 1 0
100 oe2 sub._| Normal 11C sub_ 11C  Normal 0 1 0
50 100 | 099 | FFFFFFFO@7E@1198 sub_FFFFFFFO7E@1198 Normal EQ11E8  sub._| £011E8 Normal 0 105 ) 155 0
Il 100 | 062 FFFFFFFO@810F888  sub_FFFFFFFB@810F880 Normal FFFFFFF@@810F8CO sub_FFFFFFF@810F8CE  Normal (0 1 0
.{0/20 Ao and vermoved Parerit Functions callng the selected Functions
Similarity — Confidence Address Primary Name [Type - Address | Secondary Name Type Basic Blocks [Jumps
“1/-1 Added and removed Child Functions called from the selected Function
Similarity ~ Confidence - Address Primary Name [ Type - Address | Secondary Name Type Basic Blocks | Jumps
ol a0 FFFFFFFO87... sub_FFFFFFFO876B84E8 Normal ... sub_l 68851C Nomal [0 203 00 305 0
©f 100 || 099 | FFFFFFFee7... sub_FFFFFFFO876B8ADC Normal sub._| 688810 Nomal [0 102 0o 18 0

HANBWEEFTRAIREL, RINAYR sub FFFFFFF00766D6C0



6BE438 vs sub_| 6BE470 X 1

J -, sub._|

=1 =] = @l e 30 o
x| @ C |6 |5 [ | 0| o &~ ¢ @ e
< 6BEBYE  LDR 6BEBDS  LDR
» FFFFFFFO076BEA3S sub FFFFFFFO07GBE438 | prctrrroq7epEgoc  LDR sUb_| Ferrrrroe7eBEBDA  LOR
. FFFFFFFO@76BEBAB  STR FFFFFFFO@76BEBD8  STR
pr“ na ry FFFFFFFOO76BEBA4  LDR FFFFFFFOO76BESDC  LDR
FFFFFFFOO76BEBAB  STR FFFFFFFO@76BEBEG  STR
FFFFFFF@@76BEBAC  LDR FFFFFFFO@76BEBE4  LDR
FFFFFFFO@76BEBBO  STR FFFFFFFO@76BEBES  STR
FFFFFFFOB76BESBA  LDR FFFFFFFOB76BEBEC  LDR
FFFFFFF@@76BESBS  LDR FFFFFFFO@76BEBFG  LDR
FFFFFFF@@76BESBC  LDR FFFFFFFO76BEBF4  LDR
FFFFFFF@@76BEBCO  STR FFFFFFFO76BEBF8  STR
FFFFFFF@@76BESC4  LDR FFFFFFFO76BESFC  LDR
FFFFFFFO@76BEBCS MOV FFFFFFFO@76BE9@0 MOV
FFFFFFFOA76BEBCC  STR W, FFFFFFFOO76BE9R4  STR
FFFFFFFO076BEBDS  LDR X8, [X1¢ FFFFFFFO@76BE9@8  LDR
D FFFFFFFOO76BEBD4 STR  XZR, [Xi FFFFFFFOO76BE9RC  STR I:l
FFFFFFFO@76BEBD8 MOV X8, X19 FFFFFFFE@76BE910 MOV
= FFFFFFFO@76BESDC  BL b2 sub_l FFFFFFFO@76BE914  BL
= FFFFFFFOO76BEBES  LDR X8, [X2( FFFFFFFOA76BE918  LOR ~
¢ FFFFFFFOO76BEBE4 MOV X10, X2( FFFFFFFOO76BE9IC MOV X10, X2( ¢
% sub_FFFFFFF0076BE438 (59 / 59) % sub_FFFFFFF0076BE470 (59 / 59)
| FFFFFFFO076BEA38 I FFFFFFFO076BE470
[l FFFFFFFO076BEA84 L] FFFFFFFO076BE4BC
|1 FFFFFFFO076BEAAd L] FFFFFFFO076BE4DC
[ FFFFFFFO076BE4BO L] FFFFFFFO076BEAES
L] FFFFFFFO076BEAB4 — — LI FFFFFFFO076BEAEC
] FFFFFFFO076BEACC LI FFFFFFFO076BES04
] FFFFFFFO076BEADS LI FFFFFFF0076BES10
[ FFFFFFFO076BEAE4 LI FFFFFFFO076BES1C
LI FFFFFFFO076BEAF8 d
(] FFFFFFFO076BE504 sub_ ub_| 1 FFFFFFFO076BES3C
I FFFFFFFO076BES28 FFFFFFF@O76BEBES  LDRSW X9, b4 [W8,4] FFEFFFFO0766£920  LDRSW X0, b [N8, 4] LI FFFFFFFO076BES60
FFFFFFFOO76BEBEC ADD X8, X9, X8LSLRe ADD. XA SO
4 FFFFFFFO076BES3C TECFETFa0y6BEI0  HOV bt m ax14 Lt
[ FFFFFFFO076BES5C FFFFFFFOB76BE92C MOV X0 L1 FFFFFFF0076BES94
LI FFFFFFFO076BESFA FFFFFFFO076BE930 b2 sub FFFFFFFO0766D6CO 1 FFFFFFFO076BE62C
FFFFFFFOO76BEBF  ADRP X9, unk_FFFFFFF@@892C000 /1 quord_FFFFF 5 /1 quord_FFFFF
L) FFFFFFFO076BE604 FFFFFFFOO76BESFA LDR X9, [X9,0x1B0] 7/ quord_FFFFF | FFFFFFFe@76BE938 LDR X8, X, 6x180] /1 qword_FFFFF I FFFFFFFO076BE63C
LI FFFFFFFO076BE608 FFFFFFFOO76BEBF8  STUR X9, [X8,0xC] FFFFFFFOO76BEI3C  STUR X8, [X20,0xC] LI FFFFFFFO076BE640
| FFFFFFFO076BEST8 FFFFFFFOO76BEBFC  ADRP X9, qword PR o it W b M qword Frrrrrraamuaae /1 quord_FFFFF I FFFFFFFO076BEG50
FFFFFFF@O76BE9R0 LDR DB, [X9,0x68] // quord_FFFFF | FFFFFFF@76BE944  LDR [X8, 0x68] /1 quord_FFFFF
| FFFFFFFO076BE634 FFFFFFFOO76BE004 STR DO, [X8] Frerrirooreaeads ST Do, Db) &l FFFFFFFO076BEGGC
Ll FFFFFFFO076BE640 FFFFFFFOO76BE908 B b2 loc_FFFFFFF@O76BE71C FFFFFFFOO76BEIAC B 2 loc_FFFFFFFOB76BE754 Ll FFFFFFFO076BE678
=

LI FFFFFFFO076BE644
| FFFFFFFO076BE658
| FFFFFFFO076BE678
I FFFFFFFO076BEG80
.| FFFFFFFO076BE6BC

@ Selection History

'6BE67C
LI FFFFFFFO076BE690
| FFFFFFFO076BEGBO
I FFFFFFFO076BEG6BS
.| FFFFFFFO076BE6C4

a Selection History

: BXPEE, BREE S R ETX R IBLIT R Bt
IDAE XL, 8RR AL CADFI i — bzero() RHH
B ey By 8 & & 3w @@ v # W X [ Nodebugger td B @ g B
| 11 | [ [ [ [ Ji§ | N ____ //Niiipw | D)
Library function [l Regular function [l Instruction Data Unexplored External symbol
[7] Functions window EX-X o[ iaview-a o CJiE] A ©[OlHexView-1 @A Structures  ©[Z] Enums  ©0F Imports @] Exports
revre— A[QHORD *_tastcall sub FFEEEFEOVTGRDSCD{ HORD “resule, wnsioned _intsd a2
ub_FFFFFFF00766D6C0 3 unsigned _int64 v2; // x3
4| unsigned __int64 v3; // x2
5| _QWORD *vE7 // x3
. f if ( a2 < 0x80
® 8 JUMPOUT (§1oc_FFFFFFE00766DTSC) ;
o 5 *result = OLL;
e 10 [1] = OLL;
e 11 (2] = OLL;
e 12 (3] = OLL;
®13 (4] = OLL;
® 14 (5] = OLL;
® 15 (6] = OLL;
® 16 ©[7] = OLL;
© 17 v2 = (unsisned | int6d) (result + 8) & OXEFEEFEFFEFFFFECOLL;
® 18| v3 = (unsigned _ 6
®19) if ( (unsigned _ int64)r
200 {
21 a
22 {
®23 __asm { SYS #3, c7, c4, #1, X3 }
°21 T 4= et
® 25 v 0x40;
26
27 }
® 28 while ( v3 !=0 && _CF );
o3 D *) (v2 + v3);
o3
o5
“
.
.
.
.
.
.
% 766d6c ]
Line 10f 1 sub_| 17 (I D6EC)
[Z] output window 0o
Caching 'Functions window'... ok
Python
AU: idle Down Disk: 57GB
RS MUARBWER, BETLENENNERITUEES
MEEREHRENZ, F—RNIAARZTAREZR, RABREMNNZR AT UELEF SN
= s 73 =M = P =1
It EIMZEjtool2, EB— --analyze J&INA] LAIREXZE|kernelcache X - EHIFF S

e Nhttp://newosxbook.com/tools/jtool.html

{EF --analyze £ =14



http://newosxbook.com/tools/jtool.html

1 = Jjtool2 ./jtool2 --analyze kernelcache.release.iphone?7

RS XHRABUTEMER, FJRAES, BXERXERIX HAX I

_func_XXXXXXXXXXXXXXXX Hﬁy, HEXREKD

OXfffff££00767b9c8| func FEEE£££00767b9c8 |
OXffffffF00767b9f4| func FEEEEf£00767b9f4 |

Oxfff£f£££00767bfcO|_strlen|Rule type 0 #1
Oxfffffff00767c050| getsectbynamefromheader |Rule type 1 #4

Oxfffffff007694be0| ipc object translate|Flow for mk timer destroy trap, call 0
Oxfffffff0076ab374| ipc object translate|Flow for  Xmach port guard, call 1

0 N o U W N

10 Oxfffffff0074fedc8| ZTV35IOAccessoryPowerSourceltemUSBDevice |

11 Oxfffffff0074fe610| ZTV34IOAccessoryPowerSourceltemExternal|

12 0xfffffff0074fe758|__ZTV42IOAccessoryPowerSourceItemUSB_ChargingPort|

13 Oxfffffff0074fe880| ZTV47IOAccessoryPowerSourceltemUSB DataContactDetect |
14 Oxfffffff0074fe9c8| ZTV43IOAccessoryPowerSourceltemUSB TypeC Current|

15 Oxfffffff0074febl0| ZTV33IOAccessoryPowerSourceltemBrickID |

16

17 Oxfffffff008713f4c|IOAudioCodecsUserClient method 0|IOAudioCodecsUserClient
method 0

18 Oxfffffff008713£58|I0OAudioCodecsUserClient method 1|IOAudioCodecsUserClient
method 1

19 Oxfffffff008713£64|IOAudioCodecsUserClient method 2|IOAudioCodecsUserClient
method 2

20 Oxfffffff008713£78|I0AudioCodecsUserClient method 3|IOAudioCodecsUserClient
method 3

21 Oxfffffff008713£84|I0AudioCodecsUserClient method 4|IOAudioCodecsUserClient
method 4

22 Oxfffffff008713£90|IO0AudioCodecsUserClient method 5|IOAudioCodecsUserClient
method 5

23

24 OxfEfffFF008941278|redirect|

25 OxfffEf££00894127c|hlim|

26 Oxfffffff008941280|defmcasthlim|

27 Oxfffffff£008941284|accept_rtadv|

28

29 Oxffffffffffffff80|skywalk.mem|zone
30 Oxffffffffffffffal|necp.clientfd|zone

RFEEjtooREMNFFSERER, HME T —THERESMUMRENS, MEEREIZXT
BEMIEREEIRRRE, AEREUIIRRE R, TRAFSXENSE BENSERERNR

RERE/MEE, F—NEEME AN SEIHNERRA, FEORLIE, EE=HRBIRMTIE,
$ﬁ§%ZWMM N&5

BARN SRR B E RT3

R, BRI T — ida _kernelcache FINE, AEXMT=FRIMNINEERKE, HREEIR, XDHIA
NiZEBFIFRRE—TH, ZIFEENMBTER



® Nhttps://github.com/bazad/ida_kernelcache
HEEHOMRARE, REIFEEIEKERBRG A
— A7 RMERZXALEFREAZILIANRIBIOSARLZ AR

NERIPAFREE KN, —NIFERINIKE— FIDABLuminalige, B—AIMERKIRIOSH—MbetahiAEE
BiEX S kernelcache

BJoKiflumina, XZAMIDA 7.2FHa5 R — T L0 MINEE, EAEAMERSMLuminafRSSZ35REX R £XAY
iR, LU EEDIT— P ESEIFNEY, ABEALumina, ERLUGREAIE A& IZEILuminafR$5 83 LD
BREXNAEE, BT eSAIFLIRT

e Finally, with IDA v7.2 we introduce a new (experimental) Lumina server. Think of it as about a public storage of popular function patterns. The lumina server
holds metadata about functions (like names, comments, prototypes, operand representation, etc). IDA can ask Lumina to recognize functions in the current

database and apply the corresponding metadata. It is like FLIRT but it is dynamic, stores more information, and can recognize functions that FLIRT cannot.

N || B - 1 NI .
[FlFunctionsw.. O & X ||[F] DA view-A

P A .text:0804ABAl 000 push ebp

7] text:0804ABA2 004 mov ebp, esp

L/ ||dwaet get_abbwev-c A4 004 and esp, OFFFFFFFBh

|7] dwarf_get_abbrev_t 004 push  ebx

(7] T E ggi i ssp'ddc: [ 20h], ©
f E mov word ptr [esp+ '
@M-gﬂ-'bb'“—e 4ABB3 054 mov dword ptr [esp+24h], ©
‘ZM"_#‘_'NWCV_C' BBE 054 mov dword ptr [esp+28h], ©
|7] _dwarf_find_memon 054 mov gworg ptr Eesp+2cm, 0
[ dwarf B 054 mov word ptr [esp+36h], ©
%' S 054 mov dword ptr [esp+34h], ©
L vt deaioc DB 054 mov eax, [ebp+argv]

[£] _dwarf_get_debug E 054 mov eax, [eax]

| 7] _dwarf_setup_debug| | 054 mov ([iwort]i ptr [esp+4], 0 ;
‘ dwarf prk o 054 mov espl, eax ; hame
% N S B 054 call print_version_details
Lf] _dwarf_recursive_fre text 1ABFO 054 mov dword ptr [espl, @ ; w
[7] rela_free text IAE 054 call _elf_version

|7] freecontextlist text 1ABFC 054 mov dword ptr [esp]l, 1 ; w
[7 |t froeallofic text 1A 054 call _elf_version

1 St text 054 test eax, eax
@-dwa'f-sP“'a'-"°-dh text 4ACOA 054 jnz short loc_804AC40

| 7] _dwarf_free_special_ text 054 mov egx, ds:stderr@@GLIBC_:
| 7] dwarf aranges_| text 1AC11 054 mov edx, eax

% i "ﬁ' N text 4AC13 054 mov eax, offset aDwarfdumpl
- S text 1AC18 054 mov [esp+0Ch], edx ; s
[7] _dwarf_get aranges. 4ACIC 054 mov dword ptr [esp+8], 21h
| 7] dwarf_get_arange text 1AC24 054 mov ([iworc]i ptr [esp+4], 1 ;
[7] dwarf_get_cu_die_of text 4AC2C 054 mov esp], eax ; ptr
=, i i~ text IAC2F 054 call _furite

(ves, you guessed it right, green means lumina &

EARFEENEE, WindowshIDABBIB&HEI7.5, macOSRAE7.0, MLuminaZMIDA 7.2FF445
FRIAFA D3R EIWindowsHIIDA 7.5

NEXRMAMNEREE, FHA1F LERIDATREESELUMINafRSE:, BUKEREET — AR

AT,

® Nhttps://github.com/naim94a/lumen

{824 {IDA_HOME}\cfg\ida.cfg

1  LUMINA HOST = "lumen.abda.nl";
2 LUMINA PORT 1234

& hexrays.crt HZEIIDARBE %, ZEZIDAENR]

® https://lumen.abda.nl/cert

BRXEZWT—TF, MET NGO S, ERFTFRROOITEZREE
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iphon he.relea:

D DA - kernelcache.relea
File

bin.i64 (kernel
Edit Jump Search View Debugger Lumina Options Windows

Help

iphone7.bin) C:\Users\Potat0\Desktop\CVE-2020-27950_Symbol\iPhone_4.7_12.4.8_16G201_Restore\kernelcache.release.iphone7.bin.i64

HEi e B B ) o DO bt X > O O[Fe debugeer MIE3IEHEN o
N »
OO0 A O >
Library function [l Regular function WMl Instruction | Data || Unexplored = External symbol Ml Lumina function
Functions window O & x oA Vi Psendocors [ Psewdocos (] (O] Hex Vi~ [ [A] Strwet []  [ElEnwns [ B3 Inp [ Expe [
2 % = c C ~
Function name Segment Start c C ; _int6a _ fastcall AppleARMCFIFlashController:: writePc
Audio2Stream:getSampleBuff... com.apple.driv... FFFFFFFO0B2E8B6C c C __ZN26AppleARMCFIFlashController1e_writePortEjh
. . . C C ; DATA XREF: D/
Audio2Engine:performConfig... com.apple.driv... FFFFFFFO082E784C e e e W8, W9, [XO,%0xA8]
Asciihex_to_binary(char) com.apple.driv... FFFFFFF008151C68 c P W8, #2
pplel leBuff i apple.driv... FFEFFFFO0847340C c B.EQ loc_FFFFFFFOB7E66A24
c ap W8, #4
AppleUSBNCMDataz:updateli... com.apple.driv... FFFFFFF008160950 4 B.NE 10;_FFFFFFFW7E66A38
AppleUSBNCMData::getMaxP... com.apple.driv... FFFFFFFO0815F7E4 LDR W1e, [Xe,#2xAd]
. e LsL Wll, Wie, #4
AppleUSBHostController:mes... com.apple.ioki... FFFFFFFO07F8FD50 LSL Wil 12, Wi1
Applel h {ostgetHa... apple.driv... FFFFFFF ORR W2, W11, W2
AppleUSBEthernetDevice:get... com.apple.driv... FFFFFFF008164018 B loc_FFFFFFFOO7E66A28
AppleUSBECMData:updateli... com.apple.driv... FFFFFFFO0855B34C
AppleUSBECMData::processT... com.apple.driv... FFFFFFF00855B1D8 4 loc_FFFFFFFR@7E66A24 ; CODE XREF: App!
[7] AppleUSBECMData:notificati... com.apple.driv... FFFFFFFO0855B304 F Sl 1o, [X0,#xad]
AppleUSBECMDatazgetMaxP... com.apple.driv... FFFFFFFO0855A954 oc_FFFFFFFOB7EG6A28 ; CODE XREF: App.
AppleUSBECMControl:igetPac... com.apple.driv... FFFFFFFO0855BA28 tzt :ﬁ: :;0'\4’3
AppleUSBAudiolsocFramelist:... com.apple.driv... FFFFFFFO082E15A8 ORR W2, Wi, w2
AppleUSBAudioEngine::Chann... com.apple.driv... FFFFFFF0082DD40C B loc_FFFFFFFOB7E66A3C
AppleUSBAudioDevice:Clock... com.apple.driv... FFFFFFF0082BD450
[7] AnnlelISR20HUbPart:aetPort... com.annle.driv... FEFFFFFONA3CAA24 ¥
S 2 00E629FC FEFFFFFQ07E€69FC: AppleARMCFIFlashController:: writePort(uint,uchar) (Synchronized with Hex View-1) v
Line 65622 of 65708 < >
[Z] output window o & x
IDAPython 64-bit v7.4.@ final (serial @) (c) The IDAPython Team <idapython@googlegroups.com> ~
umina: applied metadata to @ functions.
umina: applied metadata to 688 functions.
aching  FUNCTIONS WANAOW ... OK M

Python [

AU: idle Down Disk: 94GB

BT 2IMENE RN — BRI 5 SHkernelcache

e Nhttps://twitter.com/tihmstar/status/1295814618242318337

M HiLE T 2

® Nhttps://updates.cdn-apple.com/2020SummerSeed/fullrestores/001-32635/423F68EA-D37F-11EA-BB8

E-D1AE39EBB63D/iPhone11,8,iPhone12,1 14.0 18A5342e Restore.ipsw

1208 _FEAE BREERipswWE{4H 3RS — kernelcache.research.iphonel2b , XJEFHITHEMNT

1 = Jjtool2

./jtool2 -dec kernelcache.research.iphonel2b

TR ERE XY /tmp/kernel , $2I1E A3 kernelcache.research.iphonel2b.bin

SHHREES, KIE15HHIHS, HE!

1 = Jjtool2

MTEHEIEH kc_symbols

./jtool2 --analyze kernelcache.research.iphonel2b.bin

opened companion file ./kernelcache.research.iphonel2b.bin.ARM64.CCA1C472-EE81-

32F2-8AB8-2ADD55281591
4  Dumping symbol cache to file
5 Symbolicated 150904 symbols and 47 functions

BALREAAER DN —T SR S#HEEN ke_12.4.8 M ke_12.4.9, UR—PE2ERSH kc_symbols

BRARNFTEN LT IRAERENRE, HTEREIVER, XEEMRWindowsSFERIIDA 7.5, BERFHN

REEE/\T



https://twitter.com/tihmstar/status/1295814618242318337
https://updates.cdn-apple.com/2020SummerSeed/fullrestores/001-32635/423F68EA-D37F-11EA-BB8E-D1AE39EBB63D/iPhone11,8,iPhone12,1_14.0_18A5342e_Restore.ipsw

@ C:\Users\Potat0\BinDiff Work \BinDiff W

BinDiff\ - BinDiff

File Diffs Settings Help

= Workspace

(*1 single Function Diff Views (0)

4D kernelcache release.iphone7.bin vs kernelcach
42 Call Graph (65841/65841)
I, Matched Functions (65841)
<Za Primary Unmatched Functions (0/65841)
Py Secondary Unmatched Functions (0/65841)

Overview

Basic Blocks 100.0%

&

Jumps 100.0%

Instructions -160.4%
o
130.2% A

N & O o®

Matched Functions

o

Similarity 0.99

ax
65841 / 65841 Matched Functions

[~]

|| & | Show structural changes [v] Show only instructions changed [v] Show identical

ity » | Confi Address Primary Name Type Address Secondary Name Type |Basic Bloc..| Jumps
1) 0.99 0.99 FFFFFFFA@76A8278 | sub_FFFFFFF@@76A8278 | Normal | FFFFFFFBB76A82A8 |sub_FFFFFFFRB76A82A8 | No.. [0 8 0/0 9 o0/*!
1) 0.99 0.99 FFFFFFFRO768E3AC | sub_FFFFFFFB@768E3AC | Normal | FFFFFFFB@768E3BC |sub_FFFFFFFA@768E3BC| No.. |0 29 0/0 45 0 &
1) 0.99 0.99 FFFFFFFO0768E164 | sub_FFFFFFF@0768E164 | Normal | FFFFFFFOB768E164 |sub_FFFFFFFA@768E164 | No.. |0 20 0|0 31 0
5 099 0.99 FFFFFFFRO76A7824 | sub_FFFFFFFBB76A7824 | Normal | FFFFFFFBB76A7840 |sub_FFFFFFFAB76A7848 | No.. |0 22 0/0 36 0
1) 0.99 0.99 FFFFFFFAO76A7A98 | sub_FFFFFFF@@76A7A98 | Normal | FFFFFFFBB76A7ACe |sub_FFFFFFFRB76A7ACe | No.. |0 74 0/0 109 0
1) 0.99 0.99 FFFFFFFAO76BE438 | sub_FFFFFFF@@76BE438 | Normal | FFFFFFFB@76BE470 |sub_FFFFFFFAR76BE478 | No.. |0 59 0/0 89 0
1) 0.99 0.99 FFFFFFFO076BF8C8 | sub_FFFFFFF@B76BF8C8 | Normal | FFFFFFFO@76BF96C | sub_FFFFFFFA@76BF90C | No.. |0 56 0|0 8 0
FFFFFFFB076BB33C | sub_FFFFFFFB076BB33C | Normal | FFFFFFFO@76BB370 |sub_FFFFFFFA@76BB370 | No.. |0 46 0|0 68 0
FFFFFFFOB85A2BF4 | sub_FFFFFFFB@85A2BF4 | Normal | FFFFFFFBB85A2C34 |sub_FFFFFFFB@85A2C34 | No.. [0 1 0
FFFFFFFOO7E68D08 | sub_FFFFFFF@@7E68D@8 | Normal | FFFFFFFBB7E68D48 |sub_FFFFFFFAR7E68D48 | No.. [0 2 0/0 1 0
FFFFFFF008102148 | sub_FFFFFFFB08102148 | Normal | FFFFFFFO08102188 |sub_FFFFFFFA@8102188| No.. (0 1 0
FFFFFFF0080013A0 | sub_FFFFFFF@080013A0 | Normal | FFFFFFFO0800 13E0 |sub_FFFFFFFO08 013E@ | No.. |0 4 0|0 3 0
| FFFFFFFOB870CA6C | sub_FFFFFFF@@878CA6C | Normal | FFFFFFF@@87@CAAC | sub_FFFFFFF@@870CAAC | No.. [0 28 0|0 41 0/
= 1
+0 /-0 Added and removed Parent Functions calling the selected Functions
Primary Name ‘Typer Jumps |

‘ Address - ‘

Address ‘

Secondary Name | Type | Basic Blocks ‘

i ',r‘Oonfide.... ‘ Address - ‘

4 Il I ]

Primary Name

‘Typer‘ Address [

Secondary Name | Type | Basic Blocks ‘

Jumps |

MAIffEERM—MER, HEEEER

kc_12.4.8_address
FFFFFFFO076A8278
FFFFFFFO0768E3AC
FFFFFFFO0768E164
FFFFFFFO076A7824
FFFFFFFO076A7A98
FFFFFFFO076BE438
FFFFFFFO076BF8C8

FFFFFFFO076BB33C

kc_12.4.8_func_name

sub_FFFFFFFO076A8278
sub_FFFFFFFO0768E3AC
sub_FFFFFFFO0768E164
sub_FFFFFFFO076A7824
sub_FFFFFFFO076A7A98
sub_FFFFFFFO076BE438
sub_FFFFFFFO076BF8C8

sub_FFFFFFF0076BB33C

HAVEX ke 12.4.8 M ke_symbols HITLEXT

kc_12.4.9_address
FFFFFFFO076A82A8
FFFFFFFO0768E3BC
FFFFFFFO0768E164
FFFFFFFO076A7840
FFFFFFFO076A7ACO
FFFFFFFO076BE470
FFFFFFF0076BF90C

FFFFFFFO076BB370

kc_12.4.9_func_name

sub_FFFFFFFO076A82A8
sub_FFFFFFFO0768E3BC
sub_FFFFFFFO0768E164
sub_FFFFFFF0076A7840
sub_FFFFFFFO076A7AC0O
sub_FFFFFFFO076BE470
sub_FFFFFFF0076BF90C

sub_FFFFFFFO076BB370




BinDiffWork

@ C\Users\| BinDiff Work inDiff Work - BinDiff

File Diffs Settings Help

= Workspace

%, sub_FFFFFFF00768E3AC vs sub_FFFFFFFO0768E3BC X | - sub_FFFFFFFO0768E164 vs _ipc_kmsg_get X

[ single Function Diff Views (0)

7] kernelcache.release.iphone7.bin vs kernelcacl
-2 Call Graph (65841/65841)
— % Matched Functions (65841)
<Za Primary Unmatched Functions (0/65841)
<Zx Secondary Unmatched Functions (0/65841
& kernelcache.release.iphone7.bin vs kernelcacl
~ <% Call Graph (65841/106424)
s

Basic Blocks 22.5%

s Primary Unmatched Functions (8543/6584
<%x Secondary Unmatched Functions (49126/1

Jumps 11.9%

Instructions 70.2% Similarity 0.22

00

Matched Functions

|V|| X || & | [v] Show structural changes [v] Show only instructions changed [¥] Show identical
Primary Name Type Address Secondary Name Typel Basic Blocl Jumps |
sub_FFFFFFF@@827D5F8 Normal | FFFFFF. .. |IOAVAudioDriver::formatWith... |No..|p 31 3 0
sub_FFFFFFFRO7ECE854 Normal | FFFFFF. .. |AppleT700XTempSensor: :disab... | No.
sub_ FF Normal | FFFFFF GetLambdaQPFromQP (uint) No.
sub_FFFFFFFO@8329DB8 Normal | FFFFFF. .. |TranslateClockRateUHS1(uchar) | No.
sub_FFFFFFFR@8717BC4 Normal | FFFFFF. .. |ACMP4BitStreams: :GetChannel... |No.
sub_FFFFFFFO0766D884 Normal | FFFFFF... | _pmap_sync_page_attributes_... [No..
sub_FFFFFFFOO766D8F@ Normal | FFFFFF. .. | _flush_dcache No... |0
sub_FFFFFFF@0766D8F8 Normal | FFFFFF. .. | _clean_dcache No.
sub_FFFFFFFRB76780080 Normal | FFFFFF. .. |AppleM2ScalerCSCHal: :reset... No.
sub_FFFFFFFBB767A080 Normal | FFFFFF... | _gtr_deadloop No.
sub_FFFFFFFO0768186C Normal | FFFFFF _ml_get_max_cluster_number No.
FFFFFF... | sub_FFFFFFFB87686018 Normal | FFFFFF. .. | _machine_trace_thread_clea... No.
+0 /-0 Added and removed Parent Functions calling the selected Functions 1
|s’milarilyv |Oonﬁde..,v | Address - 1 Primary Name [Type' | Address | Secondary Name | Type | Basic Blocks | Jumps ”
J
+0 /-0 Added and removed Child Functions called from the selected Functions ]
20 I I I imilarity — IOonﬁdeW I Address - ] Primary Name [Typev | Address I Secondary Name | Type | Basic Blocks | Jumps ”
S )
BIRFIMREFH
@ C\Users\| BinDiff Work inDiff Work BinDiffWork - BinDiff . X
File Diffs Settings Help
9 Workspace | -% sub_FFFFFFFO0768E3AC vs sub_FFFFFFFO0768E3BC X | % sub_FFFFFFFO0768E164 vs _ipc_kmsg_get X
[ single Function Diff Views (0)
® “g"ga'ﬁagr’;:{‘e(':g;j;fgggjf)"'“ y3komelcad Jumps 100.0% o nstructions -145.5% Similarity 0.22
<Ix Matched Functions (65841) 122.7% g 10
s Primary Unmatched Functions (0/65841) B8
- sTa Secondary Unmatched Functions (0/65841 é
) kemnelcache release.iphone7.bin vs kernelcacl g 0.5
<% Call Graph (65841/106424) 5
LI S—

<Zx Secondary Unmatched Functions (49126/1

DHYVHI®H A DO
QOO

o

1/ 57298 Matched Functions

sub_FFFFFFFO0768E164

|v || X || & | Show structural changes [v] Show only instructions changed [v] Show identical

Similarity | Confidence

Address [

Primary Name »

y Name

[Type| M&essl

[EEREEE=EE | sub_FFFFFFFO0768E164

|Type Basic Bloc. Jumps
| FFFFFF. .. | _ipc_kmsg_get =

+2 /-2 Added and removed Parent Functions calling the selected Functions

li

[N

Isimilarilyv |(:onf|de | Address - ] Primary Name IType» ! Address I Secondary Name I Type | Basic Blocks ] Jumps |
+0 /-0 Added and removed Child Functions called from the selected Functions 1
| imilarity |Oonﬂden.. | Address - ] Primary Name ‘Type- | Address | Secondary Name | Type | Basic Blocks | Jumps ”

HHEIRAIBRATRER =Y




@ C:\Users\Potat0\BinDiff Workspace\BinDiff Workspace.BinDiffWorkspace - BinDiff

File Diffs Settings Help

|’ & Workspace ] %, sub_FFFFFFFO0768E3AC vs sub_FFFFFFF00768E3BC X | -, sub_FFFFFFFO0768E164 vs _ipc_kmsg_get X

[ single Function Diff Views (0)
40 kemelcache release.iphone7.bin vs kernelcach
2 Call Graph (65841/65841)
<% Matched Functions (65841)
4Za Primary Unmatched Functions (0/65841)
<I» Secondary Unmatched Functions (0/65841)
“) kemelcache release.iphone7.bin vs kernelcach
12 Call Graph (65841/106424)
-3 Matched Functions (57298)
sZa Primary Unmatched Functions (8543/65841
S Secondary Unmatched Functions (49126/1C

il Il ] D]

4

Overview

Basic Blocks 13.6% Jumps 6.7%

B EH I,

\\af )

\\.aill

23.3%

Instructions 78.6%

74{&

Matched Functions

Similarity 0.22

DVVHINRH OADAQ
VUV TON

a

1/ 57298 Matched Functions

|sub_FFFFFFF0076A8278

-] x

| %

[ Similarity [Oonfidence[ Address { Primary Name /

[ Type‘ Address [

Secondary Name

| Type] Basic Bloc...[ Jumps

% 037 | 073 | FFFFFF... |sub_FFFFFFF076A8278 | Normal | FFFFFF. .. | TOMFB: :UPBlock_VFTG_vi::iget_... |No..|s 3 14|7 2 21
+0 /-0 Added and removed Parent Functions calling the selected Functions

| ‘S|mllamyr ‘Conflde.... ‘ Address - ‘ Primary Name ‘Typev ‘ Address ‘ Secondary Name ‘ Type | Basic Blocks ‘ Jumps I
P

+1 /-1 Added and removed Child Functions called from the selected Functions

| ‘Similarityv‘cunﬁde,.,v ‘ Address - ‘ Primary Name ‘Typer ‘ Address ‘ Secondary Name ‘ Type [ BasicBIocks‘ Jumps | ‘

JI\TZEFREXELERICRUMT

kc_12.4.8_address

kc_12.4.8_func_name

kc_12.4.9_address

kc_12.4.9_func_name

FFFFFFFO076A8278 = sub_FFFFFFFO076A8278  FFFFFFFO076A82A8 = sub_FFFFFFFO076A82A8
FFFFFFFO0768E3AC  sub_FFFFFFFO0768E3AC  FFFFFFFO0768E3BC  sub_FFFFFFFO0768E3BC
FFFFFFFO0768E164  sub_FFFFFFFO0768E164  FFFFFFFO0768E164  sub_FFFFFFFO0768E164
FFFFFFFO076A7824  sub_FFFFFFFO076A7824  FFFFFFFO076A7840  sub_FFFFFFFO076A7840
FFFFFFFO076A7A98 = sub_FFFFFFFO076A7A98  FFFFFFFO076A7ACO  sub_FFFFFFFO076A7ACO
FFFFFFFO076BE438  sub_FFFFFFFO076BE438  FFFFFFFO076BE470  sub_FFFFFFFO076BE470
FFFFFFFO076BF8C8  sub_FFFFFFFO076BF8C8  FFFFFFFO076BF90C  sub_FFFFFFFO076BF90C
FFFFFFFO076BB33C  sub_FFFFFFFO076BB33C  FFFFFFFO076BB370  sub_FFFFFFFO076BB370

bindiff_symbol

IOMFB::UPBlock_VFTG_v1::get_expected_timings(IOMFB::UPBlock_VFTG:Timings

*)
_ipc_kmsg_get_from_kernel
_ipc_kmsg_get

_mach_gss_accept_sec_context_v2

AppleCS46L21IDPT::_startTransfer(AppleCS46L21IDPT::IDIO_Cmd_Packet

*ulong long,ulong long)
_ipc_port_send_turnstile_prepare
_ptmx_get_ioctl

_VM_compressor_pager_reap_pages

RBAK, B—THE,
B=

kc_12.4.8_func_name
sub_FFFFFFFO0768E3AC
sub_FFFFFFFO0768E164
sub_FFFFFFFO076A7824
sub_FFFFFFFO076BE438

sub_FFFFFFFO076BF8C8

TR T =
B RIBAER

IRENHIRINT bzero() MATRE, AR MANEBIED <A THIBEISIERITE,

kc_12.4.9_func_name Similarity
sub_FFFFFFFO0768E3BC 0.58
sub_FFFFFFFO0768E164 0.96
sub_FFFFFFFO076A7840 0.13
sub_FFFFFFFO076BE470 0.1
sub_FFFFFFF0076BF90C 0.28

TREVZBILECE mach _msg send,
, RABEMEERAXNURIBFRB MM —T
RFZF=TZELRIFSHRE, KIME

mach_msg_overwrite,

TREEUEHEED Z=TUT, HBEMRTE L

bindiff_symbol
_ipc_kmsg_get_from_kernel
_ipc_kmsg_get
_mach_gss_accept_sec_context_v2
_ipc_port_send_turnstile_prepare

_ptmx_get_ioctl

PR sub FFFFFFF0076BE438 TZEF T

true_symbol

ipc_kmsg_get_from_kernel

ipc_kmsg_get

XXXXX

XXXXX

XXXXX

ipc_kobject_server




A ey B B 3w @Ot Fy#F g X > O O Nodebugger @O @B R
iH | 1 e [ | N§g | § [meee. 8
Library function [l Regular function . Data Unexplored External symbol
[7] Functions window (] O DAView-A ©[F (Y] @0 Hex View-1 @ [A Structures @[]  Enums ©FF Imports @ Exports
e 111 if (v6)
Function name 112 (
0113 ¥19 = *(_DWORD +*) (v16 + )7
®114 if ( (unsigned _ int64)v1S + 1 < 2 || (*v19 & OXFFF) != 2 )
115 «
o116 v20 = 1L
117 }
118 else
119 {
® 120 v20 = sub FFFFFFFUG76C5CDE(’1 QWORD *) (v18 + 8), &v4d);
® 121 127*(\»“{) *) (v
122 )
® 123 *(_QWORD *) (V16 + 24);
® 124 /bll] 0
® 125 if ( v20)
126 {
® 127 w22 = v44 = *(_DWORD *) (v20 + 1356);
®128 sub_FFFFFFF0076EFETC (v20) ;
129 LABEL_29:
® 130 v2 ord_FFFFFFF008A10200;
® 131 RD *) (qword_FFFFFFFO08A10200 + 832);
132 LABEL 30
o133
° 134
®135
°136
13 {
®138 sub_FFFFFFF007699A44 (* (_QWORD *) (v24 + 8));
139 }
140 else if ( v25 == 17 )
141
® 142 sub_FFFFFFF0076996C0 (* (_QWORD *) (v24 + 8));
143
141 else
145 {
® 146 [5uh7FFE‘FFE‘FDQ7SBSD641"\“ipc7kobjectiserver: strange destination rxgh[s\"“);]
147
® 148 24 + 8) = OLL;
® 149 D *) (vl + 40);
® 150 med int64) (v26 + 1) >= 2 )
151
® 152 sub_FFFFFFF0076996C0 (v26) ;
® 153 *(_QWORD *) (vl + 40) = OLL;
154
® 155 D **) (v16 + 24);
°1s x80000000 )
°1s 755
® 158 7(10
® 159 if ( v28 == 7305 )
160 {
® 161 sub_FFFFFFF00768D300 (v1) ;
® 162 sub_FFFFFFF00768D300 (v16) ;
® 163 return OLL;
164 )3
3% sub_FFFFFFFO076BE438 Qe SE b en

Line 10f 1
[Z] output window

006BAE9C sub_f

FETEIFEO0GAOE240: uoing Jusssed tipe _int6d dvord FEFTETFOOSAOEZA0

FFFFFFFO08AL0200: using guessed type

EEFEFEFO08AS4450: using gusssed type Tht dvord FFEFEFFO

AS6F78: using guessed type int dvord ! FErEErrO0sAS6E 7S,

aching ' Punceions windon:

Python

554 Syond FETTIEROOUALOZ00)
0854

- X <)

AU: idle

BRI E—1

Down Disk: 57GB

1 default:

w
-

NAERRMT R ECR B LEREINS

kc_12.4.8_func_name
sub_FFFFFFFO0768E3AC
sub_FFFFFFFO0768E164
sub_FFFFFFF0076A7824
sub_FFFFFFFO076BE438

sub_FFFFFFFO076BF8C8

BB RERNNET
BXHE T —RXE

ERIEK

panic("ipc_kobject server:

kc_12.4.9_func_name
sub_FFFFFFFO0768E3BC
sub_FFFFFFFO0768E164
sub_FFFFFFF0076A7840
sub_FFFFFFFO076BE470

sub_FFFFFFFO076BF90C

strange destination rights");

, EEHS

Similarity bindiff_symbol
0.58 _ipc_kmsg_get_from_kernel
0.96 _ipc_kmsg_get
0.13 _mach_gss_accept_sec_context_v2
0.11 _ipc_port_send_turnstile_prepare
0.28 _ptmx_get_ioctl

e https://supergithuber.github.io/ios/exportiOSSystemSymbol.html

XENFREBRONTREFHER, HX
BIEMABENTEIENEZ ﬂ?fipsleHfFﬁEEﬁEZ}E, BRI EZER B R A kernel . release. iphonexxx X

A T IE

RRXEENHNZERBRERENE

EXHFRIRBAATS

BRIF—TIER

, BA12.4.889E &5,

true_symbol
ipc_kmsg_get_from_kernel
ipc_kmsg_get

XXXXX

ipc_kobject_server

XXXXX

BERE THXEXH


https://supergithuber.github.io/ios/exportiOSSystemSymbol.html

- iPhone 4.7 _12.4.8 16G201_Restore 1ls -al

drwxr-xr-x@
drwxr-xr-x

-rw-r--r—--@
-rw-r—--r--@
—-rw-r—--r--Q@
—-rw-r—--r--Q@
drwxr-xr-x@
-rw-r--r—-@
-rw-r--r—-@

kernelcache.

TH I KiDecrypt

19
10

wnagzihxaln
wnagzihxaln
wnagzihxaln
wnagzihxaln
wnagzihxaln
wnagzihxaln
wnagzihxaln
wnagzihxaln

wnagzihxaln

release.iphone?7

staff
staff
staff
staff
staff
staff
staff
staff
staff

608

320
2874835794
93846555
91602971
128367

320

985
14061377

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

O VW VW VW VW VW WV u u

15:26 .
15:39 ..

2007
2007
2007
2007
2007
2007
2007

038-60223-004 .dmg
038-60285-004 .dmg
038-60305-004 .dmg
BuildManifest.plist
Firmware

Restore.plist

® https://supergithuber.github.io/Resources/iDecrypt-Mac-build91-bennyyboi.zip

R R SR AR N dmg X 4

r
@

Decrypt DMG

iDecrypt

About

Please select the encrypted DMG (Disk Image File) you wish to decrypt below:

JUsers/wnagzihxa1n/macOSSec/CVE-2020-27950/iPhone_4.7_12.4.8_16G201_Restor

DMG Size (in bytes): 2874835794 bytes

Key [ Destination (Folder)

Output Folder:

v1.2.0.1 build (91)

A

Key:

Select DMG

/Users/wnagzihxa1n/macOSSec/CVE-2020-27950/iPhc¢

08dfb2e3e59225ea30ba7a601805f1f3b01a78b6

fRERATkey N T EDX M UAEER

e Nhttps://www.theiphonewiki.com/wiki/Firmware/iPhone/12.x

Decrypt DMG

iDecrypt by bennyyboi

HFIOS 10ZFEAEME, FAXBEESIAIIUERZRWNE 038-60223-004 .dmg FEFIZEE, emmmmmm

FU TFEFELE—T dyld shared cache armé64 XX{§

1

TRERH SRR TR E S

/System/Library/Caches/com.apple.dyld/

/|


https://supergithuber.github.io/Resources/iDecrypt-Mac-build91-bennyyboi.zip
https://www.theiphonewiki.com/wiki/Firmware/iPhone/12.x

ETRmFHETTEdyld, HERNR dyld-519.2.2, BIRAHEFSEREATIL G

® https://opensource.apple.com/tarballs/dyld/

® https://opensource.apple.com/tarballs/dyld/dyld-519.2.2.tar.gz

WNEEER dyld-519.2.2/1launch-cache/dsc_extractor.cpp, J§ 0% A 1

EXPLORER dsc_extractor.cpp X

OPEN EDITORS launch-cachi
DYLD-519.2.2

& bin

% configs
i doc return result;

M dyld.xcodeproj X
> W dyld3

® include

dyld_shared_cache_extract_dylibs (con: shared_cache_file_path, con extraction_root_path)

return dyld_shared_cache_extract_dylibs_progress(shared_cache_file_path, extraction_root_path,

Architectures.hpp 2 5 RSB H

CacheFileAbstraction.hpp

dsc_extractor.cpp

dsc_extractorh

dsc_iterator.cpp

dsc_iterator.h

dyld_cache_format.h

dyld_shared_cache_util.cpp

FileAbstraction.hpp

(EieIR R R D (*extractor_proc) (const chark shared_cache_file_path, const c extraction_root_path,

MachOTrie.hpp (~progress) ( current, unsigned total));
% src
Y et 1t main(int arge, cor i argul])

> it-1
8 unit-tests a4

HETERETIE fprintf(stderr, xtractor <path-tc
_gitignore G 98
[ APPLE_LICENSE

B dyld_sim-entitlements.plist

i handle = dlopen("/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S. platforn/usr/lib/dsc_extractor.bundle", RTLD_LAZY);
if ( handl
ctor.bundle could not be loaded\n");

extractor_proc proc = (extractor_proc)dlsyn(handle,
if ( proc = )

fprintf(stderr, xtractor.bundle did not

return 1;
b

result = (#proc)(argul1], argvi2], ~(unsigr total) { printf("sd/sd\n", c, total); } );
fprintf(stderr, " xtract_ %d\n", result);

return 0;
&

> OUTLINE
NPM SCRIPTS
X ®29A0 Ln653,Col6 TabSize:4 UTF-8 LF C++ Mac & 0

{FRclang/®iF

2 launch-cache clang++ -o dsc_extractor ./dsc_extractor.cpp dsc_iterator.cpp

{EFAZRIER dsc_extractor $2BY dyld shared cache armé64 FIRFS

» iPhone 4.7_12.4.8_16G201_Restore ./dsc_extractor dyld_shared_cache arm64
dyld _shared_cache_armé64_symbol

RERERT —HoSE, HEEE, FR2IRFNRI/GSE? 2 2

IARRET, WRERZEXENEE, —FERNETIEEHEY, RBEXIMNE—MREZEHREL—T,
RAER, HMBESHERT RN, FERENDBRIE, AEEBMBRERANGNE MBBXAR, F
fFEE, HEARSHkernelcache EFI1E18H%


https://opensource.apple.com/tarballs/dyld/
https://opensource.apple.com/tarballs/dyld/dyld-519.2.2.tar.gz

wnagzihxaln @wnagzihxaln-48m
(e | have a question about how to find the symbols.| use bindiff to compare
" kc_12.4.8 with kc_beta_symbol, | can identify 2 symbols, then | read the

left three functions and find a string so that | identify the third symbol,
now | can't get the left symbols?

D1 (&) Q T 1l
A ra
& ;» @0xf4b
Replying to @wnagzihxaln

There is no miracle solution, you have to check the callers and

callees to find a clue about a symbol, then identify other

symbols with the help of source code or a symbolized kc.
HR/ERbrightiupzlFEERT —FXMEE, ABEEMRE: BXNIFEEHSEERNBRNERE, IF
FERGEEEEA

BIOSEMHFFSMEXBRXEMENE—RET, FHMOSAFEEHA—THNFEINREHBENTLFEEZX
N, EREREEH—RIBRASZRE, £ bzero() XFHFERNIRA LR
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